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Pabota ¢ NAT Flow. Kak HauTu aboHeHTa 3a
NAT

Onsi paboThl AaHHOW PYHKLMOHANBHOCTN HEOBXOAMMbI ClIeAYIOLINE KOMMOHEHTDI:

1. Mogynb QoE Stor
2. NHTepdenc ynpasneHns CKAT DPI

Jinuensunm:

e CKAT: CG-NAT — TpaHcnsaumsa ceTeBbiX afpecoB M Bbirpy3ka CTaTUCTUKN B
¢dopmaTe IPFIX

e QoE: C6op cTatuctukm NAT Flow, CkaTue, NoNb3oBaTeNbCKME (PUALTPLI

Onucanwue HacTporku NAT Flow B QOE: KoHdurypauus NAT Flow

Mpumep paboThl ¢ abuse letters

Nwem KOHKPETHOro aboHeHTa, Ha KOTOpOro npuwen BHeLWHM abuse.

B nuceme c abuse, kak npasuno, npuseneH "benvin” agpec n3 NAT-nyna, TpebyeTcs NOHATHL KTO U3

aboHeHTOB B U3BeCTHOe BpeMsd 3a 3TuM NAT-nysioM XO4MN Ha pecypc, rae 3apukCnpoBaHa BUPYCHas
AKTUBHOCTb.

Hy>XHO coenaTh 2 wara — HanTu B abuse nucbMe Heobxoammble NpusHakm 1 no HUM B GUI CKAT
naeHTuhunumnposaTs aboHeHTa.

LWar 1. Nwem B nucbMe

1. Anpec n3 ceoero NAT-nyna (source IP).
2. Agpec aTakyemoro pecypca (destination IP)
3. Bpemsa akTMBHOCTM Ha aTaKyeMoM pecypce (C y4eTOM YacoBbIX 10sCoB!)

e NMpumep 1.
Frami “EGF Abue Degd by il s JFITT &5 199,184 08 45Fakns
Dwiw: Sen Feb 15 700 3 VEAT-17 GMT0000 (Coordingted Linsersal Tme|
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---------- X-ARF STyle Summary ssssssssss
Date:FOII03- 10T 1936 SE+0 100
Zource: E":. 159.1584 .-'I.'IHI

Type of Abuse: Portscan/Malware/|Intrusion Attempts
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e Mpumep 2.

Baz by 1 @ owenviesw af necestly retonded abuive activity fross 85, 195.53.6/32

Sousroe 1P [ Tary !,-h-rlhm. / Ispem processed @ |.-5|- ry [1me notes below|
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ELle n3 none3Horo B NCbMe MOXET bbITh:

1. MpwuymHa abuse
Date: 2023-02-27T00:53:34+01:00
Source: 45,199.184,192
[Type of Abuse: Portscan/Malware/Intrusion Attempts|
Legs: 00:53:29.425121 rule 0/0(match): block in on vmx0: 45.199.184,192.65001 > 91.190.98.8.59891: Flags (5], seq
3803861910, win 0, options [mss 1412], length 0

2. WcTopusa abuse (ecnm akTMBHOCTb Bblla HEOAHOKPATHOWN)
The reported IP address 45.199.184.192 is part of 45.199.184.0/24;
33 of this network's 256 IP addresses (12.89%) were abusive in the last 90 days

Host Last logged attempt (Netherlands time zone)

45.199.184.1 (2022-12-24T720:58:33+01:00)
45.199.184.3 (2023-01-22T718:20:44+01:00)
45,199.184.4 (2023-01-03T16:19:43+01:00)
45,199.184.13 (2022-12-22T06:00:34+01:00)

OTO MOXEeT NoMoYb NOHATb MaCLIJT86 I'Ip061'leMbI N BblABNATb aHaJ10r'M4HbIe I'Ip06ﬂeMbI B CeTW.
War 2. NweM akTUBHOCTL aboHeHTa B GUI CKAT

3agadva — onpeaenuTb No sioram, kakon aboHeHT 3a NAT-nynom (source IP), yka3aHHbIM B NUCbMe, B
3T0 BpeMs obpawancs K agpecy destination IP.

MNepefn Ha4yanoM NOUCKA CTOMT MPOBEPUTL 2 (haKTa:

1. OaHHbin NAT-nyn 3aBegeH Ha CG-NAT CKAT.
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2. Bpemsa xpaHeHusa noros NAT 3axBaTbiBaeT BpeMs abuse-akTUBHOCTU. [TOCMOTPETb U HACTPOUTb


https://wiki.vasexperts.ru/lib/exe/fetch.php?media=dpi:opt_cgnat:cgnat_faq:nat_pool.png

sl v g = i ma canfguemic e=:: 8
: B b -] a & e Favs L
158G coetr - o g LT e————
P ]

ol W a0 P A e FRONE DR OO LS, L T
] - L]
LoEa s Fpa el

<l ey - [ A P— Comil t o g i_iCa TR
L
3
U0l W O e seTTege
e . s sp o
— — oo W o " dops jEmETE. asu_Tem oo .
m dmwwsicde ~ -
T
il e Pl e g i i v, S RTE_Pi PSS LS BADTTTRORA P T HORACE
Sy L
A - Rl Wl i b W ' iy (OISO UL PLOW MK, L, SABTITICNL LW, e, E27
I L e ] - L
e ] BT
[y p— L L ¥ P e N
Fops arreon
g
R — Ol W g o AEE Lo ] .
0 i .
U pevingn
A W il war - . i v
L ok fomoe s iong i o Py SPERRO . a1 e Vo |04 _ Vsl -
- x
Vi s g — -
okl B MAT i g Wi i iy (RTINS NET_AGSL 5N PABFITIONE P THE_Cetm]
Comstm el i [rre—— > &
g g E——
ok e 4V omgin g i b oy, Y 3T s AR e, 0 o
ot . ' L ]
ey G T - ol Wi EXTP oo g Wi iy sy (CSCMISCN_CTTF_ AR, LI MAETITIOH, L0 T00_C&VE}
T
.
Vers 1T Pk et v oA it s i e FEAAa RIS RS R 1 S Fara

Hanee B GUI CKAT Heobxoammo oTkpbITb pa3gen NAT flow, BeibpaTb nepuof, 3aBecT source u
destination IP.
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ﬂ C HangeHHbIM abOHEHTOM HYXHO MPOW3BEeCTW HeobxoAMMble OENCTBUS OIS
NPoUNaKTUKN AaNbHENWNX abuse.
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