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Ycnyrn Yenyra 11 NAT CG-NAT

HacTpouka u ynpassieHue

YnpasneHne AaHHbIM CEPBMCOM Ha YPOBHE OTAe/bHbIX aDOHEHTOB OCYLLECTBAAETCA C MOMOLLbIO
fdpi ctrl.

dopmaT KOMaHAbI:
fdpi ctrl komaHga --service cnvcok onuuii | [cnucok IP wam login

MoapobHbIN CUHTAKCUC KOMaHA 1 cnocobbl 3aaaHns IP-agpecoB onucaHbl B pa3aene KomaHasbl
ynpasJieHUS.

@ Moak/to4YeHne TpaHCAAUMM afpecoB A5 aboHeHTa OCYLEeCTBASETCA Yepes yCayry
11.

CG-NAT

Coszpaem npodunb ycnyrun CG-NAT, B KOTOPOM onpegensem napameTpbl nyna IP-agpecos:

fdpi ctrl load profile --service --profile.name test nat --profile.json
‘{ "nat_ip pool" : "5.200.43.0/24,5.200.44.128/25", "nat tcp max sessions"
2000, "nat udp max sessions" : 2000 }'

OnucaHne NapaMeTpoB HaXoAUTCA B Tabauue Huxe.

Moncetwn 6enbix agpecoB CG-NAT aHOHCMPYIOTCA TOJIbKO B CTOPOHY inet npu ctapte CKATa u npu
pobasneHmmn/yaaneHun/nameHeHumn NAT-npodunen.

B cnydae npumBaskm K login Heckonbkux IP unm nopgceTen, cHeTYUK ceccum
nHAMBMAYyaneH ons Kaxgoro IP-agpeca.

MNpwn yKasaHuu grana3oHa BHewWwHMX IP-agpecoB MOXXHO yKa3aTb OAWH UM HECKOJIbKO

AMNana3oHOB Yepe3 3anfATyl, MOXHO AUMHaMU4yeckn fob6aBUTb LOMONAHUTESbHbIE

Anana3oHbl B paHee CO34aHHbIV ny.

/3 gnanasoHa MOXXHO UCKJIIOYNUTL KpanHue agpeca (no cornatleHunio o becknaccosomn
agpecauuun, 3To agpeca Wio3a U WMPOKoBeLwaTeNbHbIN), o6aBMB B onpeaeneHune
ﬂ [vanasoHa cuMBos "~" B KOHUe onpefeneHunsa cidr, Hanpumep: 5.200.43.0/24~.

0 BpeMeHHOEe orpaHMyeHmne: Ka)kAbll U3 OTAENbHbIX Nya0B B 06LeM cnucke
NynoB LO/KEH coaepXaTb NyBNNYHbIX alpecoB He MeHblle, YeM Yucao paboymnx
MOTOKOB.
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NAT 1:1

CozpgaHue npodunsa ycayru NAT 1:1Y, B koTopom onpeaenuTs uanasoH IP-agpecos nyna:

fdpi ctrl load profile --service --profile.name test nat --profile.json
‘{ "nat_ip pool" : "5.200.44.0/24,5.200.44/25", "nat type" : 1 }'

OnwncaHne napameTpoB HaxoanTca B Tabamue HUXe.
AHoHcupoBaHue benbix agpecos aboHeHToB A1 NAT 1:1 nponcxoanT No 04HOMY M TONIbKO nocne

aBTopm3aumm (HasHavyeHum 11 ycnyru Ha aboHeHTa).

Mpn yKasaHUM granasoHa BHeLWHUX IP aapecoB MOXXHO yKa3aTb OAWH WU HECKOJIbKO
LMana3oHOB Yyepe3 3anfATyl0, MOXHO AWHaMU4yeckn fo6aBUTb LOMOJHUTESbHbIE
[VanasoHbl B paHee CO34aHHbIN nyJ.
ﬂ 3 pnana3oHa MOXHO UCKIOYMTb KpalHMe afapeca (No cornaweHunio o becknaccosom
agpecaumn, 37O agpeca CeTu U WMPOKOoBeLlaTeNbHbIN) AobaBnB B onpepeneHune
Avana3oHa cuMBoON "~" B KOHLLe onpeaeneHusa cidr, HanpuMep: 5.200.43.0/24~.

YnpasneHue ycnyrom NAT

Moaknto4nTb aboHeHTY ycnyry 11 ¢ 3aflaHHbIMK paHee napameTpaMu nyna:

fdpi ctrl load --service --profile.name test nat --ip 192.168.0.1
nam

fdpi ctrl load --service --profile.name test nat --login test subs
nam

fdpi ctrl load --service --profile.name test nat --cidr 192.168.1.0

MpocmoTpeTh cnncok Bcex NAT npodunent:

fdpi ctrl list all profile --service

JononHUTeNbHble HAaCTPOUKM

JononHuTensbHo B rnobanbHbiX NapameTpax /etc/dpi/fastdpi. conf MoxHo 3a0aTh:

e nat ports

e nat max profiles

e nat_exclude private
e nat_private cidr

e lifetime flow

e lifetime flow long
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OnucaHune NapaMETPOB HaXoANUTCA B Tabnuue Hnxe.

C Bepcum 12.0 nosiBuAacb BO3MOXHOCTb BbibpaTh MeToA xewwmpoBaHua flow no paboymm noTokam.
Mpn Mcnonb30BaHUM HOBOIrO MeTOAa pacnpefesieHne afpecoB He 3aBUCUT OT KoJIn4ecTBa paboymnx
noToKoB. HacTpausaeTcs napameTpom rx_dispatcher B fastpdi.conf (ans npuHatus
n3meHeHun Tpebyetcs restart cepsuca). 3HavyeHna NnapameTpa onucaHbl B TabauLe HUXe.

Inda Toro 4Tobbl rapaHTMpoBaTh NAT npeobpa3oBaHne ana npueaTHoro IP-agpeca B sitobon
ny6nnyHbin IP-agpec npu ncnonsb3osaHum NAT 1:1, Heobxoammo yka3aTb AMana3oH IP-agpecos,
KoTopbIn ncnonb3yetcsa B NAT 1:1. HacTpauBaeTcsd napameTpom nat transcode cidr B
fastdpi.conf (ans npuHaTna nameHeHun Tpebyetcs restart cepsuca):

nat transcode cidr=201.201.210.0/24,201.210.210.0/29
OnucaHne napameTpa HaXoAMTCA B TabauLe HUXe.
MapameTp nat_transcode cidr akTyaneH TOABLKO Npu 1CMNOJIb30BaHUN HOBOr0 MeToa

pacnpegeneHuns u ncnosb3osaHum NAT 1:1. B opyrux cnyvyasax AaHHbIA NapaMeTp He y4UTbiBaeTCH,
ero Hann4yune He cHUTaeTCs OWNBKON.

NapameTpbl U BO3MOXXHbIe 3HA4YeHUS

MapameTpbl npocdunsa NAT

MapameTp 3HauyeHue
nat ip pool Inana3oH BHelwHKX IP agpecos B hopmaTe CIDR. Paszmep nyna AoJKeH
string OblTb He MeHbLUe 41Csia paboynx NOTOKOB.
MakcumanbHoe KosindecTso TCP NopToB, KOTOPbIE MOXKET MUCMO0J1b30BaTb

nat _tcp max sessions

. aboHeHT.
integer

Mo ymonyaHumio: 2000.

MakcumanbHoe Konmyectso UDP nNopToB, KOTOPblE MOXET NCNOb30BaTb

nat udp max sessions
— P = aboHeHT.

Integer Mo ymonyaHwuio: 2000.
3agaet Tvn npoduns.
nat type BapuaHThbl:
integer 0 — CGNAT;
1 — NAT 1:1.
nat ports Avana3oH ncnosib3yemMblX 408 TPAHCAAUUN NOPTOB Ha BHELWHUX afpecax.
string Mo ymonyaHuio: 1024-65535.
MapameTpsol fastdpi.conf
MapameTp 3HauyeHue
MakcunManbHOe KONMYeCcTBO Npoduaen ¢ napamMmeTpamm nysos.
nat max _profiles Mo ymonyaHwuio: 4.
integer Makcumym: 65000 (npu Hann4mMm [OCTAaTOYHOro obbemMa onepaTUBHOW
MnamaTu).
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MapameTpbl fastdpi.conf

MapameTp

3HauYyeHue

nat_exclude private
integer

NckntovyaeT NAT npeobpa3oBaHue ecnm oba agpeca npuBaTHbIE.
BapuaHThbl:

0 — off « (no ymonyaHnmio).

1 — He penaem NAT ons npuBaTHbIX agpecos (ip_src v ip_dst —
npueBaTHbIE UM HaXoAATCA B nat_private_cidr).

2 — ip_src — npuBaTHbIN C y4eToM nat_private cidr n AS ons dst_ip =
local.

4 — ip_src — npuBaTHbIN C y4eToM nat_private cidr n AS gna dst ip =
peer.

nat private cidr
string

3apaeT LOMONMHUTESIbHbIE AMarna3oHbl MPUBaTHLIX afpecos B
[ONOSIHEHME K CTAHAAPTHLIM Anana3oHam”,
MakcumyMm: 4 ananasoHa.

lifetime flow
integer

OnpepgenseT BpemMs KOPOTKOM o4epeamn B cekyHgax ans TCP SYN, TCP
FIN, UDP pnsa BCEX coepMHeHUMN. [10 NCTeYeHUN OaHHOro BPEMEHN
BO3MOXXHO NMOBTOPHOE 1cnosib3oBaHue flow n Bcex pecypcos C HUM
CBSI3@HHbIX. B YaCcTHOCTM Nepencrnonb30BaHWe nopTa cBA3aHHOro ¢ flow
NPOUCXOAUT TONBKO B MOMEHT, KOrga A0 3TOro nopta OXOAUT o4vepenb
Ha KOHKpeTHOM obpaboTymke.

Bpems ocBoboxaeHns = Homep B ovepean * Lifetime flow

Mo ymonyanuto: 60.

lifetime flow long
integer

OnpepenseT BpemMs AJIMHHOW o4epeam B cekyHpax ans TCP DATA
yCTaHoBJIEHHOr0 coeanHeHns pnsa BCEX coeauHeHMn. 10 ucteveHunn
LNaHHOr0 BpeMeHM BO3MOXXHO NOBTOPHOE 1cnoJsib3oBaHue flow n Bcex
pecypcoB C HMM CBfi3aHHbIX. B 4aCTHOCTW Nepencnosib3oBaHWe nopTa
cBA3aHHOro ¢ flow NnponcxoAuT TONBKO B MOMEHT, KOrga A0 3TOro nopta
LOXOANT 04epellb Ha KOHKpeTHOM obpaboTynke. CKAT KoHTponmpyeT
¢dnarun B TCP coegmHeHusix (FIN, RST) npu 3aKpbITUK COEANHEHNIA 1
COoefIHeHMNA NepeBoasATCSA B KOPOTKYIO ovepelb.

Bpems ocBoboxxaeHus = Homep B odepean * Lifetime flow long

Mo ymonyaHuio: 300.

nat whp lifetime
integer

OnpegnenseT BpeMsa KOPOTKOW ovepenn B cekyHaax ans NAT
TpaHcnaumm ans TCP SYN, TCP FIN, UDP. [aHHbI napaMeTp
nepeonpepensiet lLifetime flow Tonbko pansa NAT TpaHcnsauui. o
ncTe4YeHUn SAHHOr0 BPEMEHW BO3MOXXHO MOBTOPHOE NCMOJIb30BaHue
nopTa, HO UCMOJIb30BaHWE NPOUCXOAMNT TOJIbKO B MOMEHT, KOraa 4o
3TOro nopTa AOXOAUT oYepenb Ha KOHKpeTHOM nybanyHoM IP agpece.
[M03BONSET COKPATUTb BPEMSA BbICBOOOXAEHUSA MOPTOB.

Mo ymonyaHuio: 75.

nat whp lifetime long
integer

OnpepenseT BpeMsa AJIMHHOW o4yepeaun B cekyHaax ons NAT
TpaHcnaumn ans TCP DATA yCTaHOBIEHHOrO coeanHeHNS. JaHHbIn
napameTp nepeonpegenset lifetime flow long Tonbko ana NAT
TPaHCAAUMKA. [10 UCTEYEHUN OAHHOMO BPEMEHUN BO3MOXKHO NMOBTOPHOE
NCNosib30BaHMe NopTa, HO NCMNOJIb30BaHWe NPOUCXOAUT TONbKO B
MOMEHT, KOrfa [0 3TOro nopTa AOXOAUT o4yepelb Ha KOHKPETHOM
nybanyHom IP agpece. Mo03BONSET COKPATUTb BPEMS BbICBOBOXAEHMNSA
noptos. CKAT koHTponupyeT narm B TCP coeanHenmsax (FIN, RST) npu
3aKPbITUN COEAMHEHUIN U COeMHEHNA NEepeBOAATCA B KOPOTKYIO
ovyepenb.

Mo ymonyanuto: 375.




MapameTpbl fastdpi.conf
MapameTp 3HayeHue

3apaeT CIDR nybnnyHbIX agpecos onepaTopa.

Bo3Mo>XHO yKa3aTb TosbKO 2 CIDR (B cnyyae ncnonb3oBaHus 6onbLuero
nat transcode cidr konnyectsa CIDR, ponyctnmo yka3aHue 6onee wupokoro CIDR).

string 3Ha4YeHNa UCNOJIb3YIOTCA NPY NepekoanpoBke NybanyHeIn ->
npuBaTHbIN ansa NAT 1:1. 1na npuBaTHOro agpeca MoXXeT bbiTb
Ha3HayeH nbon nybnnyHbii agpec ons NAT 1:1.

MeTon xewwnposaHua flow no paboynm notokam. Bnuset Ha Bce NAT
pool.

BapuaHTh:

0 — no ymoniqaHwuto. bes nogaepxkn NAT 1:1 n npon3BonbLHOroO
KOJM4yecTBa NoTokoB 06paboTKM, KOMHECTBO NOTOKOB TONLKO CTEMEHb
2. (IP_SRC+IP DST)%N ) & IP_MASK

1 — meTof ¢ paBHOMepHON HanaHCMPOBKOW MO MPOM3BOSIbHOMY
KONM4ecTBy NoToKoB € nogaepxkon NAT 1:1 (nognepxka HasHavyeHus
rx_dispatcher KOHKpeTHbIX MybanyHbix agpecos, 6e3 TpeboBaHUS Ha3HavYeHWs
integer KOHKpeTHoro lMNpreaTHOro afpeca Ha aboHeHTa.) NooaepxmBaeTcs Ao
40 notokos obpaboTkn. (CRC(IP_SRC)%N+CRC(IP _DST)%N)%N

2 — MeTof C paBHOMepHOW 6anaHCMPOBKOW MO NPOU3BOJIbLHOMY
KOMM4ecTBy NoTokos 6e3 nogaepxxku NAT 1:1.

3 — meTof4 C paBHOMepHOW 6anaHCMPOBKOWN MO MPOU3BOJIbLHOMY
KONM4ecTBy NoToKoB € nogaepxkon NAT 1:1 (nognepxka HasHavyeHus
KOHKpPeTHbIX MybnunyHbix agpecos, 6e3 TpeboBaHNS Ha3HaYeHUs
KOHKpeTHoro lMNpreaTHOro agpeca Ha aboHeHTa). NoaaepxmBaeTcs
6onee 40 noTtokos 0bpaboTkm.

1)

o onepaTopbl MHOr @ UCNOJIb3YIOT TpaHcaaumio 1:1 Kak anbTepHaTUBY MapLupyTu3aumm benbix IP
L0 aboHeHTCKMx CPE, HO BaXXHO MOHUMaTb, YTO XOTS 3Ta CXEMa HEMHOI 0 yrpoLLaeT
aOMUHNCTPUPOBaHME, HO OHa HEPABHOLIEHHA KaK C TOYKM 3peHns aboHeHTa, KOTOpPbIN 06bI4HO
nnaTuT ycnyry 6enoro agpeca AeHbrn, Tak U C CETEBOM, TaK Kak HEKOTOpoe KameHTckoe MO 3HaeT
npo NpuBaTHbIE agpeca u BegeT ceba No Apyromy, 4em B ciiyvae ¢ NybanyHeIMM agpecamu,
Hanpumep, mecceHaxepbl WhatsApp/Viber/Skype/SIP BMecTo npsmbix P2P coe ANHEHUI HaYMHAIOT
MCMNoNb30BaTb StUN-NPOKCKU cepBepa, KOTOPbIe YacTo Neperpy>XeHbl, YT0 MOXET Cepbe3HO YXYALWUTb
Ka4eCTBO roJI0COBbIX 1 BUAEO3BOHKOB, He paboTaeT IPSEC VPN 6e3 nogaep>xku NAT-T nam ¢
aBTopmM3aumen no ceptTudmrkaTam, aboHEHT HE MOXKET NCMNONb30BaTb CBON NybanyHbIA IPv4 B
KadvecTse IPv6 afpeca Yepe3 mexaHn3M 6to4, B ToppeHTax nepecTtaeT paboTaTb aBTOONpPEAENEHME
NOKasIbHOr0 peTpekepa, Tpekepbl aboHeHTaM C cepbiMX agpecaMn HepeKo BblAAOT MeHbLLEe YUCI0
MUPOB, 4YTO CKa3blBaeTCHA Ha CKOPOCTU 3aKaykmn 1 T.n. Onsa L2-connected aboHeHTOB Ny4Llen
anbTepHaTmBo NAT1:1 aBnseTCSA UCNOJSIb30BaHWe unnumbered afpecoB, KOTOPbIE HATUBHO
nopnepxusatoTca CKAT BRAS. Kpome Toro npu nepexoge Kk IPve/Dual Stack onepaTopy Bce paBHO

NPUAETCS HAaYYUTbCA MapLpPyTU3nMpoBaTb NybanyHble IPv6 agpeca
2)

CtaHpapTHble anana3oHsl: 10.0.0.0/8, 172.16.0.0/12, 192.168.0.0/16, 100.64.0.0/10
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