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Ycnyrn Yenyra 11 NAT CG-NAT

HacTpouka u ynpassieHue

YnpasneHne AaHHbIM CEPBMCOM Ha YPOBHE OTAe/bHbIX aDOHEHTOB OCYLLECTBAAETCA C MOMOLLbIO
fdpi ctrl.

dopmaT KOMaHAbI:
fdpi ctrl komaHga --service cnvcok onuuii | [cnucok IP wam login

MoapobHbIN CUHTAKCUC KOMaHA 1 cnocobbl 3aaaHns IP-agpecoB onucaHbl B pa3aene KomaHasbl
ynpasJieHUS.

@ Moak/to4YeHne TpaHCAAUMM afpecoB A5 aboHeHTa OCYLEeCTBASETCA Yepes yCayry
11.

CG-NAT

Coszpaem npodunb ycnyrun CG-NAT, B KOTOPOM onpegensem napameTpbl nyna IP-agpecos:

fdpi ctrl load profile --service --profile.name test nat --profile.json
‘{ "nat_ip pool" : "5.200.43.0/24,5.200.44.128/25", "nat tcp max sessions"
2000, "nat udp max sessions" : 2000 }'

OnucaHne NapaMeTpoB HaXoAUTCA B Tabauue Huxe.

Moncetwn 6enbix agpecoB CG-NAT aHOHCMPYIOTCA TOJIbKO B CTOPOHY inet npu ctapte CKATa u npu
pobasneHmmn/yaaneHun/nameHeHumn NAT-npodunen.

B cnydae npumBaskm K login Heckonbkux IP unm nopgceTen, cHeTYUK ceccum
nHAMBMAYyaneH ons Kaxgoro IP-agpeca.

MNpwn yKasaHuu grana3oHa BHewWwHMX IP-agpecoB MOXXHO yKa3aTb OAWH UM HECKOJIbKO
AMNana3oHOB Yepe3 3anfATyl, MOXHO AUMHaMU4yeckn fob6aBUTb LOMONAHUTESbHbIE
Anana3oHbl B paHee CO34aHHbIV ny.

3 gnana3oHa MOXHO UCKOYMTbL KpalHue agpeca (No cornaweHunio o becknaccosomn

ﬂ agpecauuun, 3To agpeca Wio3a U WMPOKoBeLwaTeNbHbIN), o6aBMB B onpeaeneHune
[vanasoHa cuMBos "~" B KOHUe onpefeneHunsa cidr, Hanpumep: 5.200.43.0/24~.
(1) BpemeHHOE orpaHu4yeHne: Ka)kabii 3 0TAEe/bHbIX MNyJI0B B 06LEeM CAUCKe NynoB
LOMKEH cofep)XaTb NyOANYHbIX alpecoB He MeHbLUe, YeM Yncso paboymx NOTOKOB.
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NAT 1:1

CozpgaHue npodunsa ycayru NAT 1:1Y, B koTopom onpeaenuTs uanasoH IP-agpecos nyna:

fdpi ctrl load profile --service --profile.name test nat --profile.json
‘{ "nat_ip pool" : "5.200.44.0/24,5.200.44/25", "nat type" : 1 }'

OnwncaHne napameTpoB HaxoanTca B Tabamue HUXe.
AHoHcupoBaHue benbix agpecos aboHeHToB A1 NAT 1:1 nponcxoanT No 04HOMY M TONIbKO nocne

aBTopm3aumm (HasHavyeHum 11 ycnyru Ha aboHeHTa).

Mpn yKasaHUM granasoHa BHeLWHUX IP aapecoB MOXXHO yKa3aTb OAWH WU HECKOJIbKO
LMana3oHOB Yyepe3 3anfATyl0, MOXHO AWHaMU4yeckn fo6aBUTb LOMOJHUTESbHbIE
[VanasoHbl B paHee CO34aHHbIN nyJ.
ﬂ 3 pnana3oHa MOXHO UCKIOYMTb KpalHMe afapeca (No cornaweHunio o becknaccosom
agpecaumn, 37O agpeca CeTu U WMPOKOoBeLlaTeNbHbIN) AobaBnB B onpepeneHune
Avana3oHa cuMBoON "~" B KOHLLe onpeaeneHusa cidr, HanpuMep: 5.200.43.0/24~.

YnpasneHue ycnyrom NAT

Moaknto4nTb aboHeHTY ycnyry 11 ¢ 3aflaHHbIMK paHee napameTpaMu nyna:

fdpi ctrl load --service --profile.name test nat --ip 192.168.0.1
nam

fdpi ctrl load --service --profile.name test nat --login test subs
nam

fdpi ctrl load --service --profile.name test nat --cidr 192.168.1.0

MpocmoTpeTh cnncok Bcex NAT npodunent:

fdpi ctrl list all profile --service

JononHUTeNbHble HAaCTPOUKM

JononHuTensbHo B rnobanbHbiX NapameTpax /etc/dpi/fastdpi. conf MoxHo 3a0aTh:

e nat ports

e nat max profiles

e nat_exclude private
e nat_private cidr

e lifetime flow

e lifetime flow long
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OnucaHune NapaMETPOB HaXoANUTCA B Tabnuue Hnxe.

C Bepcum 12.0 nosiBuAacb BO3MOXHOCTb BbibpaTh MeToA xewwmpoBaHua flow no paboymm noTokam.
Mpn Mcnonb30BaHUM HOBOIrO MeTOAa pacnpefesieHne afpecoB He 3aBUCUT OT KoJIn4ecTBa paboymnx
noToKoB. HacTpausaeTcs napameTpom rx_dispatcher B fastpdi.conf (ans npuHatus
n3meHeHun Tpebyetcs restart cepsuca). 3HavyeHna NnapameTpa onucaHbl B TabauLe HUXe.

Inda Toro 4Tobbl rapaHTMpoBaTh NAT npeobpa3oBaHne ana npueaTHoro IP-agpeca B sitobon
ny6nnyHbin IP-agpec npu ncnonsb3osaHum NAT 1:1, Heobxoammo yka3aTb AMana3oH IP-agpecos,
KoTopbIn ncnonb3yetcsa B NAT 1:1. HacTpauBaeTcsd napameTpom nat transcode cidr B
fastdpi.conf (ans npuHaTna nameHeHun Tpebyetcs restart cepsuca):

nat transcode cidr=201.201.210.0/24,201.210.210.0/29

OnuncaHue napameTpa HaxoanTcs B Tabauue Huxe.

MapameTp nat_transcode cidr akTyaneH TOABLKO Npu 1CMNOJIb30BaHUN HOBOr0 MeToa
pacnpegeneHuns u ncnosb3osaHum NAT 1:1. B opyrux cnyvyasax AaHHbIA NapaMeTp He y4UTbiBaeTCH,
ero Hann4yune He cHUTaeTCs OWNBKON.

NapameTpbl U BO3MOXXHbIe 3HA4YeHUS

MapameTpbl npocdunsa NAT

MapameTp

3HavyeHue

nat ip pool
string

Inana3oH BHelwHKX IP agpecos B hopmaTe CIDR. Paszmep nyna AoJKeH
OblTb He MeHbLUe 41Csia paboynx NOTOKOB.

nat _tcp max sessions
integer

MakcumanbHoe KonndecTso TCP ceccun, KOTOpble MOXET C034aTb
aboHeHT.
Mo ymonyaHumio: 2000.

nat udp max_ sessions
integer

MakcmManbHoe KosimdecTso UDP ceccuit, KOTOpble MOXET CO34aTb
aboHeHT.
Mo ymonyaHuio: 2000.

3ajaeT TMn npoguns.

nat type BapuaHThbl:
integer 0 — CGNAT;
1 — NAT 1:1.
nat ports Avana3oH ncnosib3yemMblX 408 TPAHCAAUUN NOPTOB Ha BHELWHUX afpecax.
string Mo ymonyaHuio: 1024-65535.
MapameTpsol fastdpi.conf
MapameTp 3HauyeHue

nat max _profiles
integer

MakcunManbHOe KONMYeCcTBO Npoduaen ¢ napamMmeTpamm nysos.

Mo ymonyanuio: 4.

Makcumym: 65000 (npu Hann4mMm [OCTAaTOYHOro obbemMa onepaTUBHOW
MnamaTu).
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nat exclude private
integer

NcknovaeT NAT npeobpasoBaHue ecnm oba agpeca npuBaTHbIE.
BapuaHThbl:

0 — off « (no ymon4yaHmio).

1 — He penaem NAT ons npuaTHbIX afpecos (ip_src u ip_dst —
npuBaTHbIE UM HAaXoA4ATCA B nat_private_cidr).

2 — ip_src — npuBaTHbINA C y4eToM nat_private cidr n AS gns dst ip =
local.

4 — ip_src — npuBaTHbIN C y4eToM nat_private cidr n AS gns dst ip =
peer.

nat private cidr
string

3agaeT [ONONHUTENbHbIE A1ana3oHbl MPUBATHbLIX aApecos B
LOMOJIHEHME K CTaHAaPTHLIM Juana3oHam?.
MakcuMmyM: 4 omanasoHa.

lifetime flow
integer

OnpegnenseT BpeMa KOPOTKOW o4vepenn B cekyHaax ans TCP SYN, TCP
FIN, UDP pns BCEX coepuHeHMMN. [10 uCTe4eHnn JaHHOro BpeMeH
BO3MOXXHO NMOBTOPHOE 1CMNoJib30BaHMe flow 1 Bcex pecypcos C HUM
CBA3aHHbIX. B 4YaCTHOCTY nepencrnonb3oBaHMe rnopTa cBa3aHHoro ¢ flow
NPOUCXOANT TOJIbKO B MOMEHT, KOrfa 10 3TOro nopTa A4OXOAUT ovyepelb
Ha KOHKpeTHoM obpaboTyuke.

Bpems ocBoboxaeHns = Homep B odepeamn * Lifetime flow

Mo ymonyaHuio: 60.

lifetime flow long
integer

OnpegnenseT BpeMsa AJIMHHON o4yepeaun B cekyHaax ana TCP DATA
yCTaHoBNIeHHOro coeanHeHns pna BCEX coepuHeHMn. 10 ucteveHunn
LaHHOIr0 BPEMEHW BO3MOXHO NOBTOPHOE Ucnonb3oBaHme flow n Bcex
pecypcoB C HUM CBSI3aHHbIX. B 4aCTHOCTK nepencrnosib30BaHMe nopTa
cBsi3aHHOro ¢ flow NponcxoanT TONLKO B MOMEHT, KOrga A0 3TOro nopta
LOXOAMT o4yepenb Ha KOHKpeTHOM obpaboTumke. CKAT KOHTpoanpyeT
cdnarn B TCP coeguHeHusax (FIN, RST) npu 3akpbITUN COEAUHEHNIA 1
coeMHeHNA NepeBoaATCSA B KOPOTKYIO o4yepenb.

Bpemsa ocBoboxaeHns = Homep B ovepeam * Lifetime flow long

Mo ymonyanuto: 300.

nat whp lifetime
integer

OnpegenseT BpeMs KOPOTKOM o4epeamn B cekyHaax ans NAT
TpaHcnaumm gna TCP SYN, TCP FIN, UDP. laHHbIM NapaMeTp
nepeonpegensiet lifetime flow Tonbko pansa NAT TpaHcnsauui. o
NcTeYyeHUn SAHHOTO BPEMEHW BO3MOXXHO MOBTOPHOE UCMOJIb30BaHNe
nopTa, HO UCMOJIb30BaHWE NPOUCXOAMNT TOJIbKO B MOMEHT, Koraa 4o
3TOro nopTa AOXOAUT o4epelb Ha KOHKpeTHoM nybnanyHoM IP agpece.
M03BONSET COKPATUTb BPEMSA BbICBOOOXKAEHNSA MOPTOB.

Mo ymonyanuto: 75.

nat whp lifetime long
integer

OnpepenseT BpemMs AJIMHHOW o4epeamn B cekyHaax ans NAT
TpaHcnsauun ons TCP DATA ycTaHOBNEHHOI0 coeguHeHns. JaHHbIN
napameTp nepeonpegenset Lifetime flow long Tonbko ana NAT
TPaHCAALMKA. [10 CTeYeHUN JaHHOr0 BPEeMEeHN BO3MOXKHO NOBTOPHOE
1CMNoJib30BaHWe nopTa, HO UCMOJIb30BaHNE NPOUCXOANT TOJbKO B
MOMEHT, Korga A0 3TOro nopta AOXOAUT o4epefb Ha KOHKPETHOM
nybnmyHom IP agpece. M03B0NIAET COKPATUTL BPEMSA BbICBOBOXAEHMS
noptoB. CKAT koHTponupyeT naru B TCP coegmHeHunsx (FIN, RST) npu
3aKpbITUM COEANHEHWIN N COEANHEHNA NepeBoaATCSA B KOPOTKYIO
oyepenb.

Mo ymonyaHuio: 375.

nat_transcode cidr
string

3apaet CIDR nybanyHbIX afpecos onepaTtopa.

Bo3M0oXHO yka3aTb Tonbko 2 CIDR (B c/ly4ae ncnonb3oBaHus 6osbLuero
konnyectsa CIDR, gonyctnmo ykasaHue 6onee wupokoro CIDR).
3Ha4YeHNa UCNOJIb3YIOTCA NPU NepeKkoanpoBke NybanyHeIn ->
npusaTHbIN 4nga NAT 1:1. [1na npuBaTHOro agpeca MoxxeT bbiTb
Ha3Ha4eH nobon nybnnyHbin agpec ana NAT 1:1.




MeTop xewwnpoBaHus flow no paboynm notokam. Bnusert Ha Bce NAT
pool.

BapuaHThbl:

© — no ymonyaHuto (IP_SRC+IP DST)%N ) & IP_MASK. Bes
nogaepxku NAT 1:1 1 npon3BOJIbHOro KosimyecTsa NOTOKoB 06paboTku,
KOJIMY4eCTBO NOTOKOB TOJIbKO CTereHb 2.

1 — meTo0[ C paBHOMepHOW 6anaHCMPOBKOW NO MPOU3BOJIbHOMY
KONM4ecTBY NOTOKOB € nognepxkor NAT 1:1 (BO3MOXHOCTbIO
Ha3Ha4YeHNs KOHKPETHbIX MybanyHbIX agpecos, 6e3 TpeboBaHUs
rx_dispatcher Ha3Ha4YeHNs KOHKPETHOro MNpueaTHOro agpeca Ha aboHeHTa.)

integer MoopepxueaeTtcs 0o 40 notokos obpaboTKu.

(CRC(IP _SRC)%N+CRC(IP DST)%N)S%N

2 — MeTo[ C paBHOMepHOWN 6anaHCUPOBKOW MO NPOW3BOSLHOMY
KONM4ecTBy NoTokoB 6e3 nopgaepxxku NAT 1:1.

3 — MeTof C paBHOMepHOWN 6anaHCUPOBKOW MO NPOW3BOSLHOMY
KOMM4ecTBY NOTOKOB € nopnepxkor NAT 1:1 (BO3MOXHOCTbIO
Ha3Ha4YeHNs KOHKPETHbIX MybanyHbiX agpecos, 6e3 TpeboBaHUs
Ha3Ha4YeHNs KOHKPeTHoro MNpuBaTHOro agpeca Ha aboHeHTa).
Mopnepxusaetca 6onee 40 NoToKoB 06paboOTKMK.

(CRC(IP _SRC)%N+CRC(IP DST)%N)S%N

1)

1) onepaTopbl MHOTAa UCMOJb3YI0T TpaHcaaumio 1:1 Kak anbTepHaTUBY MapLupyTusaumm 6enbix IP
L0 aboHeHTCKMX CPE, HO BaX>XHO MOHUMaTb, 4YTO XOTS 3Ta CXEMa HEMHOIO yrnpoLiaeT
aQMUHUCTPUPOBAHMNE, HO OHA HEPABHOLIEHHA KaK C TOYKWN 3peHns aboHeHTa, KOTOPbIN 00bIYHO
nnaTuT ycnyry 6enoro agpeca AeHbrn, Tak U C CETEBOM, Tak Kak HEKOTopoe KaneHTckoe MO 3HaeT
npo npuBaTHbIe afpeca n BeneT cebs no ApyroMy, 4em B Caydae ¢ nybandHbIMN agpecamu,
Hanpumep, mecceHaxepbl WhatsApp/Viber/Skype/SIP BMecTo npambix P2P coeAnHEeHUN HavnHaoT
MCNoJb30BaTh Stun-nNPoKcK cepBepa, KOTOPbIe YacTO NeperpyxXeHbl, YTO MOXET Cepbe3HO YXYALWNTb
Ka4yeCTBO roJI0COBbIX 1 BMAE03BOHKOB, He paboTaeT IPSEC VPN 6e3 noaaepxku NAT-T nnm ¢
aBTopm3aumen no ceptTudmrkaTam, aboHEHT HE MOXKET UCMOb30BaTb CBON Ny6AnYHbIA IPV4 B
KadvecTBe IPv6 afpeca Yepe3 mexaHn3M 6to4, B ToppeHTax nepecTtaeT paboTaTb aBTOONpPEAENEHME
NIOKa/IbHOr0 peTpeKkepa, Tpekepbl aboOHEHTaM C CepbiM/ agpecaMmn HEPELKO BblAAIOT MEHbLLEE YNC0
NMUPOB, 4YTO CKa3bIBAeTCSA Ha CKOPOCTU 3aKaykmn 1 T.n. Onsa L2-connected aboHeHTOB NyyLlen
anbTepHaTmeon NAT1:1 aBnsfeTCsa UCNOJib30BaHWe unnumbered afpecoB, KOTOPbIE HAaTUBHO
nogaepxusatotcs CKAT BRAS. Kpome Toro npu nepexoge K IPv6/Dual Stack onepaTopy Bce paBHO

NPUAETCA HAYYUTbCS MapLIpyTU3MpoBaTh NybanyHele IPv6 agpeca
2)

CtaHpapTHble gnanasoHsl: 10.0.0.0/8, 172.16.0.0/12, 192.168.0.0/16, 100.64.0.0/10
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