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HacTpouka n ynpassieHue

YnpasfieHve fJaHHbIM CEPBUCOM Ha YPOBHE OTAe/NbHbIX aDOHEHTOB OCYLLECTBASETCA C MOMOLLbIO
fdpi ctrl.

dopmaT KOMaHbl:
fdpi ctrl komaHpa --service cnucok onuuin! [ cnncok IP wnm login

MoapobHBIN CUHTAKCKUC KOMaH[ 1 cnocobbl 3aaaHus IP-aapecoB onncaHsl B pasaene KomaHabl
yrpaBieHus.

@ MoAKMOYEHME TPAHCAALMN afapecoB AN abOHEeHTa OCYLECTBASETCS Yepes3 yCnyry
11.

CG-NAT

Cospaem npogpunb ycnyru CG-NAT, B KOTOPOM onpefenseM napameTpbl nyna IP-agpecos:

fdpi ctrl load profile --service --profile.name test nat --profile.json
‘{ "nat_ip pool" : "5.200.43.0/24,5.200.44/25", "nat tcp max sessions"
2000, "nat udp max sessions" : 2000 }'

OnucaHne NapaMeTpoB HAXoAUTCA B Tabauue Huxe.

B cnydae npuBaskm K login HeckonbkKux IP unm nopgceTen, cHeTYUK ceccum
nHomemayaneH ona Kkaxgoro IP-agpeca.

Mpn ykasaHUn gnanasoHa BHeWHMX IP-afpecoB MOXHO YKa3aTb OOWH UKW HECKOJIBKO
AMNana3oHOB Yepe3 3anfATylo, MOXHO AUWHaMu4yeckn fobaBuUTb LOMONAHUTESbHbIE
[VanasoHbl B paHee CO34aHHbIN nyJ.
ﬂ /3 gnana3oHa MOXXHO UCKJIIOYNUTL KpanHue afpeca (no cornatwleHunio o beckiaccosom
agpecaumun, 3To agpeca LWJ3a U WNPOKOBELLaTeNbHbIN), 406aBMB B onpeaeneHune
Anana3soHa cumBon "~" B KOHLE onpeneneHunsa cidr, Hanpumep: 5.200.43.0/24~.

NAT 1:1

Co3paHue npocuns ycayru NAT 1:17, B koTopom onpenennTs Anana3oH IP-agpecos nyna:

fdpi ctrl load profile --service --profile.name test nat --profile.json
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‘{ "nat_ip pool" : "5.200.44.0/24,5.200.44/25", "nat type" : 1 }'

OnwncaHve napameTpoB HaxoanTca B Tabanue HUxXe.

Mpw yKa3aHUM ananasoHa BHeWHNX IP aapecoB MOXXHO yKa3aTb OAWH UM HECKOJIbKO
ANana3oHOB Yyepe3 3ansTyl0, MOXXHO AWHaMU4yeckn Oo6aBMTb AOMOJHUTESbHbIE
[AVana3oHbl B paHee CO3AaHHbIN nyJi.

/3 gnana3oHa MOXXHO UCKJIIOYNTbL KpaHne agpeca (no cornalleHunio o 6ecknaccoBom

agpecaumun, 3ToO agpeca CeTu U WMPOKOBeLlaTenbHbIN) AobaBnB B onpeaeneHune
AnanasoHa cumBon "~" B KOHLe onpedeneHunsa cidr, Hanpumep: 5.200.43.0/24~.

o BpemeHHOe orpaHuyeHue: KaXXAbl N3 0TAeNbHbIX nynoB B obuwem cnucke
NnynoB OOJIXKEH COAEPXKaTb I'Iy6)'ll/l‘-IHbIX apecoB He MEHbLUE, HEM HUCIO pa6oq|/|x
MOTOKOB.

YnpasneHue ycnyrom NAT

Mookno4nTb aboHeHTy ycnyry 11 ¢ 3afaHHbIMU paHee napamMeTpamu nyna:

fdpi ctrl load --service --profile.name test nat --ip 192.168.0.1
nnu

fdpi ctrl load --service --profile.name test nat --login test subs
nnu

fdpi ctrl load --service --profile.name test nat --cidr 192.168.1.0

MpocmoTpeTh cnucok Bcex NAT npocunei:

fdpi ctrl list all profile --service

[ onosHNTEeNbHbIe HACTPOMUKH

JononHuTensHo B rnobanbHbix napameTpax /etc/dpi/fastdpi.conf MoxHo 3apaTh:

e nat ports

e nat_max_profiles

e nat_exclude private
e nat private cidr

e lifetime flow

e lifetime flow long

OnucaHne NapamMeTpoB HAXoAUTCA B Tabauue Huxe.

C Bepcum 12.0 nosiBuNacb BO3MOXHOCTb BbibpaTbh MeTo XewwmposaHus flow no paboymm noTokam.
Mpn ncnoab30BaHMM HOBOrO METOAA pacnpeneneHne afpecoB He 3aBMCUT OT KOJIMYeCTBa paboynx
noTokoB. HacTpamBaeTcs napameTpom rx dispatcher B fastpdi.conf (ans npuHaTtns
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n3MeHeHUn TpebyeTtcs restart cepsuca). 3HavyeHNs NapaMeTpa onucaHbl B TabauLe HUXeE.

Ina Toro 4Tobbl rapaHTMpoBaTh NAT npeobpa3zoBaHue anaa npusaTHoro IP-agpeca B ntobon
ny6anyHeIn IP-agpec npu ncnons3osaHum NAT 1:1, HeobxoamMMo yka3aTb AnanasoH IP-agpecos,
KoTopbln ncnonb3yetcs B NAT 1:1. HacTpauBaeTcs napameTpom nat transcode cidr B
fastdpi.conf (ans npuHaTna nameHeHun Tpebyetcs restart cepsuca):

nat transcode cidr=201.201.210.0/24,201.210.210.0/29
OnwucaHve NapamMeTpa HaXOAUTCA B Tabsimue HUXe.
MapameTp nat transcode cidr akTyaneH TOJLKO MNpw NUCMOJIb30BaHUN HOBOrO METOAa

pacnpegeneHuns u ncnosb3osaHum NAT 1:1. B opyrux cnyyasax AaHHbIA NapaMeTp He y4uTbiBaeTCH,
ero Hajn4une He CYMTaeTCa OWnBbKOoN.

NMapameTpbl U BO3MOXHbIEe 3HAYeHUS

MapameTpsbl npodpunsa NAT

MapameTp 3HayeHue
nat ip pool Anana3oH BHewHux IP agpecos B hopmaTte CIDR. Pa3mep nyna fosiKeH
string OblTb He MeHbLUe Y1Csia Ppaboynx NOTOKOB.
MakcumanbHoe KonndecTso TCP ceccun, KOTopble MOXET C034aTb

nat_tcp max sessions

. aboHeHT.
integer

Mo ymonyaHuio: 2000.

MakcumanbHoe kKonmyectso UDP ceccuin, KOTopble MOXXET Co34aTb

nat udp max sessions
— =T aboHeHT.

Integer Mo ymonyanuto: 2000.
3agaet Tvn npouns.
nat type BapuaHTsbi:
integer 0 --- CGNAT;
1 --- NAT 1:1.
nat ports [nanasoH ncnosib3yemblx 419 TPAHCAALMN NOPTOB Ha BHELLHUX afdpecax.
string Mo ymonyaHuio: 1024-65535.
MapameTpsl fastdpi.conf
MapameTp 3HauyeHue
MakcvrManbHoe KOIM4ecTBO npoduiei ¢ napaMmeTpamu nyos.
nat _max_profiles Mo ymonyaHwuio: 4.
integer Makcumym: 65000 (npu Hann4mMm [OCTaTOYHOro obbema onepaTUBHOW
namsaTn).
NckntovyaeT NAT npeobpasoBaHue ecnm oba agpeca npuBaTHbIE.
BapuaHThbl:

0 --- off « (no ymonyaHuio).
1 --- He penaem NAT ons npuBaTHbIX agpecos (ip _src uip_dst ---

nat exclude private . ;
— - npuBaTHbIE NAN HaxoaAaTcs B nat_private_cidr).

Integer 2 --- ip_Src — npuBaTHbIA C y4eToM nat_private_cidr nu AS ons dst_ip =
local.
4 --- ip_src — npuBaTHbIN C y4eToM nat_private_cidr u AS ons dst_ip =
peer.

3afdaeT OONOJIHUTENbHbIE AMana3oHbl NPUBATHbLIX apecoB B
[OMNOJIHEHWE K CTaHOAPTHbIM Ovnana3soHam?”.
MakcumyMm: 4 omnanasoHa.

nat private cidr
string
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MapameTpbl fastdpi.conf
MapameTp 3HayeHue

OnpegenseT BpemMs KOPOTKOM o4epeamn B cekyHaax ans TCP SYN, TCP
FIN, UDP pnsa BCEX coepuMHeHUMN. [10 NCTeYeHUN OaHHOro BPEMEHN
BO3MOXXHO NMOBTOPHOE 1cnosib3oBaHue flow n Bcex pecypcos C HUM
CBSI3@HHbIX. B YaCTHOCTM Nepencrnonb30BaHne nopTa cBA3aHHOro ¢ flow
NPOUCXOAUT TONBKO B MOMEHT, KOrga A0 3TOro nopta JOXOAUT o4vepenb
Ha KOHKpeTHOM obpaboTymke.

Mo ymonyanuto: 60.

OnpepenseT BpemMs AJIMHHOW o4epeamn B cekyHpax ans TCP DATA
yCTaHoBJIEHHOro coeanHeHns pns BCEX coeauHeHMn. 10 ucteveHunn
LNaHHOr0 BpeMeHM BO3MOXXHO NOBTOPHOE 1cnoJsib3oBaHume flow n Bcex
pecypcoB C HUM CBA3aHHbIX. B 4aCTHOCTM nepencnosib3oBaHMe nopTa
cBA3aHHOro ¢ flow NnponcxoAuT TONBKO B MOMEHT, KOrga A0 3Toro nopta
LOXOAWT o4yepedb Ha KOHKPeTHOM obpaboTymke.

Mo ymonyaHuio: 300.

OnpegnenseT BpeMsa KOPOTKOW ovepenn B cekyHaax ans NAT
TpaHcnaumm gna TCP SYN, TCP FIN, UDP. [laHHbIN napaMeTp
nepeonpepensiet lifetime flow Tonbko pansa NAT TpaHcnsauui. o
nat whp lifetime NCTeYeHUN JaHHOro BPEMEHN BO3MOXKHO NMOBTOPHOE NCMOJIb30BaHMe
integer nopTa, HO NCMOb30BaHME NPOUCXOAUT TONbKO B MOMEHT, KOraa Ao
3TOro nopTa AOXOAUT oYepedb Ha KOHKpeTHOM nybanyHoM IP agpece.
[M03BONSET COKPATUTb BPEMSA BbICBOOOXAEHUSA MOPTOB.

Mo ymonyaHuio: 75.

OnpepenseT BpeMsa AJIMHHOW o4yepeaun B cekyHaax ons NAT
TpaHcnaumm ans TCP DATA yCTaHOBIEHHOrO coeanHeHNs. JaHHbIn
napameTp nepeonpegenset Lifetime flow long Tonbko ana NAT
TPaHCAAUMKA. [10 UCTEYEHUN OAHHOMO BPEMEHUN BO3MOXKHO NMOBTOPHOE
NCNosib30BaHMe NopTa, HO NUCMNOJIb30BaHWe NPOUCXOAUT TONbKO B
MOMEHT, KOrfa [0 3TOro nopTta AOXOAUT o4yepelb Ha KOHKPETHOM
nybanyHom IP agpece. Mo03BONSET COKPATUTb BPEMS BbICBOBOXAEHMSA
NnopToB.

Mo ymonyaHwuto: 375.

3apaeT CIDR nybnnyHbIX agpecoB onepaTopa.

Bo3M0>XHO yka3aTb Tos1bko 2 CIDR (B cnyyYae ncnonb3oBaHus 6onbluero
konnyecta CIDR, ponyctnmo yka3aHue 6onee wupokoro CIDR).
3Ha4YeHNa UCNOJIb3YIOTCA NPY NEpPeKoaAnpoBKe NybaAnYHbIN ->
npuBaTHbIN ansa NAT 1:1. 1na npuBaTHOro agpeca MoXXeT ObITb
Ha3HayeH nobon nybnnyHbii agpec ons NAT 1:1.

MeTop xewwnpoBaHus flow no paboynm notokam. Bnusert Ha Bce NAT
pool.

BapuaHTbl:

0 --- npexxHun metog « (no ymonyanumio). (IP_SRC+IP DST)%N ) &
IP MASK

1 --- MeTOA C paBHOMepHOW 6anaHCMPOBKOW MO MPOU3BOJIbHOMY
KONM4ecTBY NOTOKOB € nogaepxkon NAT 1:1 ¢ TpeboBaHmeM
Ha3Ha4YeHUs KOHKPETHbIX afpecoB.

(CRC(IP _SRC)%N+CRC(IP DST)%N)S%N

2 --- MeTOo[ C paBHOMepHOW BanaHCUPOBKOW MO NPON3BOSILHOMY
KonmyecTBy notokoB 6e3 nogaepxku NAT 1:1 ¢ TpeboBaHnem
Ha3Ha4YeHUs KOHKPETHbIX afpecoB.

lifetime flow
integer

lifetime flow long
integer

nat whp lifetime long
integer

nat_transcode cidr
string
JobasneH B Bepcumn 12.0

rx _dispatcher
integer
LobasneH B Bepcun 12.0

1)

o onepaTopbl MHOTr Aa NCNOAb3YIOT TpaHCcAsumMio 1:1 Kak afbTepHaTUBy MapLipyTusaumm 6enbix IP



[0 aboHeHTCcKMX CPE, HO Ba)KHO MOHMMaTb, 4TO XOTS 3Ta CXEMa HEMHOrO ynpowaeT
aOMUHUCTPUPOBAHMNE, HO OHA HEPABHOLLEHHA KaK C TOYKWN 3peHns aboHeHTa, KOTOpPbIN 00bIYHO
nnaTuT ycnyry 6enoro agpeca AeHbrn, Tak U C CETEBOM, TaK Kak HEKOTOpoe KmeHTckoe MO 3HaeT
npo NpuBaTHbIE agpeca n BegeT ceba No Apyromy, 4em B ciiyvae ¢ NybanYHbIMM agpecamu,
Hanpumep, mecceHpxepbl WhatsApp/Viber/Skype/SIP BMecTo npsiMbix P2P coeAnHEHWI Ha4ynHaoT
NCMosb30BaTh StUN-NPOKCK CcepBepa, KOTOPbIe YacTO Neperpy>XeHbl, YTO MOXXET Cepbe3HO YXYALWNTb
KayeCcTBO roJIoCOBbIX 1 BUAE03BOHKOB, He paboTaeT IPSEC VPN 6e3 nopaep>xku NAT-T nam ¢
aBTopM3aLmen no cepTudukaTam, aboHEHT HE MOXXET NCMOb30BaTb CBOW NybanyHbIn IPv4 B
KayecTBe IPv6 agpeca 4yepe3 MmexaHn3M 6to4, B TOppeHTax nepectaeT paboTaTb aBTOONpeaAeneHne
NOKasIbHOr0 peTpekepa, Tpekepbl aboHEeHTaM C cepbiMX agpecaMn HepeLKo BblAAIOT MEHbLLEE YNCI0
MMPOB, 4YTO CKa3blBAaeTCHA Ha CKOPOCTU 3aKaykmn 1 T.n. Onsa L2-connected aboHeHTOB NyyLlen
anbTepHaTmBon NAT1:1 sBnseTCSA NCNOJSIb30BaHMe unnumbered afpecoB, KOTOPbIE HATUBHO
nopaepxusatoTca CKAT BRAS. Kpome Toro npu nepexoge K IPv6/Dual Stack onepaTopy Bce paBHO

NPUAETCSA HAay4YNTbCA MapLpPyTU3npoBaTh NybanyHbie IPv6 agpeca
2)

CtaHpapTHble gnana3oHbl: 10.0.0.0/8, 172.16.0.0/12, 192.168.0.0/16, 100.64.0.0/10
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