CopepxaHue

HaCTPOMKA M YIIP@BIIEHME ........ooiiiiiiiiieiiiiiiie e e ettt e e e ekttt e e e e s kbb et e e e e s asab e et e e e e e nnb e e e e e e e ansbreeeeasannnnneaaaas
CG-N AT ... et e e e a e e e
1 5 PP
YRPaBAEHNE YCIYTOM NAT .........c..ooeiiiiiiiii et e e st e e e et
JOMOJTHUTEIIBHBIE@ HACTPOMKM ...........evveieeeeiiiiiiee ettt e e ettt e e e e ettt e e e e sttt e e e e e e st b e e e e e e s anbbnreaee s
MapaMeTpPbl M BOSMOXKHBIE BHAUYCHMS .............ccuvvviiiiiiiiiiiaaee e et e e






HacTpouka n ynpassieHue

YnpasfieHve fJaHHbIM CEPBUCOM Ha YPOBHE OTAe/NbHbIX aDOHEHTOB OCYLLECTBASETCA C MOMOLLbIO
fdpi ctrl.

dopmaT KOMaHbl:
fdpi ctrl komaHpa --service cnucok onuuin! [ cnncok IP wnm login

MoapobHBIN CUHTAKCKUC KOMaH[ 1 cnocobbl 3aaaHus IP-aapecoB onncaHsl B pasaene KomaHabl
yrpaBieHus.

@ MoAKMOYEHME TPAHCAALMN afapecoB AN abOHEeHTa OCYLECTBASETCS Yepes3 yCnyry
11.

CG-NAT

Cospaem npogpunb ycnyru CG-NAT, B KOTOPOM onpefenseM napameTpbl nyna IP-agpecos:

fdpi ctrl load profile --service --profile.name test nat --profile.json
‘{ "nat_ip pool" : "5.200.43.0/24,5.200.44/25", "nat tcp max sessions"
2000, "nat udp max sessions" : 2000 }'

OnucaHne NapaMeTpoB HAXoAUTCA B Tabauue Huxe.

B cnydae npuBaskm K login HeckonbkKux IP unm nopgceTen, cHeTYUK ceccum
nHomemayaneH ona Kkaxgoro IP-agpeca.

Mpn ykasaHUn gnanasoHa BHeWHMX IP-afpecoB MOXHO YKa3aTb OOWH UKW HECKOJIBKO
AMNana3oHOB Yepe3 3anfATylo, MOXHO AUWHaMu4yeckn fobaBuUTb LOMONAHUTESbHbIE
[VanasoHbl B paHee CO34aHHbIN nyJ.
ﬂ /3 gnana3oHa MOXXHO UCKJIIOYNUTL KpanHue afpeca (no cornatwleHunio o beckiaccosom
agpecaumun, 3To agpeca LWJ3a U WNPOKOBELLaTeNbHbIN), 406aBMB B onpeaeneHune
Anana3soHa cumBon "~" B KOHLE onpeneneHunsa cidr, Hanpumep: 5.200.43.0/24~.

NAT 1:1

Co3paHue npocuns ycayru NAT 1:17, B koTopom onpenennTs Anana3oH IP-agpecos nyna:

fdpi ctrl load profile --service --profile.name test nat --profile.json
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‘{ "nat_ip pool" : "5.200.44.0/24,5.200.44/25", "nat type" : 1 }'

OnwncaHve napameTpoB HaxoanTca B Tabanue HUxXe.

Mpw yKa3aHUM ananasoHa BHeWHNX IP aapecoB MOXXHO yKa3aTb OAWH UM HECKOJIbKO
ANana3oHOB Yyepe3 3ansTyl0, MOXXHO AWHaMU4yeckn Oo6aBMTb AOMOJHUTESbHbIE
[AVana3oHbl B paHee CO3AaHHbIN nyJi.

/3 gnana3oHa MOXXHO UCKJIIOYNTbL KpaHne agpeca (no cornalleHunio o 6ecknaccoBom

agpecaumun, 3ToO agpeca CeTu U WMPOKOBeLlaTenbHbIN) AobaBnB B onpeaeneHune
AnanasoHa cumBon "~" B KOHLe onpedeneHunsa cidr, Hanpumep: 5.200.43.0/24~.

o BpemeHHOe orpaHuyeHue: KaXXAbl N3 0TAeNbHbIX nynoB B obuwem cnucke
NnynoB OOJIXKEH COAEPXKaTb I'Iy6)'ll/l‘-IHbIX apecoB He MEHbLUE, HEM HUCIO pa6oq|/|x
MOTOKOB.

YnpasneHue ycnyrom NAT

Mookno4nTb aboHeHTy ycnyry 11 ¢ 3afaHHbIMU paHee napamMeTpamu nyna:

fdpi ctrl load --service --profile.name test nat --ip 192.168.0.1
nnu

fdpi ctrl load --service --profile.name test nat --login test subs
nnu

fdpi ctrl load --service --profile.name test nat --cidr 192.168.1.0

MpocmoTpeTh cnucok Bcex NAT npocunei:

fdpi ctrl list all profile --service

[ onosHNTEeNbHbIe HACTPOMUKH

JononHuTensHo B rnobanbHbix napameTpax /etc/dpi/fastdpi.conf MoxHo 3apaTh:

e nat ports

e nat_max_profiles

e nat_exclude private
e nat private cidr

e lifetime flow

e lifetime flow long

OnucaHne NapamMeTpoB HAXoAUTCA B Tabauue Huxe.

C Bepcum 12.0 nosiBuNacb BO3MOXHOCTb BbibpaTbh MeTo XewwmposaHus flow no paboymm noTokam.
Mpn ncnoab30BaHMM HOBOrO METOAA pacnpeneneHne afpecoB He 3aBMCUT OT KOJIMYeCTBa paboynx
noTokoB. HacTpamBaeTcs napameTpom rx dispatcher B fastpdi.conf (ans npuHaTtns
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n3MeHeHUn TpebyeTtcs restart cepsuca). 3HavyeHNs NapaMeTpa onucaHbl B TabauLe HUXeE.

Ina Toro 4Tobbl rapaHTMpoBaTh NAT npeobpa3zoBaHue anaa npusaTHoro IP-agpeca B ntobon
ny6anyHeIn IP-agpec npu ncnons3osaHum NAT 1:1, HeobxoamMMo yka3aTb AnanasoH IP-agpecos,
KoTopbln ncnonb3yetcs B NAT 1:1. HacTpauBaeTcs napameTpom nat transcode cidr B
fastdpi.conf (ans npuHaTna nameHeHun Tpebyetcs restart cepsuca):

nat transcode cidr=201.201.210.0/24,201.210.210.0/29
OnwucaHve NapamMeTpa HaXOAUTCA B Tabsimue HUXe.
MapameTp nat transcode cidr akTyaneH TOJLKO MNpw NUCMOJIb30BaHUN HOBOrO METOAa

pacnpegeneHuns u ncnosb3osaHum NAT 1:1. B opyrux cnyyasax AaHHbIA NapaMeTp He y4uTbiBaeTCH,
ero Hajn4une He CYMTaeTCa OWnBbKOoN.

NMapameTpbl U BO3MOXHbIEe 3HAYeHUS

MapameTpsbl npodpunsa NAT

MapameTp 3HayeHue
nat ip pool Anana3oH BHewHux IP agpecos B hopmaTte CIDR. Pa3mep nyna fosiKeH
string OblTb He MeHbLUe Y1Csia Ppaboynx NOTOKOB.
MakcumanbHoe KonndecTso TCP ceccun, KOTopble MOXET C034aTb

nat_tcp max sessions

. aboHeHT.
integer

Mo ymonyaHuio: 2000.

MakcumanbHoe kKonmyectso UDP ceccuin, KOTopble MOXXET Co34aTb

nat udp max sessions
— =T aboHeHT.

Integer Mo ymonyanuto: 2000.
3agaet Tvn npouns.
nat type BapuaHTsbi:
integer 0 --- CGNAT;
1 --- NAT 1:1.
nat ports [nanasoH ncnosib3yemblx 419 TPAHCAALMN NOPTOB Ha BHELLHUX afdpecax.
string Mo ymonyaHuio: 1024-65535.
MapameTpsl fastdpi.conf
MapameTp 3HauyeHue
MakcvrManbHoe KOIM4ecTBO npoduiei ¢ napaMmeTpamu nyos.
nat _max_profiles Mo ymonyaHwuio: 4.
integer Makcumym: 65000 (npu Hann4mMm [OCTaTOYHOro obbema onepaTUBHOW
namsaTn).
NckntovyaeT NAT npeobpasoBaHue ecnm oba agpeca npuBaTHbIE.
BapuaHThbl:

0 --- off « (no ymonyaHuio).
1 --- He penaem NAT ons npuBaTHbIX agpecos (ip _src uip_dst ---

nat exclude private . ;
— - npuBaTHbIE NAN HaxoaAaTcs B nat_private_cidr).

Integer 2 --- ip_Src — npuBaTHbIA C y4eToM nat_private_cidr nu AS ons dst_ip =
local.
4 --- ip_src — npuBaTHbIN C y4eToM nat_private_cidr u AS ons dst_ip =
peer.

3afdaeT OONOJIHUTENbHbIE AMana3oHbl NPUBATHbLIX apecoB B
[OMNOJIHEHWE K CTaHOAPTHbIM Ovnana3soHam?”.
MakcumyMm: 4 omnanasoHa.

nat private cidr
string
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OnpepenseT BpemMs KOPOTKOW ovepenm B cekyHnax ans TCP SYN, TCP
FIN, UDP nns Bcex coeguHEeHU.
Mo ymonyaHuio: 60.

OnpegnenseT BpeMsa AJIMHHON o4yepeaun B cekyHaax ans TCP DATA
YCTaAHOBJIEHHOI0 COeANHEHNS ANS BCEX COEOQNHEHMNN.

lifetime flow
integer

lifetime flow long

Integer Mo ymonyanuto: 300.

OnpepgenseT BpeMs KOPOTKOM o4epeam B cekyHaax ans NAT
nat whp lifetime TpaHcnaumm gnga TCP SYN, TCP FIN, UDP. laHHbI NapaMeTp
integer nepeonpepensieT Llifetime flow Tonbko ana NAT TpaHCAAULWA.

Mo ymonyanuto: 75.

OnpepnenseT BpemMs AJIMHHOW o4epeamn B cekyHaax ans NAT
TpaHcnauun ons TCP DATA ycTaHOBNEHHOI0 coegnHeHns. JaHHbIN
napameTp nepeonpegensetr nat whp lifetime long Tonbko ans
NAT TpaHchauui.

Mo ymonyaHuio: 375.

3apaeT CIDR nybnnyHbIX agpecos onepaTtopa.

Bo3M0XHO yka3aTb Tonbko 2 CIDR (B c/ly4ae ncnonb3oBaHus 6osbLuero
konmyectsa CIDR, gonyctnmo ykasaHue 6onee wupokoro CIDR).
3Ha4YeHna UCNOJIb3YIOTCA NPU NepekoanpoBke NybanyHbIn ->
npuBaTHbIN 4na NAT 1:1. [1na npuBaTHOro agpeca MoxxeT bbiThb
Ha3Ha4eH nobon nybnnyHbin agpec ana NAT 1:1.

MeTon xewwnpoBaHus flow no paﬁquM MOTOKaM.

nat whp lifetime long
integer

nat transcode cidr
string
JlobasneH B Bepcun 12.0

BapuaHThbl:
0 --- npexxHu MeTof « (rno ymonyaHuto). (IP._ SRC+IP DST)%N ) &
IP MASK
rx _dispatcher 1 --- meTOA C paBHOMepHOW 6anaHCMPOBKOW MO MPOU3BOJSIbHOMY
integer KONM4yecTBY NOTOKOB € noaaep»xkom NAT 1:1 ¢ TpeboBaHneM

JobasneH B Bepcumn 12.0  |Ha3Ha4YeHUS KOHKPETHbIX aipecos.

(CRC(IP SRC)%N+CRC(IP DST)%N)%N

2 --- MeTO[ C paBHOMepHOW 6anaHCMPOBKON NO NPOU3BOSILHOMY
KonunyecTBy noTokoB 6e3 nonaep>xxkn NAT 1:1 c TpeboBaHneM
Ha3Ha4YeHNs KOHKPETHbIX aipecos.

1)

o onepaTopbl MHOrAa UCNOJb3YIOT TpaHCAAumMio 1:1 Kak anbTepHaTUBY MapwpyTusauum 6enbix IP
L0 aboHeHTCKMX CPE, HO BaXXHO MOHUMaTb, 4YTO XOTS 3Ta CXEMa HEMHOIO yrpoLiaeT
aQMUHUCTPUPOBAHMNE, HO OHA HEPABHOLIEHHA KaK C TOYKWN 3peHnst aboHeHTa, KOTOPbIN 00bIYHO
nnaTuT ycnyry 6enoro agpeca geHbru, Tak U C CEeTEBOW, TaK Kak HekoTopoe kaneHTckoe M0 3HaeT
npo NpuBaTHbIE agpeca n BegeT cebs No Apyromy, 4em B Cjiyvyae C Ny6ANYHBIMU agpecamu,
Hanpumep, mecceHaxepbl WhatsApp/Viber/Skype/SIP BMecTo npambix P2P coeAnHEHUn HaunHaoT
MCNob30BaTh Stun-nNPoKcK cepBepa, KOTOPbIe YacTO NeperpyXeHbl, YTO MOXET Cepbe3HOo YXYALNTb
Ka4yeCTBO roJI0COBbIX 1 BMAE03BOHKOB, He paboTaeT IPSEC VPN 6e3 noaaepxku NAT-T nnu c
aBTopm3aumen no ceptTudmkaTam, aboHEHT HE MOXKET UCMNOb30BaTb CBON Ny6AnYHbINA IPv4 B
KavecTBe IPv6 afpeca Yepe3 mexaHn3M 6to4, B ToppeHTax nepecTtaeT paboTaTb aBTOONpPEAENEHME
NOKaNbHOr0 peTpekepa, Tpekepbl aboHeHTaM C cepbiMy agpecamMmy HEPeAKOo BbIAAT MEHbLUEe YNCSIO0
NMUPOB, 4YTO CKa3bIBAaeTCSA Ha CKOPOCTU 3aKaykmn 1 T.n. Onsa L2-connected aboHeHTOB NyyLlen
anbTepHaTmeon NAT1:1 aBnsfeTCsA UCNoJsib30BaHWe unnumbered afpecoB, KOTOPbIE HATUBHO
nogaepxusatotcs CKAT BRAS. Kpome Toro npu nepexoge K IPv6/Dual Stack onepaTopy Bce paBHO
NPUAETCS HAaYYUTbCA MapLpyTU3nMpoBaTb NybanyHble IPv6 agpeca

2)

CtaHpapTHble gnanasoHsl: 10.0.0.0/8, 172.16.0.0/12, 192.168.0.0/16, 100.64.0.0/10
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