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HacTpouka n ynpassieHue

YnpasfieHve fJaHHbIM CEPBUCOM Ha YPOBHE OTAe/NbHbIX aDOHEHTOB OCYLLECTBASETCA C MOMOLLbIO
fdpi ctrl.

dopmaT KOMaHbl:
fdpi ctrl komaHpa --service cnucok onuuin! [ cnncok IP wnm login

MoapobHBIN CUHTAKCKUC KOMaH[ 1 cnocobbl 3aaaHus IP-aapecoB onncaHsl B pasaene KomaHabl
yrpaBieHus.

@ MoAKMOYEHME TPAHCAALMN afapecoB AN abOHEeHTa OCYLECTBASETCS Yepes3 yCnyry
11.

CG-NAT

Cospaem npogpunb ycnyru CG-NAT, B KOTOPOM onpefenseM napameTpbl nyna IP-agpecos:

fdpi ctrl load profile --service --profile.name test nat --profile.json
‘{ "nat_ip pool" : "5.200.43.0/24,5.200.44/25", "nat tcp max sessions"
2000, "nat udp max sessions" : 2000 }'

OnucaHne NapaMeTpoB HAXoAUTCA B Tabauue Huxe.

B cnydae npuBaskm K login HeckonbkKux IP unm nopgceTen, cHeTYUK ceccum
nHomemayaneH ona Kkaxgoro IP-agpeca.

Mpn ykasaHUn gnanasoHa BHeWHMX IP-afpecoB MOXHO YKa3aTb OOWH UKW HECKOJIBKO
AMNana3oHOB Yepe3 3anfATylo, MOXHO AUWHaMu4yeckn fobaBuUTb LOMONAHUTESbHbIE
[VanasoHbl B paHee CO34aHHbIN nyJ.
ﬂ /3 gnana3oHa MOXXHO UCKJIIOYNUTL KpanHue afpeca (no cornatwleHunio o beckiaccosom
agpecaumun, 3To agpeca LWJ3a U WNPOKOBELLaTeNbHbIN), 406aBMB B onpeaeneHune
Anana3soHa cumBon "~" B KOHLE onpeneneHunsa cidr, Hanpumep: 5.200.43.0/24~.

NAT 1:1

Co3paHue npocuns ycayru NAT 1:17, B koTopom onpenennTs Anana3oH IP-agpecos nyna:

fdpi ctrl load profile --service --profile.name test nat --profile.json
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‘{ "nat_ip pool" : "5.200.44.0/24,5.200.44/25", "nat type" : 1 }'

OnwncaHve napameTpoB HaxoanTca B Tabanue HUxXe.

Mpu yKa3zaHun ananasoHa BHEWHUX IP agpecoB MOXHO yKa3aTb OAWH UM HECKONbKO
ANana3oHoB Yepes3 3anATyl, MOXHO AWMHAMUYeCKN 000aBUTb AOMNOJIHUTESNbHbIE
Avana3oHbl B paHee CO3AaHHbIN Ny,

/3 gnana3oHa MOXXHO UCKJIIOYNTbL KpaHne agpeca (no cornalleHunio o 6ecknaccoBom

H agpecaumun, 3ToO agpeca CeTu U WMPOKOBeLlaTenbHbIN) AobaBnB B onpeaeneHune
AnanasoHa cumBon "~" B KOHLe onpedeneHunsa cidr, Hanpumep: 5.200.43.0/24~.
0o BpeMeHHOe orpaHnyYeHne: KaXxabli U3 oTAe/IbHbIX My/0B B 06LWeM CInCKe nysoB
LOJ/DKEH cofepXaTb NyO6ANYHbIX aAPeCOB HE MeHbLUE, YeM YNC0 paboymx MOTOKOB.

YnpasneHue ycnyron NAT

MooknounTb aboHeHTy ycayry 11 ¢ 3afaHHbIMK paHee NapamMeTpamu nyna:

fdpi ctrl load --service --profile.name test nat --ip 192.168.0.1
nam

fdpi ctrl load --service --profile.name test nat --login test subs
nm

fdpi ctrl load --service --profile.name test nat --cidr 192.168.1.0

MpocMoTpeTb cnncok Bcex NAT npogunent:

fdpi ctrl list all profile --service

[lonoJsiHUTeNbHbIE HaCTpOﬁKM

JononHnTensHO B rnobanbHbix NnapameTtpax /etc/dpi/fastdpi.conf MoxHo 3apaTh:

nat ports

nat max_profiles
nat exclude private
e nat _private cidr
lifetime flow
lifetime flow long

OnucaHve napaMeTpoB HaXo4UTCA B Tabnuue HMXxe.

C Bepcun 12.0 nosBmnacb BO3MOXXHOCTb BbibpaTh MeToA XewwmnposaHusa flow no pabo4nm noTokam.
Mpn MCcnonb30BaHUM HOBOrO MeTOAA pacnpefefieHne afpecoB He 3aBUCUT OT KoJinyecTBa paboynx
noToKoB. HacTpausaeTcs napameTpom rx_dispatcher B fastpdi.conf (ans npuHaTus
n3meHeHnn TpebyeTtca restart cepsuca). 3HavyeHMa NapaMeTpa onucaHbl B Tabanue Huxe.

Ina Toro 4Tobbl rapaHTMpoBaTh NAT npeobpa3oBaHue anaa npusaTHoro IP-agpeca B ntobon
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ny6nnyHeln IP-agpec npu ncnonsb3osaHum NAT 1:1, HeobxoamMMo yKa3aTb AMana3oH IP-agpecos,
KoTopbln ncnonb3yetcs B NAT 1:1. HacTpauBaeTcs napameTpom nat transcode cidr B
fastdpi.conf (gnsa npuHATUA n3meHeHmn TpebyeTcq restart cepsuca):

nat transcode cidr=201.201.210.0/24,201.210.210.0/29
OnwucaHve napamMeTpa HaXOAUTCA B Tabyimue HUXe.
MapameTp nat transcode cidr akTyaneH TO/ALKO Mpw UCMOJIb30BaHUN HOBOrO METOAa

pacnpegeneHuns u ncnosb3zosaHum NAT 1:1. B opyrux cnyyasax AaHHbIA NapaMeTp He y4uTbiBaeTCs,
€ro Hajun4une He CYMTaeTCsa OWnBbKOoN.

NMapameTpbl U BO3MOXHbIEe 3Ha4YeHUS

MapameTtpbl npopuna NAT

MapameTp 3HayeHue
nat ip pool Anana3oH BHewHux IP agpecos B hpopmaTte CIDR. Pa3mep nyna foJsiKeH
string OblTb He MeHbLUe YKCsia Ppaboynx NOTOKOB.
MakcumanbHoe KonndecTso TCP ceccuin, KOTopble MOXET C034aTb

nat tcp max sessions

. aboHeHT.
integer

Mo ymonyaHuio: 2000.

MakcumanbHoe kKonmyectso UDP ceccuin, KOTopble MOXXET Co34aTb

nat udp max sessions
— == aboHeHT.

Integer Mo ymonyanuto: 2000.
3agaet Tvn npoduns.
nat type BapuaHTb:
integer 0 — CGNAT;
1 — NAT 1:1.
nat ports [vana3oH ncnosb3yembiX A8 TPAHCAALUN NOPTOB Ha BHELUHUX afpecax.
string Mo ymonyaHuio: 1024-65535.
MapameTpsl fastdpi.conf
MapameTp 3HayeHue
MakcrManbHoe KOIM4ecTBO npoduiei ¢ napaMmeTpamu nyos.
nat max _profiles Mo ymonyaHwuio: 4.
integer Makcumym: 65000 (Npu Hann4mMm [OCTaTOYHOro obbema onepaTUBHOW
namsaTn).
NckntoyaeT NAT npeobpasoBaHue ecnm oba agpeca npuBaTHbIE.
BapuaHThbl:

0 — off « (no ymon4yaHuo).
1 — He penaem NAT ons npuBaTHbIX agpecos (ip_src v ip_dst —

nat exclude private . .
— - npuBaTHbIE NAN HaxoaATCs B nat_private_cidr).

Integer 2 — ip_src — npuBaTHbIN C y4eToM nat_private cidr n AS ons dst_ip =
local.
4 — ip_src — npuBaTHbIN C y4eToM nat_private cidr n AS gna dst ip =
peer.

3afdaeT OONOJIHUTENbHbIE AMana3oHbl NPUBATHLIX apecoB B
[OMNOJSIHEHWE K CTaHOAPTHbLIM Ovnana3soHam?”.
MakcuMmyMm: 4 onanasoHa.

nat private cidr
string

OnpepgenseT BpemMs KOPOTKOM o4epeamn B cekyHgax ans TCP SYN, TCP
FIN, UDP ons Bcex coeguHeHUN.
Mo ymonyaHuio: 60.

lifetime flow
integer
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OnpepnenseT BpemMs LJIMHHOW o4epeam B cekyHpax ansa TCP DATA

lifetime flow long -
— — YCTaHOBJIEHHOI 0 COeANHEHMNA OS5 BCEX COeANHEHNI.

Integer Mo ymonyanuio: 300.

OnpegnenseT BpeMsa KOPOTKOW ovepenn B cekyHaax ans NAT
nat whp lifetime TpaHcnsaumm ans TCP SYN, TCP FIN, UDP. [aHHbI napaMeTp
integer nepeonpepensieT lifetime flow Tonbko ona NAT TpaHCAALUNA.

Mo ymonyaHuio: 75.

OnpegensaeT BpemMs AJIMHHON ovyepean B cekyHaax ona NAT
TpaHcnaumm ans TCP DATA yCTaHOBIEHHOrO coeanHeHNS. aHHbIn
napameTp nepeonpegenset nat whp lifetime long Tonbko gns
NAT TpaHcnaumn.

Mo ymonyanwuio:; 375.

nat whp lifetime long
integer

3anaet CIDR nybnun4yHbIX aapecos onepaTtopa.

Bo3MoXxHO yka3aTb Tosibko 2 CIDR (B criydae ncnosb3oBaHus 6onbluero
konunyectBa CIDR, monyctumo yka3aHue 6onee wupokoro CIDR).
3Ha4yeHUs CNONb3YITCA NPU NepeKkoanpoBke NybanYHbIN ->
npmBaTHbIN ansa NAT 1:1. [1ng npuBaTHOro agpeca MoxeT ObiThb
Ha3Ha4eH nbon nybanyHbi agpec ana NAT 1:1.

nat transcode cidr
string
LobasneH B Bepcun 12.0

MeTop xewwnpoBaHus flow no paboynm notokam.

BapuaHThbl:
0 — npexHuin meTof « (no ymonyaruio). (IP_SRC+IP DST)%N ) &
IP MASK
rx_dispatcher 1 — meTo0p[ C paBHOMepHOW 6anaHCMPOBKOW NO MPOU3BOJIbHOMY
integer KOMM4ecTBY NOTOKOB € nogaepxkon NAT 1:1 ¢ TpeboBaHneM

JobasneH B Bepcun 12.0  |Ha3HaYeHNS KOHKPETHbIX aapecos.

(CRC(IP SRC)%N+CRC(IP DST)%N)S%N

2 — MeTo[ C paBHOMepHOWN 6anaHCUPOBKOW MO NPOU3BOSLHOMY
KonmnyecTBy noTokoB 6e3 nonaep>xxkn NAT 1:1 ¢ TpeboBaHneM
Ha3Ha4YeHNs KOHKPETHbIX aipecos.

1)

1) onepaTopbl MHOrAa UCMONb3YIOT TpaHCcAAUMIo 1:1 Kak anbTepHaTUBY MapwpyTusauum 6enbix IP
[0 aboHeHTCcKMx CPE, HO Ba)KHO MOHMMaTb, 4TO XOTS 3Ta CXEMa HEMHOrO ynpouwiaeT
aOMUHNCTPUPOBaHME, HO OHa HEPaBHOLIEHHA KaK C TOYKM 3peHns aboHeHTa, KOTOpbIN 06bI4HO
nnaTuT ycnyry 6enoro agpeca geHbru, Tak U C CEeTEBOM, TaK Kak HeEKOTopoe KameHTckoe M0 3HaeT
npo NpuBaTHbIE agpeca u BegeT ceba No Apyromy, 4em B cjiyvae ¢ NybanyHeIMU agpecamu,
Hanpumep, mecceHpxepbl WhatsApp/Viber/Skype/SIP BMmecTo npsiMbix P2P coeAuHEHUN HauynHatoT
MCNoJib30BaTb Stun-npoKcK cepBepa, KOTOPbIE YaCTO NeperpyxeHbl, YTO MOXET Cepbe3HOo YXYALINTb
Ka4yeCTBO roJI0COBbIX 1 BMAE03BOHKOB, He paboTaeT IPSEC VPN 6e3 noaaepxku NAT-T nnm ¢
aBTopM3aLMen no cepTudukaTam, aboHEHT HE MOXET NCM0Nb30BaTb CBOW Ny6anYHbIN IPv4 B
KavecTse IPv6 afpeca Yepe3 mexaHn3M 6to4, B ToppeHTax nepecTtaeT paboTaTb aBTOONpPEAENEHME
NOKasIbHOr0 peTpekepa, Tpekepbl aboHeHTaM C cepbiMU afpecaMun HepeKo BblLAOT MeHbLLee HY1CI0
MNPOB, YTO CKa3bIBAETCSA Ha CKOPOCTM 3akaykm 1 T.n. Ansa L2-connected aboHeHTOB ny4Luen
anbTepHaTmeon NAT1:1 aBnseTcs ncnonb3oBaHne unnumbered agpecos, KOTOpPbIE HATUBHO
nogaepxusatotcs CKAT BRAS. Kpome Toro npu nepexoge K IPv6/Dual Stack onepaTopy Bce paBHO

NPUAETCA HAYYUTbCS MapLIpyTU3MpoBaTh NybanyHele IPv6 agpeca
2

CraHgapTHble gmManasoHbl: 10.0.0.0/8, 172.16.0.0/12, 192.168.0.0/16, 100.64.0.0/10
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