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HacTpouka n ynpassieHue

YnpasfieHve fJaHHbIM CEPBUCOM Ha YPOBHE OTAe/NbHbIX aDOHEHTOB OCYLLECTBASETCA C MOMOLLbIO
fdpi ctrl.

dopmaT KOMaHbl:
fdpi ctrl komaHpa --service cnucok onuuin! [ cnncok IP wnm login

MoapobHBIN CUHTAKCKUC KOMaH[ 1 cnocobbl 3aaaHus IP-aapecoB onncaHsl B pasaene KomaHabl
yrpaBieHus.

@ MoAKMOYEHME TPAHCAALMN afapecoB AN abOHEeHTa OCYLECTBASETCS Yepes3 yCnyry
11.

CG-NAT

Cospaem npogpunb ycnyru CG-NAT, B KOTOPOM onpefenseM napameTpbl nyna IP-agpecos:

fdpi ctrl load profile --service --profile.name test nat --profile.json
‘{ "nat_ip pool" : "5.200.43.0/24,5.200.44/25", "nat tcp max sessions"
2000, "nat udp max sessions" : 2000 }'

OnucaHne NapaMeTpoB HAXoAUTCA B Tabauue Huxe.

B cnydae npuBaskm K login HeckonbkKux IP unm nopgceTen, cHeTYUK ceccum
nHomemayaneH ona Kkaxgoro IP-agpeca.

Mpn ykasaHUn gnanasoHa BHeWHMX IP-afpecoB MOXHO YKa3aTb OOWH UKW HECKOJIBKO
AMNana3oHOB Yepe3 3anfATylo, MOXHO AUWHaMu4yeckn fobaBuUTb LOMONAHUTESbHbIE
[VanasoHbl B paHee CO34aHHbIN nyJ.
ﬂ /3 gnana3oHa MOXXHO UCKJIIOYNUTL KpanHue afpeca (no cornatwleHunio o beckiaccosom
agpecaumun, 3To agpeca LWJ3a U WNPOKOBELLaTeNbHbIN), 406aBMB B onpeaeneHune
Anana3soHa cumBon "~" B KOHLE onpeneneHunsa cidr, Hanpumep: 5.200.43.0/24~.

NAT 1:1

Co3paHue npocuns ycayru NAT 1:17, B koTopom onpenennTs Anana3oH IP-agpecos nyna:

fdpi ctrl load profile --service --profile.name test nat --profile.json


https://wiki.vasexperts.ru/doku.php?id=dpi:dpi_components:platform:subscriber_management:subsman_cmd:start
https://wiki.vasexperts.ru/doku.php?id=dpi:dpi_components:platform:subscriber_management:subsman_cmd:start
https://wiki.vasexperts.ru/doku.php?id=dpi:dpi_components:platform:subscriber_management:subsman_cmd:start
https://wiki.vasexperts.ru/doku.php?id=dpi:opt_cgnat:faq:start#как_поменять_параметры_уже_существующего_и_используемого_пула
https://wiki.vasexperts.ru/doku.php?id=dpi:opt_cgnat:faq:start#как_поменять_параметры_уже_существующего_и_используемого_пула

‘{ "nat_ip pool" : "5.200.44.0/24,5.200.44/25", "nat type" : 1 }'

OnwncaHve napameTpoB HaxoanTca B Tabanue HUxXe.

Mpu yKa3zaHun ananasoHa BHEWHUX IP agpecoB MOXHO yKa3aTb OAWH UM HECKONbKO
ANana3oHoB Yepes3 3anATyl, MOXHO AWMHAMUYeCKN 000aBUTb AOMNOJIHUTESNbHbIE
Avana3oHbl B paHee CO3AaHHbIN Ny,
. /3 gnana3oHa MOXXHO UCKJIIOYNTbL KpaHne agpeca (no cornalleHunio o 6ecknaccoBom
agpecaumun, 3ToO agpeca CeTu U WMPOKOBeLlaTenbHbIN) AobaBnB B onpeaeneHune
AnanasoHa cumBon "~" B KOHUe onpeaeneHus cidr, Hanpumep: 5.200.43.0/24~.

o BpemeHHOe orpaHuyeHue: KaXXAbl N3 0TAeNbHbIX nynoB B obuwem cnucke
nynoBaOoOJIKEH COAEXaTb 6enbix alpeCoB He MEHbLLE YeM HYNCNO pa60-||/|x NOTOKOB

YnpasneHue ycnyrom NAT

Moaknto4nTb aboHeHTY ycnyry 11 ¢ 3aflaHHbIMK paHee napameTpamMu nyna:

fdpi ctrl load --service --profile.name test nat --ip 192.168.0.1
nam

fdpi ctrl load --service --profile.name test nat --login test subs
nam

fdpi ctrl load --service --profile.name test nat --cidr 192.168.1.0

MpocmoTpeTb cnncok Bcex NAT npodunent:

fdpi ctrl list all profile --service

JononHUTeIbHble HAaCTPOUKM

JononHuTensbHo B rnobanbHbix NnapameTpax /etc/dpi/fastdpi. conf MoxHO 3a0aTh:

* nat_ports

e nat max profiles

e nat_exclude private
e nat_private cidr

e lifetime flow

e lifetime flow long

OnwncaHve napameTpoB HaxoanTca B Tabavue HUxXe.

C Bepcun 12.0 nosiBuaacbk BO3MOXHOCTL BbibpaTh MeToa xewwnposaHus flow no paboynm noTokam.
Mpwn ncnoab30BaHNM HOBOrO METOAA pacnpenenieHne afpecoB He 3aBMCUT OT KOJIMYeCTBa paboynx
noTokoB. HacTpausaeTcs napameTpoM rx_dispatcher B fastpdi.conf (ans npuHaTus
n3MeHeHunn Tpebyetca restart cepsuca). 3HaveHUs napameTpa onucaHsl B Tabnuvue Huxe.
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Ina Toro 4Tobbl rapaHTMpoBaTh NAT npeobpa3oBaHue anaa npusaTHoro IP-agpeca B ntobon
nybnanyHbin IP-agpec npu ncnonb3osaHum NAT 1:1, Heobx04MMO yKa3aTb Anana3oH IP-agpecos,
KoTopbIn ncnonb3yetcs B NAT 1:1. HacTpauBaeTcs napameTpom nat transcode cidr B
fastdpi.conf (ans npuHaTna nameHeHun Tpebyetcs restart cepsuca):

nat transcode cidr=201.201.210.0/24,201.210.210.0/29
OnucaHne napameTpa HaXoA4MTCA B TabauLe HUXe.
MapameTp nat transcode cidr akTyaneH TOALKO Npu 1CMNOJIb30BAaHUN HOBOrO MeToa

pacnpegeneHus u ncnosb3zosaHum NAT 1:1. B opyrux cnyyasax AaHHbIA NapaMeTp He y4MTbiBaeTCH,
€ro Hann4yune He CHUTaETCs OWNBKON.

NMapameTpbl U BO3MOXXHbIEe 3HA4YeHMSA

MapameTtpbl npocdunsa NAT

MapameTp 3HauyeHue
nat ip pool Anana3oH BHewHux IP agpecos B hpopmaTte CIDR. Pasmep nyna fosiKeH
string OblITb He MeHbLUe 41Csia paboynx NOTOKOB.
MakcmManbHoe Komy4ecTBo TCP ceccuit, KOTOPbIE MOXET C034aTb

nat tcp max sessions

. aboHeHT.
integer

Mo ymonyaHumio: 2000.

MakcumanbHoe kKonmyectso UDP ceccuin, KoTopble MOXET Co34aThb

nat udp max_sessions
— =T aboHeHT.

Integer Mo ymonyaHwuio: 2000.

3afjaeT TMnN npoguns.
nat_ type BapuaHThbl:
integer 0 --- CGNAT;

1 --- NAT 1:1.
nat ports [nana3oH ncnosib3yemMblix 419 TPAHCAALUN NOPTOB Ha BHELLHMX afipecax.
string Mo ymonyaHuio: 1024-65535.

MapameTpsl fastdpi.conf
MapameTtp 3HayeHue

MaKkcumanbHoe Kon4ecTBo npodunei C napaMmeTpamu rnyos.

nat max _profiles Mo ymon4yaHwuio: 4.

integer Makcumym: 65000 (Mpy Hann4mMm fOCTaTO4YHOro obbemMa onepaTUBHON
namsTun).

NcknovaeT NAT npeobpasosaHue ecnmn oba afpeca npmeaTHbIE.
BapuaHTbl:

0 --- off « (no ymon4yaHwmio).

1 --- He penaem NAT pona npuBaTHbIX agpecos (ip_src v ip_dst ---

nat excl rivate .
at_exclude_p a nprBaTHbIE NIM HAXOAATCA B PSZ_prms_user_private).

Integer 2 --- ip_Src — npuBaTHbINA C y4eTOM psz_prms_user private n AS ona dst_ip
= |ocal.
4 --- ip_Src — npuBaTHbIA C y4eTOM prms_user_private n AS ons dst ip =
peer.

3afaeT AOMNONHUTENIbHBIE AMANa30Hbl MPUBATHLIX aAPECOB B AOMOJHEHNE
K CTaHOapTHbLIM auanasoHam’,
Makcumym: 4 onanasoHa.

nat private cidr
string

lifetime flow OnpepnenseT BpeMs KOPOTKOM ovepenm B cekyHpax ans TCP SYN, FIN, UDP.
integer Mo ymonyaHwuio: 60.
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MapameTpbl fastdpi.conf
MapameTp 3HavyeHue

OnpepgenseT BpemMs AJIMHHOW ovyepean B cekyHaax ona TCP DATA
YCTaHOBJIEHHOI O COeIHEHNS.
Mo ymonyanuio: 300.

3apaet CIDR nybanyHbIX afpecoB onepaTopa.

Bo3MoXxHO yka3aTb Tosibko 2 CIDR (B cniyqae ucnonb3oBaHus 6onbLiero
konunyectBa CIDR, ponycTumo yka3aHue 6onee wupokoro CIDR). 3HavyeHuns
NCMOMb3YIOTCSA NPV NEPeKOAMPOBKE NYyOANYHbIN -> NpuBaTHbIN oas NAT
1:1. Ina npmBaTHOro agpeca MoXeT bbiTb HazHayveH nobon Ny6ANYHBbIA
agpec ona NAT 1:1.

MeToZ xewmposaHusa flow no pabo4mm noTokam.

BapuaHTbl:

0 --- npexxHu meToh « (no ymonyanuio). (IP_SRC+IP DST)%N ) &

IP MASK

1 --- meTO4 C paBHOMepHOW 6anaHCMPOBKOW MO MPOU3BOJSIbHOMY
KOMM4eCcTBY NOTOKOB € nogaepxkon NAT 1:1 ¢ TpeboBaHMEM Ha3HaYeHUS
KOHKpeTHbIX agpecoB. (CRC(IP_SRC)%N+CRC(IP_DST)%N)%N

2 --- MeTOo[, C paBHOMepHON HanaHCMPOBKOW NO NPON3BOSILHOMY
KonmyecTBy noTokoB 6e3 nogaepxxku NAT 1:1 ¢ TpeboBaHMeM Ha3HaYeHNA
KOHKPETHbIX aflpecos.

lifetime flow long
integer

nat transcode cidr
string
LobasneH B Bepcun 12.0

rx_dispatcher
integer
JlobasneH B Bepcun 12.0

1)

o onepaTopbl MHOIAa UCMOJIb3YI0T TpaHcaaumio 1:1 Kak anbTepHaTUBY MapLupyTu3aumm benbix IP
[0 aboHeHTCcKMX CPE, HO Ba)KHO MOHMMaTb, 4TO XOTS 3Ta CXEMa HEMHOIO ynpowaeT
aOMUHUCTPUPOBAHMNE, HO OHA HEPABHOLLEHHA KaK C TOYKWN 3peHns aboHeHTa, KOTOpPbIA 0ObIYHO
nnaTuT ycnyry 6enoro agpeca AeHbrn, Tak U C CETEBOM, TaK Kak HEKOTOpoe KmeHTckoe MO 3HaeT
npo NpuBaTHbIE agpeca n BegeT ceba No Apyromy, 4em B ciiyvae ¢ NybAnYHbIMM agpecamu,
Hanpumep, mecceHpxepbl WhatsApp/Viber/Skype/SIP BMecTo npsiMbix P2P coeAnHEHWIA Ha4ynHaoT
MCNoJb30BaTb Stun-NPoKCcK cepBepa, KOTOPbIE YaCTO NEPErpyXeHbl, YTO MOXET CEPbE3HO YXYALINTb
KayeCcTBO roJIoCoBbIX 1 BUAE03BOHKOB, He paboTaeT IPSEC VPN 6e3 nopaep>xku NAT-T nam ¢
aBTopM3aLmen no cepTudukaTam, aboHEHT HE MOXXET NCMOb30BaTb CBOW My6anyHbIN IPv4 B
KayecTBe IPv6 agpeca 4yepe3 MmexaHu3M 6to4, B TOppeHTax nepectaeT paboTaTb aBTOONpeaeneHmne
NOKaNbHOrO peTpekepa, Tpekepbl aboHeHTaM C cepbiM/ agpecaMn HepeLKO BblAAIOT MEHbLLEE YUC0
MUPOB, YTO CKA3bIBAETCHA Ha CKOPOCTM 3aKaykmn 1 T.n. Ansa L2-connected aboHeHTOB ny4ien
anbTepHaTmeon NAT1:1 sBnseTCSA NCNOSIb30BaHMe unnumbered afpecoB, KOTOPbIE HATUBHO
nopaepxusatoTca CKAT BRAS. Kpome Toro npu nepexoge K IPve/Dual Stack onepaTopy Bce paBHO

NPMAETCSA Hay4YMTbCS MapLLpyTM3upoBaTb NybanyHele IPv6 agpeca
2)

CtaHpapTHble gunana3soHbl: 10.0.0.0/8, 172.16.0.0/12, 192.168.0.0/16, 100.64.0.0/10
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