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HacTpouka n ynpassieHue

YnpasfieHve fJaHHbIM CEPBUCOM Ha YPOBHE OTAe/NbHbIX aDOHEHTOB OCYLLECTBASETCA C MOMOLLbIO
fdpi ctrl.

dopmaT KOMaHbl:
fdpi ctrl komaHpa --service cnucok onuuin! [ cnncok IP wnm login

MoapobHBIN CUHTAKCKUC KOMaH[ 1 cnocobbl 3aaaHus IP-aapecoB onncaHsl B pasaene KomaHabl
yrpaBieHus.

@ MoAKMOYEHME TPAHCAALMN afapecoB AN abOHEeHTa OCYLECTBASETCS Yepes3 yCnyry
11.

CG-NAT

Cospaem npogpunb ycnyru CG-NAT, B KOTOPOM onpefenseM napameTpbl nyna IP-agpecos:

fdpi ctrl load profile --service --profile.name test nat --profile.json
‘{ "nat_ip pool" : "5.200.43.0/24,5.200.44/25", "nat tcp max sessions"
2000, "nat udp max sessions" : 2000 }'

OnucaHne NapaMeTpoB HAXoAUTCA B Tabauue Huxe.

B cnydae npuBaskm K login HeckonbkKux IP unm nopgceTen, cHeTYUK ceccum
nHomemayaneH ona Kkaxgoro IP-agpeca.

Mpn ykasaHUn gnanasoHa BHeWHMX IP-afpecoB MOXHO YKa3aTb OOWH UKW HECKOJIBKO
AMNana3oHOB Yepe3 3anfATylo, MOXHO AUWHaMu4yeckn fobaBuUTb LOMONAHUTESbHbIE
[VanasoHbl B paHee CO34aHHbIN nyJ.
ﬂ /3 gnana3oHa MOXXHO UCKJIIOYNUTL KpanHue afpeca (no cornatwleHunio o beckiaccosom
agpecaumun, 3To agpeca LWJ3a U WNPOKOBELLaTeNbHbIN), 406aBMB B onpeaeneHune
Anana3soHa cumBon "~" B KOHLE onpeneneHunsa cidr, Hanpumep: 5.200.43.0/24~.

NAT 1:1

Co3paHue npocuns ycayru NAT 1:17, B koTopom onpenennTs Anana3oH IP-agpecos nyna:

fdpi ctrl load profile --service --profile.name test nat --profile.json
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‘{ "nat_ip pool" : "5.200.44.0/24,5.200.44/25", "nat type" : 1 }'

OnwncaHve napameTpoB HaxoanTca B Tabanue HUxXe.

Mpu yKa3zaHun ananasoHa BHEWHUX IP agpecoB MOXHO yKa3aTb OAWH UM HECKONbKO
ANana3oHoB Yepes3 3anATyl, MOXHO AWMHAMUYeCKN 000aBUTb AOMNOJIHUTESNbHbIE
Avana3oHbl B paHee CO3AaHHbIN Ny,
H /3 gnana3oHa MOXXHO UCKJIIOYNTbL KpaHne agpeca (no cornalleHunio o 6ecknaccoBom
agpecaumun, 3ToO agpeca CeTu U WMPOKOBeLlaTenbHbIN) AobaBnB B onpeaeneHune
AnanasoHa cumBon "~" B KOHLe onpedeneHunsa cidr, Hanpumep: 5.200.43.0/24~.

YnpasneHue ycnyrom NAT

Moakno4nTb aboHeHTY ycnyry 11 ¢ 3aflaHHbIMK paHee napameTpamMu nyna:

fdpi ctrl load --service --profile.name test nat --ip 192.168.0.1
nam

fdpi ctrl load --service --profile.name test nat --login test subs
nam

fdpi ctrl load --service --profile.name test nat --cidr 192.168.1.0

MpocmoTpeTb cnucok Bcex NAT npodunen:

fdpi ctrl list all profile --service

JonosHUTeNbHble HAaCTPOUKHU

JononHuTenbHo B rnobanbHbix NnapameTpax /etc/dpi/fastdpi.conf MoxHO 3aaaTh:

* nat ports

e nat_max _profiles

e nat exclude private
e nat private cidr

e lifetime flow

e lifetime flow long

OnwncaHve napameTpoB HaxoanTca B Tabanue HUxXe.

C Bepcum 12.0 nosiBuaacbk BO3MOXHOCTL BbibpaTh MeToa xewunposaHus flow no paboynm noTokam.
Mpy nCnoab30BaHMM HOBOro MeToAa pacnpenesieHne afpecoB He 3aBUCUT OT Koin4ecTBa paboymx
NnoToKoB. HacTpausaeTcs napameTpom rx_dispatcher B fastpdi.conf (ans npuHatus
n3MeHeHnn TpebyeTca restart cepsnca). 3HaveHUs napameTpa onNucaHbl B Tabnaunue Huxe.

Ins Toro 4Ttobbl rapaHTMpoBaTh NAT npeobpa3oBaHue ana npusaTHoro IP-agpeca B nobon
ny6nunyHbin IP-agpec npu ncnonsb3osaHum NAT 1:1, Heobxoammo yka3aTb AMana3oH IP-agpecos,
KoTopblI ncnonb3dyetcsa B NAT 1:1. HacTpanBaeTca napamMeTpoM nat transcode cidrs
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fastdpi.conf (ans npuHaTna nameHeHun Tpebyetcs restart cepsuca):

nat_transcode cidr=

201.201.210.0/24,201.210.210.0/29

OnwncaHvne napameTpa HaxoaMTCA B Tabauue HuXe.

MapameTp nat_transcode cidr akTyaneH TOAbKO Npu 1CMoOJb30BaHUN HOBOro MeToa
pacnpeneneHns u ncnons3osaHum NAT 1:1. B gpyrux cnyyvyasax OaHHbIA napameTp He y4uTbliBaeTcs,
€ro HaJn4une He cYMTaeTCa ownbKon.

MNapaMeTpbl U BO3MOXKHbIE 3Ha4YeHuUs

MapameTpbl npopunsa NAT

MapameTp

3HavyeHue

nat_ip pool
string

Awnana3oH BHewHuX IP agpecos B popmaTte CIDR. Pa3mep nyna fonxex
ObITb He MeHbLUe Y1csia paboynx NOTOKOB.

integer

nat_tcp max_sessions

MakcumanbHoe KonmyectBo TCP ceccui, KOTopble MOXET CO34aTb
aboHeHT.
Mo ymonyanuto: 2000.

nat udp max sessions

MakcmManbHoe KosimdecTso UDP ceccuit, KOTOpble MOXET C034aThb
aboHeHT.

Integer Mo ymonyaHuio: 2000.

3agaet Tvn npoduns.
nat type BapuaHThi:
integer 0 --- CGNAT;

1 --- NAT 1:1.
nat ports Avana3oH ncnosb3yemblX 408 TPAHCAALUN NOPTOB Ha BHELWHUX afpecax.
string Mo ymonyaHuio: 1024-65535.

MapameTpsol fastdpi.conf
MapameTp 3HavyeHue

nat max profiles
integer

MakcuManbHoe KoJIn4ecTBO Npoduien ¢ napamMmeTpaMu nysos.

Mo ymonyaHuio: 4.

Makcumym: 65000 (npy HanMyYUm OCTaTOMHOro obbeMa onepaTUBHON
namsaTn).

nat_exclude private
integer

NcknovaeT NAT npeobpa3zoBaHue ecnm oba agpeca npmBaTHbIE.
BapuaHThl;

0 --- off « (no ymon4yaHwmio).

1 --- He nenaem NAT pona npuBaTHbIX agpecos (ip_src v ip_dst ---
nprvBaTHblE UM HAaXOAATCA B PSZ_prms_user_private).

2 --- ip_Src — npuBaTHbLINA C y4eTOM psz_prms_user_private n AS ona dst_ip
= |local.

4 --- ip_Src — npuBaTHbIA C y4eToM prms_user_private n AS gns dst_ip =
peer.

nat private cidr
string

3afaeT 4OMoJIHUTENbHbIE AMana3oHbl MPUBATHbLIX aApecoB B AOMOJIHEHNE
K CTaHOapTHbLIM Anana3oHam’.
Makcumym: 4 granasoHa.

lifetime flow
integer

OnpegenseT BpemMs KOPOTKOM o4epeamn B cekyHaax ans TCP SYN, FIN, UDP.
Mo ymonyanuto: 60.

lifetime flow long
integer

OnpepnenseT BpeMs LJIMHHOW o4epeamn B cekyHaax ansa TCP DATA
YCTQHOBJIEHHOr 0 COeIHEHNS.
Mo ymonyanmio: 300.
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MapameTpbl fastdpi.conf
MapameTp 3HavyeHue

3apaet CIDR nybnnyHbIX agpecos onepaTtopa.

B03M0OXXHO yKa3aTb Tosibko 2 CIDR (B cnyyvae ncnosib3oBaHmsa 6onbLuero
konuyectsa CIDR, ponyctnmo yka3aHue 6onee wmpokoro CIDR). 3HavyeHus
NCMOJIb3YIOTCS NPK NepekoanpoBke NybAnYHbIN -> npuBaTHbIN AN NAT
1:1. lna npmBaTHOro agpeca MoxXeT OblTb HazHa4veH Ntbon NybANYHbIN
agpec ona NAT 1:1.

MeToa xewwuposaHua flow no pabo4nm noTokam.

BapuaHTbI:

0 --- npexxHun metof « (no ymonyanuio). (IP_SRC+IP DST)%N ) &

IP MASK

1 --- MeTOA C paBHOMEPHON BanaHCMPOBKON MO NPOW3BOJIbHOMY
KOM4ecTBy NoToKOB € nogaep>kon NAT 1:1 ¢ TpeboBaHneM Ha3Ha4YeHUS
KOHKpeTHbIX agpecoB. (CRC(IP_SRC)%N+CRC(IP_DST)%N)%N

2 --- MeTo[ C paBHOMepHOW HanaHCMPOBKOW MO NPON3BONBHOMY
KOMM4ecTBY NoTokoB 0e3 noaaep>xkn NAT 1:1 ¢ TpeboBaHMEM Ha3HaYeHNS
KOHKPETHbIX aflpecos.

nat _transcode cidr
string
JobasneH B Bepcumn 12.0

rx_dispatcher
integer
LobasneH B Bepcun 12.0

1)

0 onepaTopbl MHOr @ UCNOJIb3YIOT TpaHcaaumMio 1:1 Kak anbTepHaTUBY MapLupyTu3aumm benbix IP
[0 aboHeHTCKMx CPE, HO BaXXHO MOHUMaTb, YTO XOTS 3Ta CXEMa HEMHOIO yrpoLLaeT
aOMUHNCTPUPOBaHME, HO OHa HEPABHOLIEHHA KaK C TOYKM 3peHns aboHeHTa, KOTOpPbIN 06bI4HO
nnaTuT ycnyry 6enoro agpeca AeHbrn, Tak U C CETEBOM, TaK Kak HEKOTOpoe KameHTckoe MO 3HaeT
npo NpuBaTHbIE agpeca u BegeT ceba No Apyromy, 4em B ciiyvae ¢ NybanyHeIMM agpecamu,
Hanpumep, mecceHaxepbl WhatsApp/Viber/Skype/SIP BMecTo npsmbix P2P coe ANHEHUI HaYMHAOT
MCNoNb30BaTb StUN-NPOKCKU cepBepa, KOTOPbIe YaCTo Neperpy>XeHbl, YT0 MOXET Cepbe3HO YXYALWUTb
Ka4eCTBO roJI0COBbIX 1 BUAEO3BOHKOB, He paboTaeT IPSEC VPN 6e3 nogaepxku NAT-T nam ¢
aBTopmM3aumen no ceptTudmrkaTam, aboHEHT HE MOXKET NCMONb30BaTb CBON NybnnyHbIA IPv4 B
KavecTse IPv6 afpeca Yepe3 mexaHn3M 6to4, B ToppeHTax nepecTtaeT paboTaTb aBTOONpPEAENEHME
NOKaNIbHOr0 peTpekepa, Tpekepbl aboHeHTaM C cepbiMM afpecaMn HepeKo BblLAIOT MeHbLLEe HY1CI0
MUPOB, 4YTO CKa3blBaeTCHA Ha CKOPOCTU 3aKaykmn 1 T.n. Onsa L2-connected aboHeHTOB Ny4Llen
anbTepHaTmBo NAT1:1 aBnseTCsA UCNOJIb30BaHWe unnumbered afpecoB, KOTOPbIE HATUBHO
nopnepxusatoTca CKAT BRAS. Kpome Toro npu nepexoge K IPve/Dual Stack onepaTopy Bce paBHO

NPUAETCS HAaYYUTbCA MapLpPyTU3nMpoBaTb NybanyHble IPv6 agpeca
2)

CraHpapTHble gnana3soHsl: 10.0.0.0/8, 172.16.0.0/12, 192.168.0.0/16, 100.64.0.0/10
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