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JinueH3upoBaHue

JinueHnsuposaHue CKAT

JInueHsnposaHne CKAT ocyLLecTBsiseTCa B 3aBUCUMOCTIN OT BapyaHTa NOCTaBKW, MOJIOChI U
hYHKLMOHANBHOCTN.

BapuaHTbl noctaBku CKAT

CKAT DPI moxeT 6bITb MOCTaB/IEH B ABYX BapMaHTax:

1. ANK: AMK CKAT miniDPI (c ycTaHoBneHHbIMU AnueH3nsammu CKAT-2-miniDPIl, CKAT-4-miniDPI)
NOCTaBNAOCSA TONbKO Ha MUHUCEpPBepax, KoMnaekToM. KomnnekTauus nuuensun: Complete.
Bo3moxxHocTb anrpenaa nuueHsnin (CKAT-2-miniDPI, CKAT-4-miniDPI), Tak Xe Kak 1 nepeHoc
NNUEH3N Ha cepBepa x86 obLLero HasHavYeHns OTCYTCTBYIOT.

2. lnueHsunsa: npeactasnseT ns cebs N0 ycTaHaBimMBaeMoe Ha cepeepa x86 obLiero Ha3HavYeHus.

MponyckHas cnocobHOCTb

JInueH3us 6eccpoyHas, He orpaHnYeHa No BpeMeHu. TexHnyeckas noaaep)Kka He BKOYEHA B
JILIEH3MIO 1 OMJ1a4YMBaAETCS OTAENbHO. [pajauns AMUEH3NA No nosoce:
CKAT-6/10/20/40/60/80/100/120/140/200/300/400/800

(!) ObpaTnTe BHUMaHUe Ha TpeboBaHMA K 060pyaoBaHMIO!

B 3aBMCMMOCTM OT CXeMbl YCTaHOBKW NpeanosiaralnTca cnefyowme orpaHnyeHmns:
Mpu ycTaHOBKe "B pa3pbiB”

Tpebyemas nuueH3us onpenenseTtcs no gopmyne max(in,out)*2

e CKAT-6 - aT0 3I'6uTt/c BXoaswero n 3rout/c ncxopawiero Tpaduka

e CKAT-10 - 310 5I6uT/C BXoaswero n 5réut/c ncxoaawero Tpaguka

e CKAT-20 - 370 10I'6uT/C BXOASWeEro n 10réut/c ncxoasauwero Tpaduka
e CKAT-40 - 3T0 20I6uT/C BXOAALWEro 1 20I6ut/Cc ncxoasawero Tpaduka
e CKAT-60 - 310 30I6uT/C BXOASLWeEro n 30réut/c ncxoasawero Tpaduka
e CKAT-80 - 310 40I6uT/C BXOAALWEro n 40rbut/c ncxopsawero Tpaduka
e CKAT-100 - 310 50I6uT/c BXOAAWero n 50réuTt/c ncxogdwero Tpaduka
e CKAT-120 - 310 60I6unT/C BXOAALLEro 1 60I6UT/C ncxogduiero Tpaduka
e CKAT-140 - 310 70I6unT/C BXOAAWEro 1 70r6uTt/c ncxogdwero Tpaduka
e CKAT-160 - 310 80I6uT/c BXOAALWEero n 80réuTt/c ncxogdauiero Tpaduka
e CKAT-200 - 310 100I6unT/C BXOAAWeEro n 100réuTt/c ncxogduiero Tpaduka
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e CKAT-300 - 310 150I6unT/c BXOAAwWero n 150réut/c ncxopsauwero Tpaguka
e CKAT-400 - 310 200T6unT/C BXOAAWeEro n 200rbuT/c ncxopswero Tpaguka
e CKAT-800 - 310 400I6unT/C BXOAALWEro n 400réut/c ncxopsauwero Tpaduka

lNpu ycTaHOBKe no cxeMme "3epkano”

e CKAT-6 - 3T0 6I'6UT/C BXOASLWErO CyMMapHOro Tpadurka

e CKAT-10 - 370 10I6uT/C BXOAALLErO CyMMApPHOro Tpaduka
e CKAT-20 - 310 20I61T/C BXOASLLErO CYMMapHOro Tpaduka
e CKAT-40 - 3T0 40I'6uT/C BXOAALLErO CyMMapHOro Tpadurka
e CKAT-60 - 3T0 60I'6uT/C BXOAALLErO CyMMapHOro Tpaduka
e CKAT-80 - 3T0 80I'6uT/C BXOAALLENO CyMMapPHOro Tpaduka

e CKAT-100 - 310 100I61T/C BXOAALLErO CYMMApPHOro Tpaduka
e CKAT-120 - 310 120I61T/C BXOAALLErO CYMMApPHOro Tpaduka
e CKAT-140 - 310 140I6unT/C BXOAALLErO CYMMApPHOro Tpaduka
e CKAT-160 - 310 160I6unT/C BXOAALLErO CYMMApPHOro Tpaduka
e CKAT-200 - 310 200T61T/C BXOAALLErO CYMMApPHOro Tpaduka
e CKAT-300 - 310 300I6unT/C BXOAALLErO CYMMAPHOro Tpaduka
e CKAT-400 - 370 400T61T/C BXOAALLErO CYMMApPHOro Tpaduka
e CKAT-800 - 310 8006unT/C BXOAALLErO CyMMApHOro Tpaduka

PYHKLLUOHAJNIBHOCTDb

pagaumsa nuueHsnm no gpyHkumnmoHansHocT: ENTRY/BRAS/BASE/COMPLETE

Oonuuun

ENTRY

BRAS

BASE

COMPLETE

Mopaepxka pexnmos Bypass, On-stick, LAG

o

o

®dunbTpaumsa No peecTpy 3anpeLeHHbIX CanToBs K1
YepHbIN CNNCOK

©

C6op 1 BbIrpy3Ka CTaTUCTUKKN NO MPOTOKONAM U
HanpassieHnaM B opmaTe IPFIX

Pa3smeTka npuoputeTa Tpadmka B 3aBUCMMOCTMN OT
NPVKNaLHOro NMpoTOKONa 1 HanpaB/ieHMs Ha
YCTPOMNCTBO

MONNCMHT KaHaN0B N CECCUOHHbIA MOINCUHT,
NPMOPUTETHI Tpathmka Ha KaHan

Benbin cnncok n nepeagpecauuns Ha Captive Portal

MonncuHr aboHEHTCKOro KaHasa U CECCUOHHbIN
NOJINCUHT, NPUOPUTETHI TpaCbI/IKa Ha aboHeHTa

BRAS L3 (IPoE), Dual Stack IPv4/IPv6, nogoaep»xxka
RADIUS c dpyHKumen CoA

BRAS L2 (PPPoE, DHCP, L2TP), Dual Stack IPv4/IPv6

00 0006 O

00 000 60 o0 00

MapwpyTunsaTtop ¢ nogaepxkon BGP, OSPF, VRF

CG-NAT — TpaHcnsauma ceTeBbIX apecoB M Bbirpy3ka
NAT flow B ¢popmaTe IPFIX

Mini-Firewall gna 610kMpoBKK No NopTam

00000 000 606 0|00




onuum ENTRY | BRAS | BASE | COMPLETE

ABTO3awmTa ot DDOS aTak

KoHTposab DNS 3anpocos

Mogaynb QoE (Quality of Experience) Bepcus BASE

Mogaynb QoE (Quality of Experience) Bepcuss STANDARD JInueHsns QoE STANDARD
KaTeropuu web-pecypcoB ans 4yepHoro n 6esnoro ExxeronHas nognucka Ha obHoBneHus
CNUCKOB KaTeropum pecypcos

[a

Onuwus
® Her

PacwumpeHue nuueH3UU No NPoU3BOAUTEJIbHOCTU UU (byHKI.I,IIIOHaJ'IbHOCTH

Mpn HeobXxoAMMOCTM Bbl MOXKETE NPOBECTU paclUMpeHune NLEH3UN (He OTHOCUTCS K anueH3nam AMNK
CKAT miniDPI), TemMm caMbiM pacLUMpUB NPOMYCKHYI0 MNOA0CY AN (PYHKLMOHAAbHOCTb. O643aTensHO
yyYuTbiBaTe MUHUMasbHble TpeboBaHMa K 06opynoBaHMo. PaboTbl N0 paclUMpPeHnto NLEH3UN MOTYT
ObITb NPOBEEHbl UCKOYUTENBHO B paMKax AeNCTBYOLWEN TEXHNYECKON NOALEPKKM.

nogaepXKn He NpoaneBaeTCca aBTOMaTu4yecku. MapaHTunHoe 06CJ'Iy)KI/IBaHI/Ie

@ Obpallaem Balle BHMMaHWe, Npu paclwmpeHnn nmuensnm CKAT ycnyra TeXHU4eCcKkon
BKJIIOYEHO WCKIYUTENLHO TOJIbKO MPU NOKYMNKe HOBOW JIMLIEH3WUN.

MpeBbilleHUe NapaMeTPOB JIML,EH3UN

Mpw NpeBbIWEeHUN NapaMeTpoB AnueH3umn no nonoce CKAT byaeT obpabaTbiBaTb Tpaduk noka
3aJI0XKEHHbIe pe3epBbl N1aTHopPMbl He ByayT ncyepnaHbl. [llocne ncyepnaHms BO3MOXKHOCTEN
NAaT¢OopPMbl BO3HUKHYT ownbkn 06paboTkm n nponsongeT gerpagauns tpaduka. OrpaHnynTb
MOJIOCY MOXXHO CaMOCTOATENbHO C MOMOLLbIO MOANCUHTA: TTOANCUHT 06LLero n BUPTyasibHbIX KaHasoB,
Mo Ceccumn, 3TO aKTyasbHO TOJIbKO MPKW MPEBbILLEHNN CYMMaPHOW NPOMYCKHOW CNOCOBHOCTY NOPTOB
Hag napaMeTpaMm rnonaocChl JNLLEH3NN.

VAS Experts ocTasnseT 3a coboi NpaBo 0TKa3aTb B TEXHNYECKON NOAAEPXKKE U COMPOBOXAEHUN
NPOEKTOB K/IMEHTaM, KOTopble He COBMAal0T NMNMUEH3NOHHbIE YC/I0BMSA, B T.4. MPeBbIIaloT
LONYCTUMBIN TPauK (B TOM YMCE NO AAHHBIM BCTPOEHHOWN CUCTEMbI MOHUTOPUHIA OLINOOK).

OTCcnexunBanTe NpeBbiLIEHe NapaMeTPOB ANLLEH3MMN B JInYHOM KabuHeTe. NMoapobHee
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CKAT-10-COMPLETE

Bepcwa MO CKAT: 13.2 | Ooctyrsio oSHoaneqwse 1.0

Contact_ID  myoperaton i NMuuEHampyeMnia Tpadus

LD  maGebla-Snsz-_ Boo anmmhhﬁﬂbm HMoxofaussi 5 Gb HeT npesbILseHEA

Pe3epBHasa nuueHsua CKAT

And uenen NoBbllLIEHUSA 0TKa30yCTOMYNBOCTU pPeLLEHNS PEKOMEHAYyeM pe3epBMpoBaTb OCHOBHOW
cepsep CKAT no cxeme Active-Standby. Standby nuueH3us aBnaeTcs ropsa4ymm pe3epsomM 0CHOBHOMO
CKAT.

Cxembl 1 onncaHne pesepsuposaHms onia BRAS L3 n BRAS L2.

YcnoBusa ncnosib3oBaHns pesepBHon nuueH3um Standby:

1. Wcnonb3oBaHWe TONLKO B LIENSIX PE3epBUPOBAHNS OCHOBHOIO CepBepa

2. MoCTOsAHHbBIA Nponyck Tpaduka He Bonee 5% 0T 0b6beEMa NIMLLEH3MM, C LIENBIO OTCNIEXUBAHMNS
paboToCnocobHOCTY pe3epBHOro cepeepa

3. ObpaboTka BCcero Tpadgmka 0OCHOBHOIO CepBepa TOJIbKO B CJly4ae aBapun Uan NpoBedeHuns
paboT no obcnyXKMBaHUIO OCHOBHOIO CepBepa

Ona cxembl pe3epBupoBaHua Active-Active Tpebyetcsa npuobpeteHume AOBYX
_ NOEHTUYHBbIX OCHOBHbIX JIMLLEH3UN, MEeXAY KOTOpbIMU pa3fensercs Tpaduk u B
b C/lyyvae Bbixoda M3 cTposa oaHoro n3 CKAT Tpaduk nonHocTbio obpabaThiBaeTcs
BTOpbIM CKAT.

MpocmoTp uH(popMauum 06 yCTAaHOBIEGHHOW INLEH3UHN

nOCMOTDETb OaHHble MO yCTaHOB}'IEHHOI7I NUEH3UNK Bbl MOXKETE BbIMNOJIHUB KOMaHAY,
HenocpeaCcTBeHHO Ha CepBepe:

cat /etc/dpi/fastdpi.lic

Tak Xe 3Ta uHpopmMauns LocTynHa B web-uHtepgence GUI, B pasgene "UHdopmaums o amueHsnm"

JinueHsuposaHue QoE

B cnyyae, ecnm B moayne QoE B komnnekTauum BASE noaknoYeHbl OOMNOJIHUTENbHBIE
Moaynu unn ncnonblyetcs moaynb QoE B komnnekTauum STANDARD, Heobxoaumo
co34aTb y4eTHY0 3anucb B obnake VAS Cloud n npueszaTh ee kK GUI. HCTpyKLuUS.
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Moaynb QoE B komnnekTauun BASE noctaBnsetcs sMmecTte ¢ nobon nnueHsnen CKAT
kpome ENTRYY. B 3Tl KOMMIEKTALWUN B MOAYJb HE BXOAAT onuun CO0p CTaTUCTUKM
(NAT Flow, DNS Flow, GTP Flow) n Tpurrepsl u Hotudukauumn. Ecam Bam HyXHa 3Ta
(PYHKLMNOHANBHOCTb — MOXHO NPUOBpecTy Kaxxayto Onumio 0TAENbHO UK NOBLICUTb
nnueHsnto go komnnektaumn STANDARD v nony4mTb MOSHBLIA OOCTYN KO BCEM
onunsam moaynsa QoE.

e [1na npnobpeTeHus onumm cesxxmTech ¢ MeHegxepom VAS Experts.

e 115 noBbiWeHUs YPOBHSA NNLEH3MK ocTaBbTe 3anpoc B GUI B pa3anene Cepsuchl
VAS cloud = JInyHbIn KabuHeT - JInueH3un. HaxxmuTe Ha KHOMKY "+ 3anpocutb
JINUEH3UI0", 3anosiIHuTe hopMy 3anpoca.

o YposeHb nuueH3nm QoE BASE n STANDARD posxeH COOTBETCTBOBATH
nuueHsum CKAT.

KomnnekTtauusa moayna QoE (Quality of Experience) BASESTANDARD

Busyanusaumns ctatuctukun Full NetFlow n ClickStream ot DPI

BcTpoeHHble oT4eThl TOM Ha Full NetFlow: Bbicokuin RTT u nepe3anpocekl, no
CKOPOCTK 1 06beMy TpaduKka, NO KOIMYECTBY Nepe3anpocos, NO NPUKIaAHbIM
npoTokonam, no AS, no aboHeHTckM AS, no knaccam Tpaduka n DSCP, no
KOMMyTaTopaM [LOCTyna v arperauunu

BcTpoeHHble oTyeTbl TOM Ha ClickStream: URL, xoCTbl, abOHEHTbI, yCTpONCTBa, IP

pPecypcos

Mosib30BaTeNbCKMe UNLTPLI NO KaTeropusm web pecypcos, Mo NPoToKoJaM, no
rpynnam npoTokonos, no aboHeHTam, AS, no IP

Bbirpy3ka oT4yeToB B (hopMmaTe *.xIsx, *.csv, *.pdf n *.png

MNMopopepxka APl ons nHTerpaumn ¢ BHEWHUMN CUCTEMaMu

MOHI/ITOpI/IHF Ka4yeCTBa alJIMHKOB U KI/I6€pprO3

OHnanH-oT4eTbI N0 KOHKpeTHoMY IP, Login, Host IP

C6op ctatuctukm NAT Flow, CxaTue, nonb3oBaTeNbCKUE PUAbLTPSI

Cbop ctatucTtuky DNS Flow, cxxaTue, nonb3oBaTebCkue GubTpbI

Céop cTtatuctmku GTP Flow, cxxaTne, nonb3oBaTenbckne GuabTpbl,
BM3yasin3aLunsa Ha KapTe

YCTaHOBKa TPUITepoB U AenCTBUi N0 CobbITUSAM, HOTU(MKaLMa no email n B
telegram c 3agaHHOM NepUOANYHOCTbIO

Ob6HapyxxeHue n o4ncTka Tpaduka ot BotNet n DDoS-aTak (blackhole and
flowspec). Ons ouncTkm Tpebyetca CKAT Bepcun BASE

Ha
Oonuuns

JinuensuposaHue COPM

JinuensuposaHue COPM-2,3 ocyuwiecTBaseTca B 3aBUCMMOCTH OT CYMMapHOro
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Tpacduka (in+out):

e JlnueHsns NC COPM-2 po 1 Fout/c (LLUNJA) 83 npukas
e JlnueH3sns NC COPM-2 po 2 Féut/c (LLUNAO) 83 npukas
JlnueHsna NC COPM-2 po 4 Fout/c (LLUNAO) 83 npukas
JNnuensns MC COPM-2 po 6 IFéut/c (LUMA) 83 npukas
JlnueHsna NC COPM-2 po 10 I'éuT/c (LUNJA) 83 npuka3s

JNnuensns UC COPM-3 po 3 IFéut/c (LUMNA) 573 nprkas
JNnuensus NC COPM-3 po 6 Mbut/c (LUNA) 573 npukas
¢ JlnueH3sns NUC COPM-3 po 10 Méut/c (LLUNJA) 573 npuka3s
e JlnueHsnsa NUC COPM-3 po 20 Mout/c (LLUNJA) 573 npuka3s
e JlnueHsns NC COPM-3 po 40 Mout/c (LLUNJA) 573 npuka3s

JinueHsuposaHue COPM-3 pna tenecdoHUn oCyLLeCTBISETCA B 3aBUCUMOCTH OT
aboHeHTCcKOM Oasbli:

JlnueHsna NC COPM-3 po 10 000 aboHeHTOB (ronoc) 573 npukas
JlnueHsna NC COPM-3 po 25 000 aboHeHTOB (ronoc) 573 npukas
JInueHsna NC COPM-3 po 50 000 aboHeHTOB (ronoc) 573 npukas

JlnueHsna NC COPM-3 po 10 000 aboHeHTOB (ronoc) 86 npukas
Jlnuensns MC COPM-3 po 25 000 aboHeHTOB (ronoc) 86 npukas
e JlnueH3sns NC COPM-3 po 50 000 aboHeHTOB (rosioc) 86 npukas

Pacuyet obopynosaHus pna COPM-2,3

e COPM-2 B 3aBMCUMOCTHW OT NMMKOBOr0 CyMMapHOro Tpauka
e COPM-3 B 3aBUCMMOCTW OT CpefHeCyTO4YHOro Tpadurka

1)

B komnnekTaumm ENTRY paboTa ¢ QOE BO3MOXXHa TOJIbKO Npy MNOAKAOYeHMM onuum ipfix
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