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JinueH3upoBaHue

JinueHnsuposaHue CKAT

JInueHsnposaHne CKAT ocyLLecTBsiseTCa B 3aBUCUMOCTIN OT BapyaHTa NOCTaBKW, MOJIOChI U
hYHKLMOHANBHOCTN.

BapuaHTbl noctaBku CKAT

CKAT DPI moxeT 6bITb MOCTaB/IEH B ABYX BapMaHTax:

1. ANK: AMK CKAT miniDPI (c ycTaHoBneHHbIMU AnueH3nsammu CKAT-2-miniDPIl, CKAT-4-miniDPI)
NOCTaBNAOCSA TONbKO Ha MUHUCEpPBepax, KoMnaekToM. KomnnekTauus nuuensun: Complete.
Bo3moxxHocTb anrpenaa nuueHsnin (CKAT-2-miniDPI, CKAT-4-miniDPI), Tak Xe Kak 1 nepeHoc
NNUEH3N Ha cepBepa x86 obLLero HasHavYeHns OTCYTCTBYIOT.

2. lnueHsunsa: npeactasnseT ns cebs N0 ycTaHaBimMBaeMoe Ha cepeepa x86 obLiero Ha3HavYeHus.

MponyckHas cnocobHOCTb

JInueH3us 6eccpoyHas, He orpaHnYeHa No BpeMeHu. TexHnyeckas noaaep)Kka He BKOYEHA B
JILIEH3MIO 1 OMJ1a4YMBaAETCS OTAENbHO. [pajauns AMUEH3NA No nosoce:
CKAT-6/10/20/40/60/80/100/120/140/200/300/400/800

(!) ObpaTnTe BHUMaHUe Ha TpeboBaHMA K 060pyaoBaHMIO!

B 3aBMCMMOCTM OT CXeMbl YCTaHOBKW NpeanosiaralnTca cnefyowme orpaHnyeHmns:
Mpu ycTaHOBKe "B pa3pbiB”

Tpebyemas nuueH3us onpenenseTtcs no gopmyne max(in,out)*2

e CKAT-6 - aT0 3I'6uTt/c BXoaswero n 3rout/c ncxopawiero Tpaduka

e CKAT-10 - 310 5I6uT/C BXoaswero n 5réut/c ncxoaawero Tpaguka

e CKAT-20 - 370 10I'6uT/C BXOASWeEro n 10réut/c ncxoasauwero Tpaduka
e CKAT-40 - 3T0 20I6uT/C BXOAALWEro 1 20I6ut/Cc ncxoasawero Tpaduka
e CKAT-60 - 310 30I6uT/C BXOASLWeEro n 30réut/c ncxoasawero Tpaduka
e CKAT-80 - 310 40I6uT/C BXOAALWEro n 40rbut/c ncxopsawero Tpaduka
e CKAT-100 - 310 50I6uT/c BXOAAWero n 50réuTt/c ncxogdwero Tpaduka
e CKAT-120 - 310 60I6unT/C BXOAALLEro 1 60I6UT/C ncxogduiero Tpaduka
e CKAT-140 - 310 70I6unT/C BXOAAWEro 1 70r6uTt/c ncxogdwero Tpaduka
e CKAT-160 - 310 80I6uT/c BXOAALWEero n 80réuTt/c ncxogdauiero Tpaduka
e CKAT-200 - 310 100I6unT/C BXOAAWeEro n 100réuTt/c ncxogduiero Tpaduka


https://wiki.vasexperts.ru/doku.php?id=dpi:techsupport_info
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e CKAT-300 - 310 150I6unT/c BXOAAwWero n 150réut/c ncxopsauwero Tpaguka
e CKAT-400 - 310 200T6unT/C BXOAAWeEro n 200rbuT/c ncxopswero Tpaguka
e CKAT-800 - 310 400I6mnT/C BXOAALLEro n 400r6ut/c ncxoasuwiero Tpagmka

Mpu ycTaHoBKe Nno cxeMe "3epkano”

e CKAT-6 - 3T0 6I'6UT/C BXOASLWErO CyMMapHOro Tpadurka

e CKAT-10 - 310 10I6mT/C BXOASILLErO CYMMapPHOro Tpaduka

e CKAT-20 - 310 20I61T/C BXOASLLErO CYMMapHOro Tpaduka

e CKAT-40 - 3T0 40I'6uT/C BXOAALLErO CyMMapHOro Tpadurka

e CKAT-60 - 3T0 60I'6uT/C BXOAALLErO CyMMapHOro Tpaduka

e CKAT-80 - 3T0 80I'6uT/C BXOAALLENO CyMMapPHOro Tpaduka

e CKAT-100 - 310 100I61T/C BXOAALLErO CYMMApPHOro Tpaduka
e CKAT-120 - 310 12061T/C BXOAALLErO CyMMApHOro Tpaduka
e CKAT-140 - 310 140I6unT/C BXOAALLEr0 CyMMapHOro Tpaduka
e CKAT-160 - 310 160I6unT/C BXOAALLErO CYMMApPHOro Tpaduka
e CKAT-200 - 310 200T61T/C BXOAALLErO CYMMApPHOro Tpaduka
e CKAT-300 - 310 300I6unT/C BXOAALLErO CYMMAPHOro Tpaduka
e CKAT-400 - 370 400T61T/C BXOAALLErO CYMMApPHOro Tpaduka
e CKAT-800 - 310 8006unT/C BXOAALLErO CyMMApHOro Tpaduka

MpopneHne BpeMeHHON NUUEH3UM Yepe3 JINYHbIN KabuHeT

MoapobHee 0 JInyHOM KabuHeTe 1 NOyYEHUN [OCTYNa K HEMY: JINYHbIN KabuHeT ans
knneHTtoB VAS Experts

Ha cTpaHuue JlinyHoro kabmHeTa “Mom nnueH3nn” pasmelleHa nHPOpPMaLnMs 0 CPOKe AeNCTBUSA
NnueH3nn onga Kaxgaoro cepsepa CKAT, rae noaknto4eHa BpeMeHHas NnMLeH3mns.

Bua npu akTUBHON NNLEH3UN:

BpemeHHan nuUeHanA (ocTanock 22 aHe) Mpoponute »

CKAT-10-COMPLETE

Bepcua NO CKAT: 14.0
Bug npwu NCTEKLLEN JINLEH3NN:

INuueHsun uctexkna Mpopnute »

CKAT-10-COMPLETE

Bepcwua MO CKAT: 131 docTtynHo oGHoBneHWe 14.0

Y106l OTAPaBNTL 3a5BKY Ha NPOAJIEHNE BPEMEHHOW JINLEH3UN, HaXKMUTe “MpoannTe” 1 3anonHnTe
hopmMy 3a5BKMW.
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3anBKa Ha npoaneHwue
BpeMeHHOU NTMUEH3UN

KMma®

Mennagun Kpokogunos

KOHTaKTHBIR TenedoH*

+7 (405)-234-44-09
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MouTa

gk@myoperalonm

KoMMmeHTapHR®

MNpowy ohopMUTE NPOINIEHAE BPEMEHHOR NMLEHIMW C ATk
OKOHYEHWA Ha | MeCALL

1 PaccMOTpEHWE 3aABOK Ha NPoANeHHe BpeMeHHbIX
[ NULEHIWA OCYUWECTBNASTCA BO ETI‘JPﬂﬁ nonoeuHeE
KawOoro Mecala
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PYHKLMOHANBHOCTDb

pagauns nuueHsnin no pyHkumoHanbHoct: ENTRY/BRAS/BASE/COMPLETE

Oonuum

ENTRY

BRAS

BASE

COMPLETE

Moopepxka pexumos Bypass, On-stick, LAG

dunbTpaLmMs No peecTpy 3anpeLLeHHbIX CanToB U
YepHbIA CMNCOK

C6op 1 BbIrpy3Ka CTaTUCTUKKN NO MPOTOKONAM 1
HanpassieHnaMm B popmaTe IPFIX

Pa3meTKa nprvopuTeTa Tpaduka B 3aBUCUMOCTM OT
NnpuKiafHOro NPOTOKOJIa U HanpaBieHNs Ha
YCTPOMUCTBO

MONMCUHT KaHANOB 1 CECCMOHHbIA MONINCUHT,
npuopuTeTbl TpauKa Ha KaHan

bBenbin cnucok n nepeagpecaumns Ha Captive Portal

MonncuHr aboHEHTCKOro KaHana 1 CECCUOHHBIN
NOMINCUHT, NPUOPUTETHI TPahnka Ha aboHeHTa

000 o

000 606 060 00
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onuum ENTRY | BRAS | BASE | COMPLETE

BRAS L3 (IPoE), Dual Stack IPv4/IPv6, nogoep»xka o o
RADIUS ¢ ¢yHkupmen CoA

BRAS L2 (PPPoE, DHCP, L2TP), Dual Stack IPv4/IPv6 (] (]

MapwpyTusaTtop ¢ nogaepxkon BGP, OSPF, VRF

CG-NAT — TpaHcnauma ceTeBbIX afpecoB U BbIrpy3ka
NAT flow B popmaTe IPFIX

Mini-Firewall nns 610KMPOBKK Mo NopTam

ABTo3awmTa oT DDOS aTak

KoHTponb DNS 3anpocos

Monynb QoE (Quality of Experience) sepcusi BASE

Moaynb QoE (Quality of Experience) Bepcusi STANDARD JInuensunsa QoE STANDARD
KaTeropumn web-pecypcos gns 4yepHoro n 6enoro ExxerogHas nognucka Ha 06HOBNEHWA
CMUCKOB KaTeropmin pecypcos

[a

Oonuuns
O Her

PacumpeHue JIMLEeH3UN NO NPOU3BOAUTEJIbLHOCTU UJIN Cl.)yHKLI,MOHaanOCTM

Mpn HeobxoAMMOCTH Bbl MOXXETE NPOBECTU pacluMpeHme INLEeH3UN (He OTHOCUTCA K inueH3nam AlNK
CKAT miniDPI), Tem caMbIM pacLUMpunB NPOMYCKHY0 MNOA0CY AN (hYHKLMOHANbHOCTb. O6A3aTenbHO
yYuTbIBaTe MUHMMabHble TpeboBaHUSA K 060pya0BaHM0. PaboTbl N0 pacLUMPEHUIO INLLEH3MN MOTYT
ObITb NPOBEAEHbI NCKOYUTENBHO B PpaMKax AENCTBYIOLWEN TEXHNYECKON NOALEPKKM.

noonoep>XXkKn He npoaoseBaeTCAd aBTOMaTUYECKW. FapaHTvn7|Hoe 06CJ'Iy)KVIBaHVIe

@ Obpaltaem Balle BHMMaHMe, rnpu pacwmpeHnn nuueHsnm CKAT ycyra TeXHUYeCKom
BKJIIOYEHO WCK/IIOYUTENbHO TOJIbKO MPW MOKYMNKe HOBOW JINLEH3UN.

MpeBbilLeHUe NapaMeTPOB JIMLLEH3UN

Mpun NpeBbILLeHUN NapameTpoB nnueH3umn no nonoce CKAT byneT obpabaTbiBaTb Tpauk noka
3aJI0KEHHble pe3epBbl N1aThopMbl He ByayT ncyepnaHsl. Mllocne ncyepnaHma BO3MOXKHOCTEN
NAaTOPMbl BOSHUKHYT ownMbKM 06paboTky 1 nponsonaeT ferpagauns Tpaduka. OrpaHnynTb
MOJIOCY MOXXHO CaMOCTOATE/NIbHO C NMOMOLLbIO MOANCUHTA: [TONNCUHT 06BLLero n BUPTYasibHbIX KaHas0B,
Mo Ceccum, 370 aKTyaslbHO TOJIbKO NPW MPeBbILLIEHU CYMMapPHOW MPOMyCKHOM CNocobHOCTM NOpTOB
Haj NnapamMeTpaMu NoJioChl INLEH3UN.

VAS Experts ocTaBnsieT 3a coboi NpaBo 0TKa3aTb B TEXHNYECKON NOAAEPIKKE NN CONPOBOXAEHNN
MPOEKTOB KJANEHTaM, KOTOpbIe He COBNAAI0T NMNUEH3NOHHbIE YC/I0BMS, B T.4. MPEBbILIAOT
A0ONYCTUMbIN TpaduK (B TOM Yncae N0 AaHHLIM BCTPOEHHOW CUCTEMbI MOHUTOPUMHIA OLWKOOK).



https://wiki.vasexperts.ru/doku.php?id=dpi:dpi_brief:dpi_requirements#рекомендуемые_требования
https://wiki.vasexperts.ru/doku.php?id=dpi:dpi_brief:dpi_requirements#рекомендуемые_требования
https://wiki.vasexperts.ru/doku.php?id=dpi:dpi_options:opt_shaping
https://wiki.vasexperts.ru/doku.php?id=dpi:dpi_options:opt_shaping

Pe3epBHasa nuueH3sua CKAT

INna uenen NoBbILLEHNSA 0TKA30yCTONYMBOCTU PELLEHNA PEKOMEHAYEM Pe3epBMPOBaTL OCHOBHOM
cepsep CKAT no cxeme Active-Standby. Standby nnueH3unsa SBnseTcs rops4nm pesepsoM 0CHOBHOIO
CKAT.

Cxembl 1 onncaHne pesepsuposaHmns ona BRAS L3 n BRAS L2.

YcnoBusa ncnosib3oBaHns pesepBHon nuueH3um Standby:

1. cnonb3oBaHMe TOMLKO B LIENISX PE3EPBUPOBAHNS OCHOBHOIO CepBepa

2. MoCTOSIHHBIN NpONycK Tpaguka He 6onee 5% OT 06beEMaA IMLEH3NK, C LIESbIO OTCIEXBAHMS
pPaboToCnoco6HOCTU pe3epBHOro cepeepa

3. ObpaboTKa BCero Tpahmka OCHOBHOIr0 CepBEPa TOJIbKO B C/ly4ae aBapui UM NPOBeaEHNS
paboT no 06CyKMBaHMIO OCHOBHOrO CepBepa

Ona cxembl pe3epBupoBaHua Active-Active Tpebyetca npuobpeTteHume nOByX
( NOEHTUYHbIX OCHOBHbIX JINLEH3UN, MeXAY KOTOPbIMU pa3fenseTrcd Tpauk v B
b c/lyyvae Bbixoda M3 cTposa ogHoro n3 CKAT Tpaduk nonHocTbio obpabaTbiBaeTcs
BTOpbIM CKAT.

MpocmoTp uHpopMauum 06 yCTAaHOBIEGHHOW JINLEH3UU

HOCMOTpeTb OaHHble MO yCTaHOB}'IeHHOIZ INUEH3NK Bbl MOXKETE BbINOJIHNB KOMaHAY,
HenocpeaCcTBeHHO Ha CepBepe:

cat /etc/dpi/fastdpi.lic

Tak e 3Ta uHdopmaumnsa gocTynHa B web-uHtepdence GUI, B pasgene "MIHhopmauns o amueH3mm"

JinueHsuposaHue QoE

B cnyyae, ecnim B mopysie QoE B KomniiekTauum BASE noakntoveHbl JONOSHUTESIbHbIE
Moaynum unn ncnonblyetcs moaynb QoE B komnnekTauum STANDARD, Heobxoaumo
Co34aTb y4eTHYIo 3anucb B obnake VAS Cloud n npuesizaTh ee K GUI. HCTpyKLuS.

Moaynb QoE B komnnekTauun BASE noctaBnsetcs smecTte ¢ nobon nnueHsnen CKAT

kpome ENTRYY. B 3Tol KOMMIEKTALWUN B MOAY/Ib HE BXOAAT onuun CO0p CTaTUCTUKN

! (NAT Flow, DNS Flow, GTP Flow) u Tpurrepsl 1 HOTUUKauun. ECam BaM Hy>XHa 3Ta

'\'P OYHKLMOHANbHOCTb — MOXXHO NProbpecTn Kaxxay Onuuio 0TAENbHO UAN MOBbLICUTb

nnueHsnto oo komnnektaumn STANDARD n nony4mTb MOSHBLIA OOCTYN KO BCEM
onunsam moayns QokE.

e 1na npuobpeTeHus onumm cesxxmTech ¢ MeHegxepom VAS Experts.

e 115 noBbiWeHUs YPOBHSA NLEH3MK oCcTaBbTe 3anpoc B GUI B pa3anene Cepsuchl
VAS cloud - JIn4HbIn KabuHeT = JInueHsnn. Ha)xmmnte Ha KHOMKY "+ 3anpocuTb
JINLEH3UI0", 3anosiHuTe hopMy 3anpoca.
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\} o YpoBeHb nuueH3un QoE BASE m STANDARD ponkeH COOTBETCTBOBATb

nnuensnn CKAT.

KomnnekTtauusa moayna QoE (Quality of Experience)

BASE

STANDARD

Busyanusauma ctatuctmkm Full NetFlow n ClickStream ot DPI

BcTpoeHHble oTyeTbl TOM Ha Full NetFlow: Bbicokuint RTT 1 nepesanpockl, No
CKOpoCTK 1 0b6beMy Tpadurka, Mo KOANYECTBY Nepe3anpocos, No NPUKIaAHbIM
npoTokonam, no AS, no aboHeHTCKMM AS, no knaccam Tpaduka n DSCP, no
KOMMYyTaTopaM OOCTyna v arperauum

BcTpoeHHble oTyeThl TOM Ha ClickStream: URL, xoCTbl, abOHeHTbI, yCTpONCTBa, IP
pecypcos

Monb3oBaTeNbCKME DUNBLTPLI MO KaTeropusam web pecypcos, Mo NpoToKoaM, no
rpynnam npoTokosoB, no aboHeHTam, AS, no IP

Beirpy3ka oT4yeToB B (hopmaTe *.xlsx, *.csv, *.pdf n *.png

MNMopopepxka APl pns nHTerpaumn ¢ BHELWHUMN CUCTEMaMK

MOHWTOPWHI Ka4yecTBa anJIMHKOB 1 KMbepyrpos

OHnanH-oT4eTbl N0 KOHKpeTHoMY IP, Login, Host IP

Cbop ctatucTuky NAT Flow, cxaTue, nonb3oBaTebCkue puabTpbl

C6op cTtaTtuctmku DNS Flow, cxxaTue, nonb3oBaTeNbCKNE PUAbLTPLI

C6op cTtaTuctukm GTP Flow, cxxaTune, nonb3oBaTensCckne GuibTpbl,
BU3yann3aumnsa Ha KapTe

YCcTaHOBKa TpUrrepos 1 AencTBui No cobbiTnsaM, HoTUUKauus no email n B
telegram c 3afjaHHON NEPUOANYHOCTbIO

ObHapy»xeHue n o4ncTka Tpaduka ot BotNet n DDoS-atak (blackhole and
flowspec). Onsa o4nctkm Tpebyetca CKAT Bepcum BASE

[a
Onuwus

JinuensuposaHue COPM

Jinuensuposanme COPM-2,3 ocywiecTBsaifieTc B 3aBUCUMOCTU OT CYMMapPHOro

Tpaduka (in+out):

e JlnueHsns UC COPM-2 po 1 Féut/c (LLUNAO) 83 npukas
e JlnueHsns UC COPM-2 po 2 Féut/c (LLNA) 83 npukas
e JlnueHsns NC COPM-2 po 4 Fout/c (LLNAO) 83 npukas
e JlnueHsns NC COPM-2 po 6 Mout/c (LLUMNA) 83 npukas
¢ JlnyeHsns NC COPM-2 po 10 réut/c (LUNA) 83 npmkas

e JlnueH3sns NUC COPM-3 po 3 Fout/c (LLUNJA) 573 npuka3s
JlnueHsna NC COPM-3 po 6 Fout/c (LLUNJA) 573 npuka3s
JlnueHsna NC COPM-3 po 10 éut/c (LUNJA) 573 npuka3s
JlnueHsna NC COPM-3 po 20 Féut/c (LUNJA) 573 npuka3s
Jlnuensns UC COPM-3 po 40 rout/c (WUMNAO) 573 npukas



JinuensuposaHue COPM-3 ansa tenecoHun ocywiecTBNsieTCs B 3aBUCUMOCTHU OT
aboHeHTCcKoM Oa3bl:

e JlnueHsns NC COPM-3 po 10 000 aboHeHTOB (ronoc) 573 npukas
¢ JlnueHsns NC COPM-3 po 25 000 aboHeHTOB (ronoc) 573 npukas
e JlnueH3sns NC COPM-3 po 50 000 aboHeHTOB (ronoc) 573 npukas

e JlnueHsns UC COPM-3 po 10 000 aboHeHTOB (rosioc) 86 npukas
e JlnueHsns UC COPM-3 po 25 000 aboHeHTOB (rosioc) 86 npukas
e JlnueHsns NC COPM-3 po 50 000 aboHeHTOB (rosioc) 86 npukas

Pacuet obopynoBsaHus gpns COPM-2,3

e COPM-2 B 3aBMCUMOCTM OT MMKOBOro CYMMapHOro Tpaguka
e COPM-3 B 3aBMCMMOCTHW OT CPeAHeCYyTO4YHOro Tpadurka

1)

B komnnekTaumm ENTRY paboTa ¢ QOE BO3MOXXHa TOJIbKO Npy MNOAKA0HeHUM onuum ipfix
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