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JinueH3upoBaHue

JinueHnsuposaHue CKAT

JInueHsnposaHne CKAT ocyLLecTBsiseTCa B 3aBUCUMOCTIN OT BapyaHTa NOCTaBKW, MOJIOChI U
hYHKLMOHANBHOCTN.

BapuaHTbl noctaBku CKAT

CKAT DPI moxeT 6bITb MOCTaB/IEH B ABYX BapMaHTax:

1. ANK: AMK CKAT miniDPI (c ycTaHoBneHHbIMU AnueH3nsammu CKAT-2-miniDPIl, CKAT-4-miniDPI)
NOCTaBNAOCSA TONbKO Ha MUHUCEpPBepax, KoMnaekToM. KomnnekTauus nuuensun: Complete.
Bo3moxxHocTb anrpenaa nuueHsnin (CKAT-2-miniDPI, CKAT-4-miniDPI), Tak Xe Kak 1 nepeHoc
NNUEH3N Ha cepBepa x86 obLLero HasHavYeHns OTCYTCTBYIOT.

2. lnueHsunsa: npeactasnseT ns cebs N0 ycTaHaBimMBaeMoe Ha cepeepa x86 obLiero Ha3HavYeHus.
MponyckHas cnocobHOCTb

JInueH3ns 6eccpoyHas, He orpaHnyYeHa no BpeMeHun. TexHnyeckas noaaepxka He BKJIlOYEHa B
JINLLEH3MIO 1 onJladmBaeTca oTaenbHo. pagaumsa nuueHsnnm no nonoce: CKAT
DPI-6/10/20/40/60/80/100/120/140/200/300/400/800

(!) ObpaTnTe BHUMaHUe Ha TpeboBaHMA K 060pyaoBaHMIO!

B 3aBMCMMOCTN OT CXeMbl YCTaHOBKMW NpefnosiaraloTcs ciefyloLwime orpaHn4eHus:

Mpu ycTaHOBKe "B pa3pbiB”

e CKAT-6 - 310 3I'6uTt/c BXOAsWero n 3rout/c ncxoaawiero Tpadurka

e CKAT-10 - 310 5T'6uTt/C BXOASLWErO 1 5TOUT/C ncxoaawero Tpaduka

e CKAT-20 - 310 10I6uT/C BXOAALWEro n 10réut/c ncxoasawero Tpaduka

e CKAT-40 - 310 206uT/C BXOAALWErOo 1 20I6uT/C ncxopsawero Tpaduka

e CKAT-60 - 310 30I6umT/c Bxoaswero n 30r6mut/c ncxoasiiero Tpaduka

e CKAT-80 - 3T0 40I'6uT/C BXOASWEro n 40réut/c ncxoasauwiero Tpaduka

e CKAT-100 - 310 50I6uT/c BXOAAWeEro n 50réuTt/c ncxogdawero Tpaduka

e CKAT-120 - 310 60I6unT/C BXOAAWEro 1 60I6nT/C ncxopdwero Tpaduka

e CKAT-140 - 310 70I6unT/C BXOAAWEro 1 70r6uTt/c ncxogdwero Tpaduka

e CKAT-160 - 310 80I6uT/c BXOoasawero n 80réut/c ncxogdwero Tpaduka

e CKAT-200 - 310 100I6unT/C BXOAALWEro n 100r6uTt/c ncxogsuiero Tpaduka
e CKAT-300 - 310 150I6uT/C BXOAAWEro n 150r6uTt/c ncxogduiero Tpaduka
e CKAT-400 - 310 200I6unT/C BXOAAWEro 1 200I6unT/C ncxogduiero Tpaduka
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e CKAT-800 - 310 400T6unT/C BXOAAWEro n 400rbuT/c ncxopsawero Tpaguka

Tpebyemas nuueH3us onpegensetcs no gopmyne max(in,out)*2

Mpu ycTaHoBKe no cxeMe "3epkano"

e CKAT-6 - 3T0 6I'6uT/C BXOASALWErO CyMMapHOro Tpadurka

e CKAT-10 - 3T0 10I'6uT/C BXOAALLErO CyMMapPHOro Tpadurka
e CKAT-20 - 3T0 20I6uT/C BXOAALLErO CyMMapPHOro Tpadurka
e CKAT-40 - 570 40I'6uT/C BXOAALLEO CyMMapPHOro Tpaduka
e CKAT-60 - 3T0 60I'6uT/C BXOAALLEFO CyMMApPHOro Tpaduka
e CKAT-80 - 3T0 80I'6uT/C BXOAALLErO CyMMApPHOro Tpaduka

e CKAT-100 - 310 100I6unT/C BXOAALLEr0 CyMMApHOro Tpaduka
e CKAT-120 - 310 120I6unT/C BXOAALLErO CYMMApPHOro Tpaduka
e CKAT-140 - 310 140T61T/C BXOAALLErO CYMMAPHOro Tpaduka
e CKAT-160 - 310 1606unT/C BXOAALLErO CYMMApPHOro Tpaduka
e CKAT-200 - 310 200I61T/C BXOAALLErO CYMMApPHOro Tpaduka
e CKAT-300 - 310 200I61T/C BXOAALLErO CYMMApPHOro Tpaduka
e CKAT-400 - 310 200I6KnT/C BXOAALLErO0 CyMMApHOro Tpaduka
e CKAT-800 - 310 200I61T/C BXOAALLErO CYMMAPHOro Tpaduka

PYHKLLUOHAJNIBHOCTDb

pagaums nmueHsnn no gpyHkunoHansHocT: ENTRY/BRAS/BASE/COMPLETE

Oonuuun

ENTRY

BRAS

BASE

COMPLETE

Mopaepxka pexnmos Bypass, On-stick, LAG

o

©

dunbTpaumsa No peecTpy 3anpeLieHHbIX CalToB 1
YepHbIA CANCOK

o

C6op 1 BbIrpy3kKa CTaTUCTUKKN NO MPOTOKONAM U
HanpassieHnaM B popmaTe IPFIX

©

Pa3smeTka npuopuTeTa Tpadmka B 3aBUCMMOCTMN OT
NPVKNaAHOro NPoOTOKOMa U HanpaB/ieHMS Ha
YCTPOMCTBO

MONNCUHT KaHAMIOB 1 CECCMOHHbIN MOSINCUHT,
NpUopuUTETHI TPAaMKa Ha KaHas

Benbin cnncok n nepeappecauns Ha Captive Portal

MonncmHr aboHEHTCKOro KaHasa U CECCUOHHbIN
NOJINCUHT, NPUOPUTETHI TpanI/IKa Ha aboHeHTa

BRAS L3 (IPoE), Dual Stack IPv4/IPv6, nogaoep»xxka
RADIUS c dpyHKumen CoA

BRAS L2 (PPPoE, DHCP, L2TP), Dual Stack IPv4/IPv6

00 0000 O

00 0600 6 o0 00

MapwpyTusaTtop ¢ nogaepxkon BGP, OSPF, VRF

CG-NAT — TpaHcnauma ceTeBbIX afpecoB U BbIrpy3ka
NAT flow B popmaTe IPFIX

Mini-Firewall nns 610KMPOBKK MO NopTam

00000 000 6 0|00




Oonuuu ENTRY | BRAS | BASE | COMPLETE
ABTO3awwmTa o1 DDOS aTak

KoHTposab DNS 3anpocos

Mogaynb QoE (Quality of Experience) Bepcus BASE

Mogaynb QoE (Quality of Experience) Bepcuss STANDARD JInueHsns QoE STANDARD
KaTeropuu web-pecypcoB ans 4yepHoro n 6esnoro ExxeronHas nognucka Ha obHoBneHus
CNUCKOB KaTeropum pecypcos

[a

Onuwus
® Her

PacwumpeHue nuueH3UU No NPoU3BOAUTEJIbHOCTU UU (byHKI.I,IIIOHaJ'IbHOCTH

Mpn HeobXxoAMMOCTM Bbl MOXKETE NPOBECTU paclUMpeHune NLEH3UN (He OTHOCUTCS K anueH3nam AMNK
CKAT miniDPI), TemMm caMbiM pacLUMpUB NPOMYCKHYI0 MNOA0CY AN (PYHKLMOHAAbHOCTb. O643aTensHO
yyYuTbiBaTe MUHUMasbHble TpeboBaHMa K 06opynoBaHMo. PaboTbl N0 paclUMpPeHnto NLEH3UN MOTYT
ObITb NPOBEEHbl UCKOYUTENBHO B paMKax AeNCTBYOLWEN TEXHNYECKON NOALEPKKM.

nogaepXKn He NpoaneBaeTCca aBTOMaTu4yecku. MapaHTunHoe 06CJ'Iy)KI/IBaHI/Ie

@ Obpallaem Balle BHMMaHWe, Npu paclwmpeHnn nmuensnm CKAT ycnyra TeXHU4eCcKkon
BKJIIOYEHO WCKIYUTENLHO TOJIbKO MPU NOKYMNKe HOBOW JIMLIEH3WUN.

MpeBbilleHUe NapaMeTPOB JIML,EH3UN

Mpw NpeBbIWEeHUN NapaMeTpoB AnueH3umn no nonoce CKAT byaeT obpabaTbiBaTb Tpaduk noka
3aJI0XKEHHbIe pe3epBbl N1aTHopPMbl He ByayT ncyepnaHbl. [llocne ncyepnaHms BO3MOXKHOCTEN
NAaT¢OopPMbl BO3HUKHYT ownbkn 06paboTkm n nponsongeT gerpagauns tpaduka. OrpaHnynTb
MOJIOCY MOXXHO CaMOCTOATENbHO C MOMOLLbIO MOANCUHTA: TTOANCUHT 06LLero n BUPTyasibHbIX KaHasoB,
Mo Ceccumn, 3TO aKTyasbHO TOJIbKO MPKW MPEBbILLEHNN CYMMaPHOW NPOMYCKHOW CNOCOBHOCTY NOPTOB
Hag napaMeTpaMm rnonaocChl JNLLEH3NN.

VAS Experts ocTasnseT 3a coboi NpaBo 0TKa3aTb B TEXHNYECKON NOAAEPXKKE U COMPOBOXAEHUN
NPOEKTOB K/IMEHTaM, KOTopble He COBMAal0T NMNMUEH3NOHHbIE YC/I0BMSA, B T.4. MPeBbIIaloT
LONYCTUMBIN TPauK (B TOM YMCE NO AAHHBIM BCTPOEHHOWN CUCTEMbI MOHUTOPUHIA OLINOOK).

Pe3epBHasa nuueH3sua CKAT

Ana uenen NOBbILLEHNSA 0TKA30yCTOMYMBOCTU pPeLLEHNA peKOMeHAYeM pe3epBMpoBaTb OCHOBHON
cepsep CKAT no cxeme Active-Standby. Standby nnueH3una aBnseTcs ropsynm pesepBoM 0CHOBHOMO
CKAT.

Cxembl 1 onucaHune pesepsuposaHuns ona BRAS L3 n BRAS L2.

YcnoBuma ncnonb3oBaHUs pe3epBHON nnueHsum Standby:

1. cnonb3oBaHKe TOJILKO B LeSIIX pe3epBrpoBaHNa OCHOBHOMO cepBepa
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2. MoCTOSAHHbBIA Nponyck Tpaduka He Bonee 5% oT 06beEMA NIMLIEH3UM, C LIENbIO OTC/IEXUBAHMNS

paboTocnocobHOCTN pe3epBHOro cepsepa

3. O6bpaboTka BCero Tpauka 0OCHOBHOr0 CepBepa TOJIbKO B C/Iy4ae aBapun WM NpoBeaeHns

paboT no obcnyXnBaHMIO OCHOBHOIO CepBepa

Ona cxembl pe3epBupoBaHus Active-Active Tpebyetca npuobpeteHne AByX

cnyyae BbiIX0oAa U3 cTpos oAaHoro u3 CKAT Tpaduk nosHocTbio obpabaThiBaeTCs

\) NOEHTUYHBbIX OCHOBHbIX JINLLEH3UNA, MEXAY KOTOPbIMU pa3fnenseTcs Tpaduk 1 B

BTOpbIM CKAT.

MpocMmoTp uH(popMauum 06 yCTAaHOBNIEHHOW NIULEH3UHN

lNocMoTpeThb AaHHbIe No yCTaHOBﬂeHHOVI NNUEH3N Bbl MOXKETE BbIMOJIHMB KOMaHAY,
HenocpeaCcTBeHHO Ha CepPBEpPE:

cat /etc/dpi/fastdpi.lic

Tak Xe 3Ta nHpopmauma 4ocTynHa B web-uHtepgeince GUI, B pasgene "MHhopmaums o nmueH3sunm"

JinueHsuposaHue QoE

KomnnekTtauusa moaynsa QoE (Quality of Experience) BASE

STANDARD

Busyanmzauma ctatuctmkm Full NetFlow n ClickStream ot DPI

BcTpoeHHble oT4eThl TOMM Ha Full NetFlow: Bbicokuin RTT 1 nepesanpocsl, no
CKOpPOCTU 1 06BbeMY Tpaduka, No KOAMYECTBY Nepe3anpocos, N0 NPUKIALHbIM
npoTokonam, no AS, no aboHeHTCkUM AS, no knaccam Tpaduka n DSCP, no
KOMMYyTaTopaM A0CTyna v arperauum

BcTpoeHHble oT4eThbl TOM Ha ClickStream: URL, xocTbl, aboHEHTbI, yCTPONCTBa, IP
pecypcos

Monb3oBaTeNbCKME PUNLTPLI MO KaTeropusam web pecypcos, N0 NPoOTOKOaM, Mo
rpynnam npoTokonos, no aboHeHTam, AS, no IP

Bbirpy3ka oT4yeToB B (hopmaTe *.xlsx, *.csv, *.pdf n *.png

Mopnepxka APl s MHTerpaunun ¢ BHeWHNUMN CUCTEMaMu

MOHUTOPUHI KayeCTBa anjIMHKOB U Km6epyrpo3

OHNanH-oT4eThbl N0 KOHKpeTHoMYy IP, Login, Host IP

C6op cTtatuctmku NAT Flow, cxxaTue, nosb3oBaTeIbCKNe PUIbTPbI

C6op ctatuctukm DNS Flow, cxaTue, nofb3oBaTeNbCKUE PUALTPSI

Cbop ctatuctukm GTP Flow, cxaTue, nosib3oBaTesibCKMe (GUIbTPbl,
BM3yanun3auna Ha KapTe

YCTaHOBKa TPUIrTepoB 1 AENCTBUIA NO COBbITUAM, HOTUPUKaLMA No email n B
telegram ¢ 3a4aHHO NEPUOANYHOCTBIO

ObHapy»xxeHune n o4ncTka Tpaduka ot BotNet n DDoS-atak (blackhole and
flowspec). Onsa ounctkm Tpebyetcs CKAT Bepcum BASE

Ia
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Onuwus

JinueHsuposaHue COPM

JinuensuposaHme COPM-2,3 ocywiecTBaseTca B 3aBUCMMOCTN OT CYMMapHOro
Tpaduka (in+out):

e JlnueHsns UC COPM-2 po 1 Féut/c (LUNJA) 83 npuka3s
e JlnueHsna UC COPM-2 po 2 Fout/c (LUNJAO) 83 npuka3s
JlnueHsna NC COPM-2 po 4 F'out/c (LLUNJAO) 83 npuka3s
JNnuensns MC COPM-2 po 6 IFéut/c (LUMNA) 83 npukas
JlnueHsna NC COPM-2 po 10 I'éuT/c (LUNJA) 83 npuka3s

JNnuensns UC COPM-3 po 3 IFéut/c (LUMNA) 573 nprkas
Jnuensns MC COPM-3 po 6 Méut/c (LUMA) 573 npukas
e JlnueHsns NUC COPM-3 po 10 Méut/c (LLUNJA) 573 npuka3s
e JlnueHsns NC COPM-3 po 20 out/c (LLUNJA) 573 npuka3s
e JlnueHsnsa NC COPM-3 po 40 Iout/c (LLUNJA) 573 npuka3s

JinueHsuposaHune COPM-3 pna tenecdoHUmn oCcyLLeCcTBAS€TCA B 3aBUCUMOCTH OT
aboHeHTCKOM Da3bl:

JlnueHsna NC COPM-3 po 10 000 aboHeHTOB (ronoc) 573 npukas
JlnueHsna NC COPM-3 po 25 000 aboHeHTOB (ronoc) 573 npukas
JInueHsna NC COPM-3 po 50 000 aboHeHTOB (ronoc) 573 npukas

JlnueHsna NC COPM-3 po 10 000 aboHeHTOB (ronoc) 86 npukas
JlnueHsuna NC COPM-3 po 25 000 aboHeHTOB (ronoc) 86 npukas
e JlnueHsns UC COPM-3 po 50 000 aboHeHTOB (rosioc) 86 npukas

Pacuyet obopynosaHus pna COPM-2,3

e COPM-2 B 3aBUCMMOCTK OT NMKOBOIro CyMMapHOro Tpaguka
e COPM-3 B 3aBUCMMOCTK OT CpefHeCyTO4YHOro Tpadurka
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