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JinueH3upoBaHue

JinueHnsuposaHue CKAT

JInueHsnposaHne CKAT ocyLLecTBsiseTCa B 3aBUCUMOCTIN OT BapyaHTa NOCTaBKW, MOJIOChI U
hYHKLMOHANBHOCTN.

BapuaHTbl noctaBku CKAT

CKAT DPI moxeT 6bITb MOCTaB/IEH B ABYX BapMaHTax:

1. ANK: AMK CKAT miniDPI (c ycTaHoBneHHbIMU AnueH3nsammu CKAT-2-miniDPIl, CKAT-4-miniDPI)
NOCTaBNAOCSA TONbKO Ha MUHUCEpPBepax, KoMnaekToM. KomnnekTauus nuuensun: Complete.
Bo3moxxHocTb anrpenaa nuueHsnin (CKAT-2-miniDPI, CKAT-4-miniDPI), Tak Xe Kak 1 nepeHoc
NNUEH3N Ha cepBepa x86 obLLero HasHavYeHns OTCYTCTBYIOT.

2. lnueHsunsa: npeactasnseT ns cebs N0 ycTaHaBimMBaeMoe Ha cepeepa x86 obLiero Ha3HavYeHus.
MponyckHas cnocobHOCTb

JInueH3ns 6eccpoyHas, He orpaHnyYeHa no BpeMeHun. TexHnyeckas noaaepxka He BKJIlOYEHa B
JINLLEH3MIO 1 onJladmBaeTca oTaenbHo. pagaumsa nuueHsnnm no nonoce: CKAT
DPI-6/10/20/40/60/80/100/120/140/200

(!) ObpaTnTe BHUMaHUe Ha TpeboBaHMA K 060pyaoBaHMIO!

B 3aBMCMMOCTN OT CXeMbl YCTaHOBKMW NpefnosiaraloTcs ciefyloLwime orpaHn4eHus:

Mpu ycTaHOBKe "B pa3pbiB”

e CKAT-6 - 310 3I'6uTt/c BXOAsWero n 3rout/c ncxoaawiero Tpadurka

e CKAT-10 - 310 5T'6uTt/C BXOASLWErO 1 5TOUT/C ncxoaawero Tpaduka

e CKAT-20 - 310 10I6uT/C BXOAALWEro n 10réut/c ncxoasawero Tpaduka
e CKAT-40 - 310 206uT/C BXOAALWErOo 1 20I6uT/C ncxopsawero Tpaduka
e CKAT-60 - 310 30I6umT/c Bxoaswero n 30r6mut/c ncxoasiiero Tpaduka
e CKAT-80 - 3T0 40I'6uT/C BXOASWEro n 40réut/c ncxoasauwiero Tpaduka
e CKAT-100 - 310 50I6uT/c BXOAAWeEro n 50réuTt/c ncxogdawero Tpaduka
e CKAT-120 - 310 60I6unT/C BXOAAWEro 1 60I6nT/C ncxopdwero Tpaduka
e CKAT-140 - 310 70I6unT/C BXOAAWEro 1 70r6uTt/c ncxogdwero Tpaduka
e CKAT-160 - 310 80I6uT/c BXOoasawero n 80réut/c ncxogdwero Tpaduka
e CKAT-200 - 310 100I6unT/C BXOAALWEro n 100r6uTt/c ncxogsuiero Tpaduka

Tpebyemas nuueH3uns onpenensetcs no gopmyne max(in,out)*2


https://wiki.vasexperts.ru/doku.php?id=dpi:techsupport_info
https://wiki.vasexperts.ru/doku.php?id=dpi:dpi_brief:dpi_requirements

MNpu ycTaHOBKe no cxeMme "3epkano”

e CKAT-6 - 3T0 6I'6uT/C BXOASIWErO CyMMapHOro Tpaguka Ha CKAT DPI

e CKAT-10 - 310 10I'6unT/C BXOAALLErO CyMMapHOro Tpaduka Ha CKAT DPI

e CKAT-20 - 310 20I6mT/C BXOASILEro CyMMapHoro Tpaguka Ha CKAT DPI

e CKAT-40 - 5T0 40I'6uT/C BXOAALLErO CyMMapHOro Tpaduka Ha CKAT DPI

e CKAT-60 - 3T0 60I'6uT/C BXOAALLIErO CyMMapHOro Tpaduka Ha CKAT DPI

e CKAT-80 - 3T0 80I'6uT/C BXOAALLErO CyMMapHOro Tpaduka Ha CKAT DPI

e CKAT-100 - 310 100I6unT/C BXOAALLErO CyMMapHOro Tpaduka Ha CKAT DPI
e CKAT-120 - 5310 120I61T/C BXOAALLEr0o CyMMapHOro Tpaduka Ha CKAT DPI
e CKAT-140 - 370 140I6mnT/C BXOAALLEro cyMMapHoro Tpaduka Ha CKAT DPI
e CKAT-160 - 310 160I6unT/C BXOAALLErO CyMMapHOro Tpaduka Ha CKAT DPI
e CKAT-200 - 310 200I61nT/C BXOAALLErO CyMMapHOro Tpaduka Ha CKAT DPI

DYHKLUOHANBbHOCTDb

Ipagauns nuueHsnin no yHkumoHanbHocT: ENTRY/BASE/BRAS/COMPLETE

KoMmnnektauusa CKAT
Cucrema KoHtponsa u AHanusa Tpaduka

ENTRY | BRAS | BASE | COMPLETE

Mopnep»xka pexnmos Bypass, On-stick, LAG

©

©

®dunbTpaumsa No peecTpy 3anpeLeHHbIX CanToB 1
YepHbIA CANCOK

o

C60op U BbIrpy3Ka CTaTUCTMKK MO NPOTOKOJIaM 1
HanpasseHnsaMm B hopmaTe IPFIX

©

PasmeTKa npuopuTeTa Tpadmka B 3aBUCMMOCTMN OT
NPVKNaAHOro NPOTOKOMa U HanpaB/leHMs Ha
YCTPOMCTBO

MONMCWHT KaHANIOB U CECCUMOHHBIV NMOANCUHT,
NPUOPUTETLI TPAUKa Ha KaHan

benbin cnncok n nepeanpecauns Ha Captive Portal

MonncuHr aboHEeHTCKOro KaHaNa U CeCCUOHHbIN
NOJINCUHT, NPUOPUTETHI TPaghKa Ha aboHeHTa

BRAS L3 (IPoE), Dual Stack IPv4/IPv6, nogonep»xxka
RADIUS ¢ dyHkuunen CoA

BRAS L2 (PPPoE, DHCP, L2TP), Dual Stack IPv4/IPv6

00 0000 ©

00 000 6 o0 00

MapwpyTusaTtop ¢ nogaepxkon BGP, OSPF, VRF

CG-NAT — TpaHcnauma ceTeBbIX afpecoB U BbIrpy3ka
NAT flow B popmaTe IPFIX

Mini-Firewall nns 610KMPOBKK MO NopTam

ABTo3awmTa oT DDOS aTak

KoHTponb DNS 3anpocos

Mogynb QoE (Quality of Experience) Bepcusi BASE

0000 0000 000 0 0|00

o ©

Moaynb QoE (Quality of Experience) Bepcuss STANDARD

Jinuen3na QoE STANDARD

KaTeropun web-pecypcoB ans 4epHoro u 6enoro
CMNCKOB

ExxeronHas noanucka Ha obHoOBNEeHNUS

KaTeropun pecypcos
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9 HeT
Anrpeuna NuMueH3uu

Mpy HEOBXOANMOCTMN Bbl MOXKETE NMPOBECTW anrpena NNLEH3UN (He OTHOCUTCA K nnueH3nam AMK
CKAT miniDPI), TeM caMbIM pacCLUMPUB NPONYCKHYO NONOCY Man yHKUnoHan. ObsazaTenbHo
YyYMTbIBAaNTE MUHUMaNbHbIE TpeboBaHMA K 06opyaoBaHMI0. PaboTbl No anrpenay AMULEH3MN MOTYT
ObITb NPOBEAEHbI UCK/IIOYNTESIbHO B PaMKaXx OENCTBYIOLWEN TEXHNYECKON NOAAEPXKKMN.

nogaepXXKn He nNpoasieBaeTCcAaA aBTOMaTUYECKN. becnnaTHbIN nepunon TeXHNYecKom

@ ObpallaeM Balle BHMMaHue, Npu anrpenge nmueHsnmn CKAT DPI ycnyra TeXHUYECKON
NnoALepXKK OOCTYMNEH NCKJIIOYUTENbHO NPU MOKYMKe JINLEH3NN.

lNMpeBbilLeHUe napaMeTpPoOB JIMLLEH3UK

Mpwn npeBbileHN NapaMeTpoB AnueH3nm no nosoce CKAT bynet obpabaTeiBaTb Tpaduk noka
3a/10)KEHHbIE pe3epBbl M1aT(opMbl He ByayT ncyepnaHbl. Nocne ncyepnaHmsa BO3MOXKHOCTEN
NNaTOpPMbl BO3HMKHYT ownbkn 06paboTku 1 nponsonaeT ferpagauuns Tpaguka. OrpaHnynTb
M0JIOCY MOXXHO CaMOCTOSTE/IbHO C MOMOLLIbIO MOMCUHTA: [TONNCUHT 06LLEero n BUPTYasibHbIX KaHaso0B,
Mo Ceccun, 3To akTyaslbHO TOJIbKO NMPU NPEBLILLEHUN CyMMapPHOW NPOMYCKHON CNOCOBHOCTN NOPTOB
Hal MapaMeTpamu No0Ckl NLEH3NN.

VAS Experts ocTaBnsieT 3a coboi NpaBo 0TKa3aTb B TEXHNYECKON NOALEPIKKE MM CONPOBOXAEHNN
MPOEKTOB KJIMEHTAM, KOTOpbIe He COBMAAI0T NMNLEH3NOHHbIE YC/IOBMS, B T.4. MPEBbILIAIOT
[ONYCTUMbIN TpadurK (B TOM Yncae No AaHHbIM BCTPOEHHOW CUCTEMbI MOHUTOPUHIA OLWNOOK).

Pe3epBHasa nuueH3sua CKAT

INna uenen NoBbILLEHNSA 0TKA30yCTONYMBOCTUN PELLEHNA PEKOMEHAYEM Pe3epBMPOBaTbL OCHOBHOM
cepsep CKAT no cxeme Active-Standby. Standby nnueH3unsa SBnseTcs ropsynm pesepBoM 0CHOBHOIO
CKAT.

CxeMbl 1 onucaHune pesepsupoBaHusa ons BRAS L3 n BRAS L2.

YcnoBusa ncnosib3oBaHns pesepsHon nuueH3um Standby:

1. Aicnonb30BaHMe TOJIBKO B LIeNISIX pe3epBnpoBaHNA OCHOBHOMO cepeepa

2. ToCTOSAHHBIN Nponyck Tpadurka He bonee 5% oT 06beMa NMNUEH3UK, C LIENbIO OTCIEXUBAHMSA
paboTocnocobHOCTM pe3epBHOro cepaepa

3. O6bpaboTka BCero Tpathuka 0OCHOBHOIr0 cepBepa TOJIbKO B C/ly4ae aBapun Wi NpoBeaeHns
paboT no 0bCnyXMBaHMIO OCHOBHOIO cepBepa

NOEHTUYHbIX OCHOBHbIX JINLLEH3UA, MEXAY KOTOPbIMU pa3fensercs Tpaduk u B

‘P Ona cxembl pe3epBupoBaHua Active-Active Tpebyetcsa npuobpeTeHume AOBYX
N
cny4Yae Bbixoga M3 CcTpos ofHoro u3 CKAT Tpadumk nonHocTblo obpabaTbiBaeTCs


https://wiki.vasexperts.ru/doku.php?id=dpi:dpi_brief:dpi_requirements#рекомендуемые_требования
https://wiki.vasexperts.ru/doku.php?id=dpi:dpi_brief:dpi_requirements#рекомендуемые_требования
https://wiki.vasexperts.ru/doku.php?id=dpi:dpi_options:opt_shaping
https://wiki.vasexperts.ru/doku.php?id=dpi:dpi_options:opt_shaping
https://wiki.vasexperts.ru/doku.php?id=dpi:bras_bng:general_setup#настройка_bras_l3_в_fastdpi
https://wiki.vasexperts.ru/doku.php?id=dpi:bras_bng:general_setup#настройка_bras_l2_в_fastdpi

\/ BTOpbIM CKAT.

MpocMmoTp uHpopMaummu 06 yCTAaHOBNIEHHON JIMLLEH3UM

lNocMoTpeThb AaHHbIe No yCTaHOBJ'IeHHOVI NINUEH3UIN Bbl MOXKETE BbIMOJIHMB KOMaHAY,
HenocpeacCTBeHHO Ha CEPBEPE:

cat /etc/dpi/fastdpi.lic

Tak Xe 3Ta nHgpopmaumna 4ocTynHa B web-uHtepgeince GUI, B pasgene "MHhopmaums o nmueH3snmn"

JinueHsuposaHue QoE

KomnnekTtauusa moaynsa QoE (Quality of Experience) BASE

STANDARD

Busyanmzauma ctatuctmkm Full NetFlow n ClickStream ot DPI

BcTpoeHHble oT4eThl TOMM Ha Full NetFlow: Bbicokuin RTT 1 nepesanpocsl, no
CKOPOCTU 1 06BbeMy Tpaduka, No KOAMYeCTBY Nepe3anpocos, Mo NPUKAALHbIM
npoTokonam, no AS, no aboHeHTCKUM AS, no kKnaccam Tpaduka n DSCP, no
KOMMyTaTopaM LOCTyna v arperauunu

BcTpoeHHble oTyeThl TOM Ha ClickStream: URL, xoCTbl, abOHEHTbI, yCTPONCTBa, IP
pecypcos

Monb3oBaTeNbCKue PubTPbI N0 KaTeropmusam web pecypcos, N0 NPOTOKONAM, MO
rpynnam npoTokosios, no aboHeHTam, AS, no IP

Bbirpy3ka oT4yeToB B (hopmaTe *.xlsx, *.csv, *.pdf n *.png

Mopopep»xka APl ons MHTerpaunmn ¢ BHELWHUMN CUCTEMaMK

MOHUTOPUHI Ka4yeCTBa anJIMHKOB 1 Knbepyrpos

OHnanH-oT4eTbl N0 KOHKpeTHOMY IP, Login, Host IP

Céop cTtatuctmku NAT Flow, cxaTue, nosb3oBaTeIbCKUe PUAbLTPbI

Cb6op ctatucTuky DNS Flow, cxaTue, nonb3oBaTenbCkne GUabTPbI

Cbop ctatuctukm GTP Flow, cxaTue, nosib3oBaTesibCKMe (GUbTPSI,
BU3yanmM3aLuunsa Ha KapTe

YCcTaHOBKa TPUrrepoB U AENCTBMI N0 COBbITUAM, HOTUGMKaLMUs no email n B
telegram c 3agaHHON NEPUOANYHOCTbIO

Ob6Hapy»xeHue n o4ncTka Tpaduka ot BotNet n DDoS-atak (blackhole and
flowspec). Onsa ounctkm Tpebyetca CKAT Bepcum BASE
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JinueHsuposaHue COPM

JiuuensupoBaHme COPM-2,3 ocywiecTBnseTcs B 3aBUCUMOCTU OT CYMMapPHOIro

Tpaduka (in+out):



https://wiki.vasexperts.ru/doku.php?id=dpi:dpi_components:dpiui

e JlnueHsnsa NC COPM-2 po 1 Fout/c (LUNJAO) 83 npuka3s
e JlnueHsnsa NC COPM-2 po 2 Fout/c (LLUNJAO) 83 npukas
e JlnueHsns UC COPM-2 po 4 Fout/c (LLUNJAO) 83 npuka3s
e JlnueH3sns UC COPM-2 po 6 Mout/c (LLUNAO) 83 npukas
e JlnueHsns UC COPM-2 po 10 IéuTt/c (LUNJA) 83 npuka3s

e JlnueHsna NC COPM-3 po 3 F'out/c (LLUNJA) 573 npuka3s
JlnueHsna NC COPM-3 po 6 Mout/c (LLUNJA) 573 npuka3s
Jlnuensns UC COPM-3 po 10 réut/c (WUMNAO) 573 npukas
Jlnuensns MC COPM-3 go 20 réut/c (LUNAO) 573 npuka3s
e JlnueH3sns UC COPM-3 po 40 Mout/c (LLUNJA) 573 npuka3s

JinuensuposaHme COPM-3 ansa tenecdoHun ocywiecTBnsieTcs B 3aBUCUMOCTHU OT
aboHeHTCcKoM Da3bl:

e JlnueH3sns NC COPM-3 no 10 000 aboHeHTOB (ronoc) 573 npukas
e JlnueH3sns NC COPM-3 po 25 000 aboHeHTOB (ronoc) 573 npukas
JlnueHsna NC COPM-3 po 50 000 aboHeHTOB (ronoc) 573 npukas

Jlnuensna NC COPM-3 po 10 000 aboHeHTOB (ronoc) 86 npukas
JlnueHsuna NC COPM-3 po 25 000 aboHeHTOB (ronoc) 86 npukas
JInueHsna NC COPM-3 po 50 000 aboHeHTOB (ronoc) 86 npukas

Pacuet obopynosaHus pnas COPM-2,3

e COPM-2 B 3aBMCMMOCTHW OT MUKOBOIr0 CyMMapHOro Tpauka
e COPM-3 B 3aBMCMMOCTU OT CpefHEeCyTO4YHOro Tpadurka
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