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1 K HaM npuwien cepeep, 4TO caenaTb 4TOObLI
ycTaHOBUTb CKAT?

[oCTaToOYHO BhIMOJHNUTD cnepywowne waru:

e YbeamTech, YTO CEPBEP COOTBETCTBYET HEOOX0AMMbIM TpeboBaHMAM: TpeboBaHNS K
obopyaoBaHuio.

e YcTaHoBuTe CentOS 8.1, Bocnosib30BaBLINCL cCbiikon: 1ISO CentOS 8.1 minimal

LO] 7 BEpPCNA HE NOOAEPXKMNBAETCA

JocTaTo4yHo aBTOMaTmnyeckon yctaHoBkn OC CentOS mHcTannatopom. B cnyvae
( HeobXxoAMMOCTW B pPe3epBUPOBAHUN W NPU HANUYUU OBYX AMUCKOB LONYCTUMO
3 obbvenunHeHune auckos B RAID1 (nporpaMMHbld 1nbo annapaTHO-NPOrpaMMHbIN).
NHdhopmauma no sepcnsam aaep OC.

e Co3panTe oTAE/IbHOrO NoJsib3oBaTens vasexpertsmnt (napons yctaHoBuTe camu).

useradd vasexpertsmnt
passwd vasexpertsmnt
usermod -aG wheel vasexpertsmnt

e OTKpouTe sudo (unm su).

visudo
PaCKOMMEHYMBAEM CTPOKY

## Allows people in group wheel to run all commands
swheel ALL=(ALL) ALL

e YCTaHOBUTE OrpaHUYeHNe Ha AoCTyn no ssh:

45.151.108.0/24, 94.140.198.64/27, 78.140.234.98, 193.218.143.187, 93.100.47.212,
93.100.73.160, 77.247.170.134, 91.197.172.2, 46.243.181.242, 93.159.236.11

iptables -A INPUT -m conntrack --ctstate RELATED,ESTABLISHED -j ACCEPT
iptables -A INPUT -p tcp -s 45.151.108.0/24 -m tcp --dport 22 -j ACCEPT
iptables -A INPUT -p tcp -s 94.140.198.64/27 -m tcp --dport 22 -j ACCEPT
iptables -A INPUT -p tcp -s 78.140.234.98 -m tcp --dport 22 -j ACCEPT
iptables -A INPUT -p tcp -s 193.218.143.187 -m tcp --dport 22 -j ACCEPT
iptables -A INPUT -p tcp -s 93.100.47.212 -m tcp --dport 22 -j ACCEPT
iptables -A INPUT -p tcp -s 93.100.73.160 -m tcp --dport 22 -j ACCEPT
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iptables -A INPUT -p tcp -s 77.247.170.134 -m tcp --dport 22 -j ACCEPT
iptables -A INPUT -p tcp -s 91.197.172.2 -m tcp --dport 22 -j ACCEPT
iptables -A INPUT -p tcp -s 46.243.181.242 -m tcp --dport 22 -j ACCEPT
iptables -A INPUT -p tcp -s 93.159.236.11 -m tcp --dport 22 -j ACCEPT
iptables -A INPUT -p tcp --dport 22 -j DROP

service iptables save

Ecnum Bbl ucnonb3syete firewalld:

firewall-cmd --permanent --zone=public --add-rich-rule='rule family="ipv4"
source address="45.151.108.0/24" service name="ssh" accept'

firewall-cmd --permanent --zone=public --add-rich-rule='rule family="ipv4"
source address="94.140.198.64/27" service name="ssh" accept'

firewall-cmd --permanent --zone=public --add-rich-rule='rule family="ipv4"
source address="78.140.234.98" service name="ssh" accept'

firewall-cmd --permanent --zone=public --add-rich-rule='rule family="ipv4"
source address="193.218.143.187" service name="ssh" accept'

firewall-cmd --permanent --zone=public --add-rich-rule='rule family="ipv4"
source address="93.100.47.212" service name="ssh" accept'

firewall-cmd --permanent --zone=public --add-rich-rule='rule family="ipv4"
source address="93.100.73.160" service name="ssh" accept’

firewall-cmd --permanent --zone=public --add-rich-rule='rule family="ipv4"
source address="77.247.170.134" service name="ssh" accept'

firewall-cmd --permanent --zone=public --add-rich-rule='rule family="ipv4"
source address="91.197.172.2" service name="ssh" accept'

firewall-cmd --permanent --zone=public --add-rich-rule='rule family="ipv4"
source address="46.243.181.242" service name="ssh" accept'

firewall-cmd --permanent --zone=public --add-rich-rule='rule family="ipv4"
source address="93.159.236.11" service name="ssh" accept'

firewall-cmd --reload

firewall-cmd --zone=public --remove-service=ssh --permanent

LOJ He 3abyabTe paspewnTb AOCTYN K CEpBepy € Baluux appecos!
e MpuwnuTe Ham vasexpertsmnt n naponsb.

!CoxpaHuTe HaCTPOMKM, HaM NoTpebyeTcs nepe3arpysuTb cepBep B npouecce
MHCcTannauum!
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