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Bonpocbl aAMUHUCTPUPOBAHUSA

Kak y3HaTb Tekywwun penuns (CCC)?

KomaHpaon

fastdpi -re
KaK y3HaTb TeKYLLY Bepcuio?

KomaHpoon

fastdpi -ve
Kak OTKaTUTbCS Ha npeabigyLlyto Bepcuio?

MpumMep oTKaTa € 2.7 BepCUn Ha 2.6:

yum downgrade fastdpi-
B nore Hawen ownbky "error
Owwnbka BbIBOAMTCS M3-3a 0TCyTCTBMA DSCP no aBTOHOMHbIM cucTeMam. MOXXHO NPOMIHOPMPOBATb.

He Bcerpga Bce komaHabl obpabaTbiBatoTca 1 BbigaeTcsa owmnbka ERROR : Can't connect to
127.0.0.1:29000, errcode=99 : Cannot assign requested address Autodetected fastdpi params :
dev='lo', port=29000 connecting 127.0.0.1:29000 ...ECTb N0A403peHNE, YTO HaLL CNOCOD 3arpy3ku
abOHEHTOB B CKAT HE COBCEM A/1 HEro XopoL (Mbl 3arpy>Kaem O0TAesIbHO Kaxaoro aboHeHTa, 4To
npueogmnT K >50000 KoMaHA Npy NEPBUYHON NHULMANN3ALMN, KOTOPYIO Mbl ellle pa3 B CYyTKKU
NPOBOANM Ha BCAKWUIA Cly4al)

fdpi_ctrl ona obweHnsa ¢ dpi ncnonb3yeT 0bbIYHbIN linux CTEK, Tak 4TO peKOMeHAaLMN N0 TIOHUHIY
aHaNorn4yHbl Kak gnaa web cepsepos (Trna nginx) Nog BbICOKOW Harpy3kKom

HacTponkn nogobHbl 4ns nginx, KOTOpble pEKOMEHAYIOT BCTaBUTb B (hann /etc/sysctl.conf (ans Toro
4TOObI OHM COXPaHUANCHL NPU Nepe3arpyske)

# OnTMmsauns paboTtel ceTeBoro cteka OC
net.core.netdev_max backlog=10000
net.core.somaxconn=262144
net.ipv4.tcp syncookies=1
net.ipv4.tcp max syn backlog = 262144
net.ipv4.tcp max_tw buckets = 720000
net.ipv4.tcp tw recycle 1
net.ipv4.tcp timestamps =1
net.ipv4.tcp tw reuse =1
net.ipv4.tcp fin timeout = 30
net.ipv4.tcp keepalive time = 1800
net.ipv4.tcp keepalive probes = 7
net.ipv4.tcp keepalive intvl = 30
net.core.wmem max = 33554432



net.
net.
net.
net.
net.

core.rmem _max = 33554432

core.rmem default = 8388608

core.wmem default = 4194394

ipv4.tcp rmem = 4096 8388608 16777216
ipv4.tcp wmem = 4096 4194394 16777216

ona 1rent uHtepgenca:
net.core.netdev_max backlog=10000

ans 10réunt uHtepgenca:
net.core.netdev_max backlog=30000

YT10bbl He fenaTb pebyT X MOXKHO U3MEHUTb Ha NeTy, NPUMEHNB KOMaHAy Ssysctl -w HacTporka,
Hanpumep, sysctl -w net.ipv4.tcp_tw_reuse=1

3T0 [OJKHO pewnTb npobnemy

Ansa CentOS 7.*
npumep:

# OnTummnsauma paboTbl ceTeBoro cteka OC
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netdev_max backlog=65536
optmem max=25165824
somaxconn=1024

tcp _max_orphans = 60000

tcp no metrics save =1

tcp window scaling =1

tcp timestamps = 1

tcp sack =1

tcp syncookies=1

tcp _max_syn backlog = 262144
tcp _max_tw buckets = 720000
tcp tw recycle =1

tcp timestamps = 1
tcp tw reuse =1
tcp fin timeout
tcp keepalive time = 1800

tcp keepalive probes = 7

tcp keepalive intvl = 30

wmem max = 33554432

rmem _max = 33554432

rmem_default = 8388608

wmem default = 4194394

4096 8388608 16777216
4096 4194394 16777216

30

tcp _rmem =
tcp wmem

KOMaHAa obHOBJIeHUS:



sysctl —system

HononHntenoHasa nHgopmaumsa CentOS7
CkpunTtbl gniga murpauun n3 SCE SM B bJ] CKAT, onucaHue BHyTpu
Kak nocMoTpeThb 3arpy3Kky no aapam 1 novyemy OHu 3arpy>xeHbl HepaBHOMEpPHO

[na npocMoTpa 3arpy3ku npoueccopa no sapam B ytuante top Haxmmute 1 Ing NnpocMoTpa 3arpy3ku
no 3afavyam dpi BbINOJHUTE KOMaHAY

ps -p pidof fastdpi® H -o %cpu,lwp,pri,psr,comm
NMpuMep BLIBOAA:

CPU  LWP PRI PSR COMMAND

fastdpi main
fastdpi dl

fastdpi ctrl
fastdpi ajb
fastdpi rx 1
fastdpi wrkoO
fastdpi wrkl

B dpi 3agayn COMMAND ¢yHKLWOHaNbHO pa3aeneHsl no sapam PSR, 4Tobbl He MewaTb paboTe apyr
Apyra:

- NOTOKK Wrk BbINOSHAIOT aHaNn3 AaHHbIX B CETEBbIX MakeTax

- MOTOK rX OTBETCTBEHEH 3a TPAH3UT AaHHbIX MeXAy CeTeBbIMU NOpTaMu

- OCTaJjIbHble MOTOKW BbIMOMHAT MNPUKAa4HbIE N BCMOMOraTeNbHble 3a4a4n (reHepaumns netflow,
NPVEM ynpaBasALLNX KOMaHA, 3arpy3ka CAMCKOB, 3anncb pcap v T.M.) U MOryT co34aBaTh NUKOBbIE
Harpy3ku Ha CPU, no3TOMy BbIHECEHbI Ha OTAENbHOE A4P0

Mony4unnn ownbky B fastdpi_alert.log, 4yTo nenatb?
[CRITICAL][2017/10/06-16:36:44:616019][0x7fdb297ac700] metadata_storage : Can't allocate
memory [repeat 1], cntr=188889, allocated=188889

B DPI Bce npeaBapuTeNbHO anfoumnpoBaHo, No YMOA4aHNo Ha AaHHOEe K-BO abOHEHTOB. 3T0
peryimpyeTca napameTpoM B KOHurypauum, mem_ip_metadata_recs. HanpuMep o51a ysenmyeHus
0 500000 aboHeHTOB NocTaBbTe B KOHUrypauun /etc/dpi/fastdpi.conf:

mem_ip metadata recs=500000
notpebyeTcsa pectapT
service fastdpi restart

Kakue haiinibl pekoMeHayeTe apXuBnpoBaTh?

cp /etc/pf _ring/ /BACKUPDIR/pf ring

cp /etc/dpi /BACKUPDIR/etc/

mdb copy /var/db/dpi /BACKUPDIR/db/

(c mdb_copy moxHo fenatb 6ekan npu paboTatowem fastdpi)

ipmi ecT 100% cpu, mewaeT paboTe dpi


https://christophermonzon.wordpress.com/2016/10/04/centos-7-network-performance/
https://christophermonzon.wordpress.com/2016/10/04/centos-7-network-performance/
http://www.vasexperts.ru/upload/SCESM2СКАТ.zip
http://www.vasexperts.ru/upload/SCESM2СКАТ.zip
http://www.vasexperts.ru/upload/SCESM2СКАТ.zip
http://www.vasexperts.ru/upload/SCESM2СКАТ.zip

echo 100 > /sys/module/ipmi si/parameters/kipmid max busy us
4TOObI HAaCTPOMKa He NoTepsaaacb Npu Nepesarpyske cepepa 3Ty KOMaHAY MOXXHO f06aBuTh B
/etc/rc.local

Owwbka B anepT nore [ERROR ] bpm : thread #1 - does not change self-monitoring counters, n dpi
pecTapToBan n obpasoBanacb Kopka (nnv nepewen B bypass)

dpi B npouecce paboTbl NPON3BOANT CaMOANArHOCTUKY U eCan oauH paboynx NOTOKOB 3aBUC U
bosblle He MOXeET NpoBoaAnTb 06paboTKy Tpaduka, To dpi AeTEKTUPYET 3TO COCTOAHMNE 1
nepesanyCckKaeTCs C reHepaumen Kopku no curHany Abort

BaxxHo: trace n dbg HacTpoiku B fastdpi.conf npegHa3HavyeHbl ONd AUNArHOCTUKN W

OT/NaAKW, a He AAs NOCTOAHHOW paboThbl, B YaCTHOCTH:

eC/IN 3aMnCb Ha OMCK 3abN0KMpoBaHa APYryM MpoueccoM (Hanpumep poTauwuen
@ NOroB, KOTopas 06bIYHO NPOMCXOAUT B Nepnod € 3 Ao 4 yTpa ), TO NPU BKIIKOYEHHON

TpacCUpoBKe MOXeT Npou3onTu 6sokmpoBka paboyero noToka Ha 3anucu B

AnarHoctunyeckun (slave) nor n nepexon dpi B bypass nam ero pectapTt, No3TOMy

nocne 3aBepLUeHNs ANArHoCTUKKN He 3abyabTe 3TN HaCTPONKMN OTKOHYNTD.

Mpobnema NpoABASETCA TONbKO Ha HEKOTOPbLIX CEPBEPAX U eC/IN Ball CepBep nomnan B 3TO YMCIO0, TO
PEKOMEHOYEM N3MEHEHMEe CTaHAAapPTHOrO ANCKOBOro NaaHMpoBLLnKa Ha deadline:

echo deadline sys/block/sda/queue/scheduler
echo deadline sys/block/sdb/queue/scheduler

Moyemy B npoLiecce paboTkl pacTeT NaMsaTb, NoTpebaseMas NPoLeccoMm

dpi BblgenseT naMaTb CTaTUYECKW: NPKU CTapTe npoLuecca 1 B MOMEHT CO34aHNsA HEKOTOPbIX
npodgunen ycnyr (Takux Kak NAT, YyepHble 1 6enblie cnncku), B npouecce paboThl 4OMNONHUTENbHAS
NaMAaTb HE BbIAENAETCA NOYEMY XKe Torfa pacteTt notpebnenme?

OC Linux pasnunyaeT pe3naeHTHyto (0603Ha4veHa B top kKak RES) n BupTyanbHyto (06o3HaveHa B top
VIRT) namaTb npouecca, 0COBEHHOCTb B TOM, 4YTO MOKa NaMATb HE MHMLMANN3NPOBaHa (hakTnyecku
NHULMANN3MPOBaHa HyJIEM), TO OHa He 3anucbiBaeTcs linux B pe3naeHTHYI0 N NepemMeLlaeTcs Tyaa
no Mepe ee MHULMaNN3aLnm

Hactponkon mem_preset=1 B /etc/dpi/fastdpi.conf MOXHO yKa3aTb, 4T0bbI dpi MHULMANM3UpPOBan
BCIO BblAE€/IEHHYI0 NaMATb (TOYHEe NOYTY BCIO), TOrA4a pasMep pe3naeHTHOM YacTu He byaeT pacTu
no Mepe paboTbl, HO 3TOT BapMaHT 3aMeaNseT CTapT U XOPOoL Korga (un3n4eckom onepaTuBHOWM
naMAaTW OCTAaTOYHO, MO3TOMY JlyyLle NPOCTO Y4YUTbIBaTb 3TOT (PaKTOP U CNeanTb OTAESbHO 33
pacxonom supTyansHon namsaTun (VIRT) n pesngeHTHon (RES).

MO)KeTe NofAcka3aTb, Ha OAHOM U3 CKaTOB MHOI0O 30MbM NPOLLEeCCOB C MMeHaMm wd_*, TOSIbKO
pecTapT NOMOXeT?

VA :00 \_ wd fastdpi.sh| <defunct
VA :00 \_ |wd fastpcrf.sh| <defunct

[0CTaTo4HO nepe3anycTutb watchdog

service watchdog restart



Mpobnema AeTeKTUPOBAHMSA MPOTOKOJIOB UM CUTHATYP

B Cny4vae np06neM OETEKTUPOBaHUA NPOTOKOIOB NN CUTHATYP HeobxoaMMO BbINONAHWUTL MO TN
TeCTa Ha Ka>XA0M U3 nepevncieHHbIX yCTpOIZCTBI

® MEepPCOHasIbHbIN KOMMNbIOTEP
e CMapT(¢OH Ha onepaunoHHom cuncteme |0S
* CMapT(OH Ha onepaunoHHon cucteme Android

Cnepytoume pekoMeHgauum no3sonaT n3basmuTbCs OT IMLLIHEro Tpaduka:

e TecT Ha MK pekoMeHayeTcs NpoBOAUTL B Bpay3epe B PEXMUME NHKOTHUTO
e BbINOJIHAS TECT Ha CMapTdoHe, He06X0AMMO BKJIOYNTb Ha HEM PEXMM SKOHOMUW SHEPT K

BbinonHeHne TecTa:

1.

o ~Now

MpoBepbTe, BKJOYEHbI N B hanne /etc/dpi/fastdpi.conf Takue napameTpbl, Kak:

trace ip=“ip aboHeHTa"”
ajb save ip="ip aboHeHTa”
plc _trace ip=“ip aboHeHTa"

Ecnm Kakon-To 13 3TUX NapaMeTpPoOB BKJIOYEH - 3aKOMMEHTUPYINTE €ro n caenanTe service
fastdpi reload.

. BoinonHuTe KomaHay

find /var/log/dpi -type f -name "fastdpi slave *.log" -exec sh -c 'cat
/dev/null > {}' \;

KomaHza fomKHa yoanuTb AaHHble u3 annos fastdpi slave *.log.

OuuncTuTe BCe hannbl 13 /var/dump/dpi/.
OTKponTe B TEKCTOBOM pepakTope thann /etc/dpi/fastdpi.conf. lobaBbTe B (hain napameTpsbl:

trace ip=“ip aboHeHTa"

ajb save ip=“ip aboHeHTa"”

plc trace ip="“ip aboHeHTa"” - [1na paboTbl 3TOro NapamMeTpa Ha TECTOBOM aboHeHTe
L0JKEH ObITh YCTAHOBMIEH NPOGWIb NOSINCUHIA

MoaroToBbTE TECTOBOrO aboOHEHTa K 3anycky, 4Tobbl CreHepnpoBaTb NPOBAEMHbLIN TpaduK.
Cpenante service fastdpi reload.

HayHnTe reHepupoBaTb TpadumKk. 3anncoiBante Tpaduk B Te4eHne 1 MUHYTHI.

OTkpounTe ¢pann fastdpi.conf. 3aKkOMMeHTHMPYNTE NapaMeTpbl:

trace ip=“ip aboHeHTa"
ajb save ip=“ip aboHeHTa"”
plc _trace ip=“ip aboHeHTa”

. Coenante service fastdpi reload.
10.

MoAroToBbTE BbIBOL C/IeAyOLWMX KOMaHA B (halbl:

n

“fastdpi -ve
“dscp2lst /etc/dpi/protocols.dscp”



11.

12.

13.

“fdpi ctrl list --policing --ip “ip aboHeHTa”
“dscp2as /etc/dpi/asnum.dscp”.

MogrotoBbTe apxmB € hanamm n3 nyHkTa 10, a Takxe ¢ ¢annom fastdpi.conf.

W3 /var/log/dpi — fastdpi_stat.log, fastdpi_slave *.log.

13 /var/dump/dpi — udp *.pcap.

MoBTOpMTE HEOOXOAMMOE KOJIMYECTBO TECTOB C Pa3HbIMK YCTPOMUCTBaAMW. B Ha3BaHUM apxuBa
nIn B CaMOM apxuse B hanse readme.txt 0603HaybTe, Ha KakMX TUMax yCTPONCTB NPOXOANN
TecThbl.

MpukKpenuTe apxmBbl K TUKETY. ECM apXuBbl NOAYYUINCE CAULLKOM BOoSbLUNE - 3arpy3nTe nx
Ha nobon 06nayHbIN HanIO0OMEHHNK N NPULLANTE HaM CCbIJIKY.
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