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Onuuun NAT m CG-NAT (ycnyra 11)

1. MoyeMy pekoMeHyeTCst Co3[aBaTb NyJl HE MEHEE YEM U3 2X UK 4X afipecoB?

Hebnokupyowuin anroputm aucnetyepusauun B DPI, pacnpeaensiowmin ceccum no paboyvm
MOTOKaM HaKJ/1aAblBaeT OrpaHnYeHne Ha To, Kakoi 6enblit IP-agpec MoXeT ObITh Ha3HaYeH aboHeHTY
n3 nyna:

1. YT06bl aOOHEHT rapaHTUPOBAHHO NOJy4YMN CBoW Benbii agpec, HeobxoAnMo 4Tobbl B Nyne
afpecos ObIN0 He MeHblUe, YeM paboynx NOTOKOB (B TUMOBOW KOHUrypauun 3T1o 2 ana CKAT-6
n 4 ona CKAT-10 v Bbiwe). Y3HaTb 4YnC0 paboymx MOTOKOB MOXHO KOMaHAO0M

expr $(ps -p pidof fastdpi H -o comm grep wrk|/wc -1 $(ps -p pidof
fastdpi H -o comm|/grep rx|wc -1

2. Ecnm B nyne BCero ofivH afipec, TO OH MOXXeT BbiTb Ha3HayYeH He BceM aboHeHTaM, a TOJIbKO
TeM, KOTopble NonaayT noa anroput™ 6anaHCUPOBKHM

2. Kak onpenennTb, Kakon b6enbiin agpec U3 nyna noayynTt aboHeHT?

MocMoTpeTh, Kakon Hbenbin agpec bbln Ha3HAYeH CePOMY, MOXXHO KOMaH 0/
fdpi ctrl list status --service --ip 192.168.4.20

B NAT 1:1 6enbiin agpec BblaenseTcs cpa3y npu HasHaveHun ycayrun, B CG-NAT B MOMEHT Havana
ceccumn. TakxXe BblaeneHHbIn aboHeHTy benbin agpec panopTyeTca B Radius Accounting B Luensx ero
NnornpoBaHuns B bunnuHre.

3apaHee NpeacKasaTh, KAaKoN UMEHHO aapec byaeT BblAaH abOHEHTY M3 Ny/ia HEBO3MOXXHO: 3TO
3aBUCMUT OT Pa3HbIX (haKTOPOB 1 B HYACTHOCTU OT TEKYLLEN 3arpy3ku nyna.

3. MNocne noakntoveHns NAT cTann 3akpbiBaTbCS HeaKTUBHbIe SSH ceccun

OnuncaHme napaMeTpoB Mo CCblJIKe

[encTBUTENbHO, BpeMS XU3HK ceccun B NAT orpaHMYeHo, Tak Kak KOJIM4eCcTBO ceccuin y aboHeHTa
— OFPaHUYEHHbIN pecypc 1 6oMbLIOE KOANYECTBO HEAKTUBHbLIX CECCUI B NyJe yMeHbLUaeT
nponssogmnTensHocTb NAT 1 obuyto.

Y NAT HeT BO3MOXXHOCTU OT/INYUTb, CECCMA CTasla HEaKTUBHOWN B pe3y/ibTaTe aBapum UAK NPoCcTo B
Hel HeT HUKAKOW aKTUBHOCTW, U 3aKPbIBAET Takne 400 BUCALLNE CECCUN NO TalMayTy
HEeaKTMBHOCTW. Takoe NnoBeaeHme NpeayCcMoTPeHo CTaHAAPTOM M Noaaep>XXaHo 601bLUNHCTBOM
nponssogmnTenen CG-NAT.

B CKAT BpeMs XU3HN CeCCUA MOXXHO KOPPEKTUPOBaTb CelyOWMMM NapaMeTpaMu:

e lifetime flow long=600 — BpeMs XN3HM B CEKYHAAX HEaKTUBHbIX TCP-ceccun
e lifetime flow=60 — BpeM$s XN3HM B CEKYHaX OCTallbHbIX CECCUN
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He cnenyeT 3afaBaTb 3TUM napamMeTpaM CAUWKOM 6osbluMe 3HAYeHMS, TakK Kak
TOorga MOXeT CAMWKOM pa3pacTucb Tabnuua ceccmm M 3TO MOBAMSAET Ha
npon3ssoantTenbHocTb CG-NAT, a TakxXe y aboOHEHTa MOXET 3aKOHYMTCA NUMUT
ceccun. (KOoTopbln 3aaeTca B napameTpax nat nyna).

Mo3TOMYy MpK HEOBXOAMMOCTY MNOAAEPIKAHUS ASINTENbHbBIX HEAKTUBHbLIX COeAUHEHNI PEKOMEHYeTCS
NCrosib30BaTb MexaHu3M tcp keep-alive, Korfia Nnepuoanyeckn B CECCUN NepesaeTcs nycTomn
MakKeT, KOTOPbIV CUrHANN3MPYET, YTO CECCUSI BCE eLle aKTUBHA.

HacTpouTb tcp keep-alive MOXHO Kak MHAUBMUAYANLHO ANS MPUNTIOXKEHUSI HA CTOPOHE CepBepa
VAW KNIMEHTA, TakK U Ha YPOBHE OMepaLoHHON CUCTEMbI A8 BCEX NPUIOXKEHUI CPa3y.

MpuMep HacTponkm Ha ssh cepeepe: B hann /etc/ssh/ssh config pobaBnTh CTPOKY:
ServerAlivelInterval
MpuMep HacTponkmM Ha ssh knneHTe: B hann ~/ . ssh/config nobasnsem CTpoku:

Host
ServerAliveInterval

NN B KOMaHOHON CTPOKeE:
ssh -o TCPKeepAlive=yes -0 ServerAlivelnterval= usercexample.com

Mpumep HacTporkn ans scex npunoxeHun B CentOS: B hann /etc/sysctl.conf gobasutsb
CTPOKMU:

net.ipv4.tcp keepalive time =
net.ipv4.tcp keepalive intvl =
net.ipv4.tcp keepalive probes =

4. CkonbKo "cepbix" IP-agpecoB MOXXHO cnpATaTb 3a 0AHUM "benbiM" B CG-NAT?
C!) PekomeHayeTcs nogaepxmeatb cooTHoweHme oT 1:10 (nyywe) go 1:100 (xyxe).

MoapobHee:

Mo ymonyaHuio Ha oaHom 6enom IP ons CG-NAT pocTynHbl 64512 noptoB (65535-1023, nepsbie 1024
nopTa He NCMONb3YTCS, T.K. ABAAIOTCA CUCTEMHBIMU), KaXK bl NOpT — 370 ogHa TCP ceccus n ogHa
UDP. Konu4yecTBo ceccuin, KOTopoe co3aatoT aboHeHTbl 0TAnYaeTCs: (hm3. mua Co34at0T MeHbLUe
ceccui, top. amua 6osblue (MO3TOMY A4 t0P. JINL, HY>XHO NCMOAb30BaTb OTAE/bHbIA Mya C APYrum
ANMUTAMN Ha KOIMYECTBO Ceccuin), aboHEeHT C TOPPEHTOM MOXeT co3faTb B nuke fo 1000 ceccun.

B cpeaHeM mmyeckoe nnuo cosgaeT 50-60 ogHoBpeMeHHO paboTatowmux ceccui, T.e.
64512/60=1075 ¢u3. N1, MOXHO CNPATaTb 3@ O4HUM CepbIM IP, HO Ha NpPakKTUKe TaKyto
3HAYMTENbHYIO NEPenoanuCcKy NCNOb30BaTb HE PEKOMEHAYETCSH, T.K. MHOrMe NonyJisipHbIe CEPBUCHI
(moy4Ta, BMAEO, MOUCK) NCMOJIb3YIOT 3aWMTy OT aTak BOTHET ceTeln, OCHOBaHHYIO Ha IP-agpecax.



Mo3TOMY €Cnn C OAHOro apeca UM NPUAET CIULIKOM MHOIO 3aMpoCoB, OHM MOTFYT MPUHSATL 3TO 3a
aTaky 1 3a610KMPOBaTb YacCTb 3aMPOCOB WM BKJIIOYUTb Kanyy, 4To Co34acT HeyaobcTea ans
aboHeHTOoB.

Tak>xe Heobxo4MMO y4ecTb 0CODEeHHOCTb MexaHu3Ma ocBoboxxaeHns noptos B NAT Pool:

1. Mpu nogknoyeHun 11 ycnyru aboHeHTy HasHavaeTca Public IP ucxonsa ns anroputma
pacnpegeneHus

2. Korpna aboHeHT Ha4yMHaeT yCTaHaB/MBaTb Ceccun, NopThl bepyTcs n3 obuien oyepean CKAT
DPI n 3akpennsaTca C onpeaeseHHbIMU TanM-ayTamu

3. B cayyae, ecnm Ha KoHKpeTHOM Public IP HaxoanTca MHOro aboHEeHTOB, KOTOPbIE HAYNHAIOT
KOHKYpVpoBaTb 3a cBOBOAHbIE MOPThI, Y aDOHEHTOB MOryT HavyaTbCs NPO6AEMbI C LOCTYMOM.

PekomeHzauum npu cosgaHnm n skcnayatauum NAT Pool:

1. ABOHEHTOB, KOTOpbIE HaxoaaTca B 610knpoBke (5 ycayra + NOAUCUHT), NOMeLWwaTh B
oTaenbHbIi NAT Pool, 4To6bl OHM He BAMAAN Ha paboTy akTMBHbLIX aboHEHTOB. Tak BegeT cebs,
Hanpumep, IPhone ycTaHaBAMBaeT MHOXECTBO ceccuil B noncke paboyero cepsuca.

2. Co3paBaTb paspsiKeHHble MyJbl U pa3fensTe KINeHToB B pa3Hble NAT Pool no Tuny:
®dusnyeckue nuua n KOpuanyeckne nuua.

3. OcywecTBAATb MOHUTOPWHI KANEHTOB, KOTOPbIE CO34at0T 60/bLLIYI0 HAarpy3Ky 1 NMPOBOAUTL C
HUMK paboTy. [na npuema, 0bpaboTkum n xpaHeHmsa NetFlow ¢ DPI npegnaraem ncnosb3oBaTb
NporpaMMHbIN NPoayKT Ana cbopa ctatuctuky QoE Store n rpaduyeckuin nHtepgenc DPIUIZ.
Bbl cMOXXeTe npoBecTn aHann3 Tpaduka aboHeHTa 1 caenaTth BbIBOA, 4TO ero MK 3apaxeH.

5. Kak NOMeHATb NapaMeTphbl y>Ke CYLLECTBYIOLEro 1 UCMob3yeMoro nyna?

OnucaHne NapameTPoB Mo CChiNKe

1. N3MeHeHne NMMUTa Ha KOJIMYeCTBO CeCCUn:

fdpi ctrl load profile --service --profile.name test nat 2000 --
profile.json '{ "nat ip pool" : "111.111.111.0/24",
"nat tcp max sessions" : 2000, "nat udp max sessions" : 2000,

"nat_type" : 0 }'

Ncnonb3yeTca KoMaHAa co3haHna Nyna, MAEHTUYHOMO MPEeXXHEMY, HO C APYrMMU HAaCTPONKaMu
nat tcp max sessions mnat udp max sessions

2. ,L'l,o6aBneH|/|e OOMOJIHUTENBbHbLIX aAPECOB B NMyJi:

fdpi ctrl load profile --service --profile.name test nat 2000 --
profile.json '{ "nat ip pool" : "111.111.111.0/24,222.222.222.0/25",
"nat tcp max sessions" : 2000, "nat udp max sessions" : 2000,

"nat_type" : 0 }'

Wcnonb3yeTcs KOMaHAa co3aaHnsa nysa, UAEHTUYHOTO NPEXHEMY, HO C AOMONHUTENbHbIM
MyJI0M, yKa3aHHbIM Yepes 3ansaTyto.

3. YMeHbLUeHMe nyna
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B TekyLiei Bepcun He NOAAEPKUBAETCSH AMHAMUYECKOE YMEHbLUEHWE Pa3MepPoB MNya
N UCK/OYEHVE N3 Hero aflpecos.
B aToMm cnyvae noTpebyetca ocBo60oaMTh My, YAAAUTb U CO34aTb €ro C HOBbIMM

napameTpamu.

Ona ynobcTBa ycTaHOBMM jq (yTuanTy onsa paboTbl C AaHHbIMK B hopmaTe JSON):

yum install epel-release yum-utils
yum-config-manager --disable epel
yum --enablerepo epel install jq

Mocne 4ero coxpaHum nHdopmaumo 06 aboHeHTax TekyLLero nyna, yaaaum n cosfaaum nyn u
NOAK/IYMM K HEMY abBOHEHTOB:

fdpi ctrl list all --service --profile.name test nat 4000 --outformat
json|jqg '.lservices[] | .login | select(. != null)'’ save users.txt

fdpi ctrl list all --service --profile.name test nat 4000 --outformat
json|jq -r '.lservices[] | .ipv4 | select(. '= null)’ save users.txt
fdpi ctrl del all --service --profile.name test nat 4000

fdpi ctrl del profile --service --profile.name test nat 4000

fdpi ctrl load profile --service --profile.name test nat 4000 --
profile.json '{ "nat ip pool" : "111.111.111.0/30", "nat tcp max sessions"
4000, "nat udp max sessions" : 4000, "nat type" : 0 }'

fdpi ctrl load --service --profile.name test nat 4000 --file

save_users.txt

He 3abyabTe M3MEHUTb B KOMaHAax MM MyJia 1 ero HoBble NapaMeTpbl Ha HY>KHbIE BaM.
6. Kak BblgaTb KOHKPeTHbIN agpec aboHeHTy ¢ NAT 1:1?

Ecnn y aboHeHTa BCero oaunH cepblin agpec n TpebyeTcs BolaTbh aDOHEHTY KOHKpPeTHbIN benbli
afpec, TO HYXXHO Y4UTbIBaTb 3aBUCUMOCTb MeXAy cepbiMu 1 BenbiMu agpecamm, KoTopas
HaK/a4blBaeTCsA aAropuTMoM HebMOKUpYOLLENn aucneTyepm3aunn agpecos B DPI.

benbin_appec_aboHeHTa & mask = cepbin_agpec_aboHeHTa & mask

rae mask 3aBUCKT OT Yncna paboynx NoToKOB:

e npu 4 paboynx notokax mask=3 (TunmyHo gnsa CKAT >= 10)
e npu 2 paboynx notokax mask=1 (TunmyHo gna CKAT <= 6)

®akTnyeckn gna mnagwmx sepcuii CKAT aboHeHTaM C YeTHBIMU CEPbIMU aApecaMmn HY>XHO BblAaBaTb
yeTHble benble agpeca, a HEYETHbIMU — HeYyeTHble. [loCTaTOYHO Y4YNTbIBaTh TOJIKO MAaawmmn 6anT
NNN B IP agpece XXX.YYY.ZZZ.NNN

COOTBETCTBEHHO A5 CTAPLLMX BEPCUIN HYXKHO Y4MTbIBaTb PABEHCTBO 2 MaaAwux 6uT IP agpeca.
Mpv ofHOM paboyeM NoTOKe 3aBUCUMOCTb MeXAy ajpecamu ucHesaerT.

To4yHOe 3Ha4yeHne Macky MOXXHO MOCMOTpPeTh B Jiore DPI:



grep nat hash mask /var/log/dpi/fastdpi alert.log
Ecnm cTtapT 6bin1 4aBHO, TO BbINOAHUTL reload

service fastdpi reload

T.e. Takas 4aCTUYHO AETEPMUHUCTUYECKAA CXeMa pacnpefeneHus pakTuyecku
npeanonaraeT, 4TO cepble agpeca Toxe 6yayT BblAaBaTbCs abOHEHTY cTaTuydecku. U
@ B CJly4asix KOrga B LOroBOpe NMponucaHa BbiAavya KOHKpeTHoro 6enoro IP agpeca u
TeKYyLWNA cepblin afpec aboHeHTa He NognafaeT No yKasaHHYo Bbiwe Gopmyy, TO
noTpebyeTca NOMeHATb cepbln afpec aboHeHTa Ha TOT, 4TO (hOpMyJie COOTBETCTBYET.

Mpumep ana CKAT-20: aboHeHTy ¢ cepbiM agpecoM 10.0.0.15 TpebyeTcs BbigaTh 6enbin afpec
188.99.99.27

Macka=3

15&3=3 paBHO 27&3=3 - 3TO 3HA4YUT, TaKOWN agpec BblAaTb MOXXHO (B MPOTUBHOM C/y4ae NMpuLLIOCh
Obl MOMEHATbL AW BblAaBaeMbI abOHEHTY Cepbi aApPec, UK Ha3HavYaeMmbln emy benbii)

HasHavyaeM appec aGoHEeHTY KOMaHAOiA:

fdpi ctrl load profile --ip 10.0.0.15 --service 11 --profile.json '{
"nat ip pool" : "188.99.99.27/32", "nat type" : 1 }'

d
OnucaHne NapameTPoOB Mo CChiNKe

7. OnarHoctnka NAT

—d
OnuncaHune NapaMeTpPOB Mo CChiJIKe

1. B npochune gosxHbl 6biTh NyJsbl 04HOro pasmepa’. MpaBubHO:

type profile=1, ref cnt=0 d3 { "nat _ip pool"
“1.1.2.0/28,1.1.3.0/28", "nat tcp max sessions" : 2000,

“nat _udp max sessions" : 2000, "nat type" : 0 } 11 (0x400)
HenpaBunibHO:

type profile=1l, ref cnt=0 d3 { "nat ip pool"
“1.1.2.0/28,1.1.3.0/26", "nat tcp max sessions" : 2000,

"nat udp max sessions" : 2000, "nat type" : 0 } 11 (0x400

2. lns aboHeHTOB KOTOPbIEe B 6/10KMPOBKE, CieayeT NOAK0YaTb APYroi Npodunb, ¢ Apyrumin
nynamMn. MHorume ceTeBble YCTPOWCTBA, Npu 6/10KMPOBKE, MOTYT reHeprpoBaThb 60/bLIOE KONNYECTBO
3amnpocoB, 4TO MNPUBOAMT K UCMO/Ib30BaHMIO CBOBOAHBLIX MOPTOB y Ny6ANYHOro agpeca.
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3. MocMoTpeTb paBHOMEPHOCTL pacnpefeneHns NpuBaTHbIX afpecos no nybsanyHbIM afpecam B
npodune.

fdpi ctrl list all status --service 11 --profile.name nat pool |grep
whiteip|cut -f7|sort|uniq -c|sort -n

4, MocMoTpeTb KOJIMYeCTBO abOHEHTOB, KOTOPbIE UCMOJIb3YIOT NOPThI CBEPX 3HAYEHNS NEPEMEHHOM
$P. B cpenHeM aboHEHT ncnonb3yeT 0kosi0 600 nopToB..

fdpi ctrl list all status --service 11 --profile.name nat pool | awk 'BEGIN
{FS="[=]| }\tl+"} $15>$P {print $1, $14, $15}' | wc -1

5. MocmoTpeTsb, Kak pacnpeaennnmcb agpeca no nynam (noacetsam) B npogune.

fdpi ctrl list all status --service 11 --profile.name nat pool |grep
whiteip|cut -f7|cut -d"." -f1,2,3|sort|uniq -c|sort -n

1)

HauynHas ¢ 12 Bepcun 310 TpeboBaHue BonbLue He aKTyaslbHO
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