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MouutopuHr ePDG

KoMnsiekcHas cucteMa MoHuTOpUHra wo3a VoWiFi (ePDG)

1. 0630p pewueHus

Cnctema moHnTopuHra VAS Experts ePDG Monitoring obecneynBaeT NOMAHbIA ONepaunoHHbIN
KOHTPOJIb KoMNoHeHTa fast-epdg — wnto3a VoWiFi (Voice over WiFi), paboTatowero cornacHo 3GPP
TS 29.273 n TS 24.302. LWnio3 obecneymBaeT 3alMLLEHHYIO Nepefady rosioCcoBOro U NakeTHoro
TpaduKa Yepe3 HepoepeHHble kaHanbl Wi-Fi ¢ IPSec/IKEV2 TyHHenmpoBaHuem n nHTerpaumto ¢ EPC-
A0pOM Yepes nHTepgencel SWu, SWm, SWx, S2b, Séb.

PelieHne npenocTaBnseT e4nHY0 NAaTPOpPMy MOHUTOPUHIA 419 ONepaTUBHbLIX CyX6 MoBUILHOrO
onepaTtopa — oT ypoBHA IPSec SA (L3 security) oo KPl aboHeHTCcKoro onbiTa VoWiFi.

Kniouesblie npeunMyLiecTsa

e MOHMTOPUHTI B peasibHOM BpeMeHU — 0OHOBNeHNE MeTpUK Kaxkable 10-15 cekyHz,
HenocpeacTeBeHHoe oTobparkeHne coctosiHma IKE SA / Child SA n GTP-TyHHenen B NOC-
fawbopaax 6e3 oTnoxxeHHom arperaunn (3aece 1 ganee NOC — Network Operation Center,
LEHTpP YNpaBAeHNs CeTblO).

* MpoakTuBHOE OOHapy>xeHue aHoManun — 20+ anapmMoB C aBTOMATMYECKOW 3CKanaumnen no
BaXHOCTU. HepocTynHocTb PGW/AAA, pocT 3apepxek IKEv2, pocT owmbok EAP-AKA' —
LEeTEKTMPYIOTCA A0 TOro, Kak aboHeHThl 3aMeTAaT NpobieMbl CO 3BOHKaMMU.

e OTKpbITbie MHTEepdencol MHTerpauum — Prometheus, SNMP v2c, Alertmanager webhooks,
nogaepxka Grafana. MHTerpaums B cywectsytowyto NMS/OSS nHppacTpykTypy 6€3 Nnpusasku
K BEHO0PY.

¢ MMHMManbHbIe BHELLHUE 3aBUCMMOCTU Ha YPOBHE NJIAarMHOB — BCTPOEHHbLIN /metrics
endpoint B fast-epdg, 6e3 Java, 6e3 JMX, 6e3 BHELHNX areHToB.

e MokpbiTHe Bcero creka SWu - S2b — IKEv2 (SWu), Diameter SWm/SWx/S6b, GTPv2-C (S2b)
n GTP-U data plane — B ogHOM MecTe. 33 MeTpMKK CyMMapHO, NokpbiBatoT control plane n data
plane.

YeTbipéxypoBHEBasA apXMTEKTypa MOHUTOPMUHIA

YpoBeHb KoMnoHeHT TexHonorus

BcTpoeHHbIn /metrics TekcToBbIN hopmaT Prometheus

Cbop (Collection) endpoint fast-epdg nosepx HTTP

JlokanbHoe xpaHeHue, 15-4HeBHOE

XpaHeHume (Storage) Prometheus TSDB
XpaHeHue Nno yMon4yaHuio

Busyanusauusa

(Visualization) Grafana + nognepxka JSON  |ABTo3arpy3ka 4 nawbopnos

Alertmanager + SNMP Trap PromQL rules - webhook - SNMP v2c
Sender trap

CurHanusauums (Alerting)




3. KOMNOHEHTbl U METPUKHU

KonuyecTBeHHbIH 00630p No KaTeropusam

Kon-Bo WHTepBan
KaTeropus KniouyeBble noKkasaTesnu
MeTpUK |onpoca
Config 2 10 c CTaTycC KOH(urypaumm, c4ETHKK reload
Network 1 10 c CtaTyc coeagunHeHuin ¢ y3namm (PGW/AAA/HSS)
CoobuweHus no Tunam (IKE_SA_INIT, IKE_AUTH,
IKEv2 (SWu) 3 10 c CREATE_CHILD_SA), onarpamMmma 3afepxku,
OLIMNBKM
GTPv2-C (S2b) 4 10 ¢ CoobuieHns (Create/Modify/Delete Session),
3aflepXKu, oWwnbKn, peTpaHcasaLmm
GTP-U data plane 3 10 c Packets/bytes, ownbkn TyHHeNnMpoBaHma
. CoobuweHns no command code (DER/DEA,
Diameter 5 10 ¢ MAR/MAA, AAR/AAA), 3a€pXKKi, OLINBKN
(SWm/SWx/S6b) ’ , p ) ,
watchdog, cTaTyc coegmHeHns
MPOLEHT yCMeLwHbIX NOMbITOK, TMCTOrpamMmma
Service KPI 4 10 c NPOLO/IKUTENBHOCTU, OOCTYMHOCTL CEPBUCa,
Bpems 6e30Tka3HoM paboTsl
Session State 4 10 ¢ IKE SA, Child S@, GTP-ceccum, Bcero
noNb3oBaTenemn
Application 3 10 ¢ Konn4ecTBO NOTOKOB, MaMATb, JIOr-coobLLeHmns
Mo YPOBHAM
System 4 10 ¢ Ytunusauma CPU, namaTb, yTuansaumna namaTu,
OTKpbITble FD
Wtoro 33
MEeTPUKH

anIHI.I,VIan UMEeHOBaHuA

Bce MeTpuku nmetoT npedukc epdg 1 opraHn30BaHbI MO NepapXum:

epdg_

— config *
— network *
— ikev2 *
— gtp *

— gtpu *
— diameter *
— service *
—— session *
subscribers)
— app_*

— system *

HoH H KRR B R

H

KoHurypauns

CeTeBOW ypOBEHb

SWu (IKEv2/IPSec)

S2b control-plane GTPv2-C
S2b data-plane GTP-U
SWm/SWx/S6b
KPI cepsucoB (attach, availability, uptime)
CoctosiHue ceccun (IKE SA, Child SA, GTP,

MeTpukn npunoxexHns (memory, threads, logs)
CncTtemHble meTpukn (CPU, disk, network)




4. NepeuyeHb METPUK

Bce MeTpuKn aKCnopTUpyroTCa Yepes eauHbln /metrics endpoint B TeKCTOBOM (hopmaTe
Prometheus. iImeHoBaHWe cnepyeT npasunam Prometheus: epdg <rpynna>_ <wumsa>[ unit], Tun
Counter nmeet cydpdukc total, Histogram — cyppukc seconds/ bytes.

4.1 Config (2)

Nmsa Tvn Ha3HauyeHue
epdg config status Gauge |CtaTyc KOH(urypaumm komnoHeHTa (0=error, 1=0k)
epdg config reload total|Counter/C4é€T4MK KOH(UIYPALIMOHHbIX 3arpy3ok (success/failure)

4.2 Network (1)

NUmsa Tun |Ha3HavyeHue

CtaTtyc TCP/UDP-coeauHeHuns K y3ny (0=down, 1=up)

epdg_network_connection_status|Gauge 1o cetcq k PGW (S2b), AAA (SWm), HSS (SWx)

4.3 IKEv2 SWu (3)

Nma Tun Ha3sHauyeHue
CyéTumk IKEV2 coobueHnn (IKE_SA INIT /
epdg ikev2 messages total Counter |IKE_AUTH / CREATE_CHILD SA/
INFORMATIONAL)

PacnpeneneHne BpeMeHy 0TBETa Ha

epdg ikev2 request duration_seconds|Histogram 3anpock! IKEV2

IKEv2 owwnbkm (NO_PROPOSAL_CHOSEN,
epdg ikev2 errors total Counter |AUTHENTICATION_FAILED,
INVALID_SYNTAX n T1.4.)

4.4 GTPv2-C S2b (4)

Umn Tun Ha3Ha4yeHue

CoobuweHns GTPv2-C (Create/Modify/Delete

epdg gtp messages total Counter Session, Echo)

epdg gtp request duration seconds|Histogram Bpemsi oxxupgaHus 3anpoc - oTeeT

epdg gtp errors total Counter |GTP-C owwnbkmn no Cause Code

epdg gtp retransmissions total Counter |MepeHanpasneHne GTP-C 3anpocos

4.5 GTP-U data plane (3)

Nma Tvun Ha3HauyeHue

epdg gtpu packets total|Counter|llakeTbl Yepe3 GTP-U TyHHensb (uplink/downlink)

epdg gtpu bytes total |Counter|banTbl 4epe3s GTP-U TyHHeNb

epdg gtpu errors total |Counter/Owwnbkn TyHHennposaHua (TEID mismatch, decap fail)

4.6 Diameter SWm/SWx/S6b (5)



Tun

HasHa4yeHue

epdg diameter messages total

Counter

DER/DEA (SWm), MAR/MAA (SWx),
AAR/AAA (S6b), STR/STA

epdg diameter request duration seconds

Histogram

Bpemsi oxxnaaHus 3anpoc - 0TBET MO
Diameter

epdg diameter errors_ total Counter |Owwnbkun no Experimental-Result-Code

. CtaTyc DWR/DWA watchdog no y3na
epdg diameter watchdog status Gauge (0=timeout, 1=0K)

. . CtaTyc coeanHeHuns no Diameter go
epdg diameter connection status Gauge yana (O=disconnected, 1=connected)
4.7 Service KPI (4)

Nmsa Tun Ha3HayeHue

epdg service attach total Counter MonbITKN coeanHeHus (success/failure)
- - - no APN

epdg service attach duration secondsHistogramﬂ”MTerHOCTbcoeﬂMHeHMﬂ(IKE—SA—INIT
- - — - - session ready)

epdg service availability Gauge ®nar poctynHoctn (0=down, 1=up)

epdg service uptime seconds Gauge Bpems BOCTYNHOCTU cepBumCa

4.8 Session State (4)

Nma Tun |Ha3sHauyeHue

epdg session ike sa total Gauge|AkTuBHble IKE SA

epdg session child sa total Gauge|AkTusHble Child SA (IPSec tunnels)

epdg session gtp sessions total|Gauge|AkTuBHble GTP-C ceccum Ha S2b

epdg session subscribers total |Gauge|YHukanbHble aboHeHTbI (MoakaYéHHbIe UE)

4.9 Application (3)

Nma Tun Ha3HauyeHue

epdg app threads total Gauge |Obuwee 4ncno paboynx NOTOKOB

epdg _app_memory bytes Gauge |[[MamATb Npouecca No Tunam

epdg app_log messages total

Counter

Jlor-coobuieHuns no ypoBHAM
(debug/info/warn/error/fatal)

4.10 System (4)

Tvn

Ha3HauyeHue

epdg system cpu usage percent

Gauge

3arpyska CPU

epdg _system memory bytes

Gauge

CucteMHast namMaTb

epdg system disk bytes

Gauge

[nckosoe NpoCTpPaHCTBO

epdg system open fds

Gauge

OTKpbITblE ONMCaHns annos

Tunbl MeTpUK (HaNOMUHaHue)

Tun Ha3Ha4vyeHue

Counter

MOHOTOHHO PaCTYLUNIA CHETHMK (CoobLLeHNS, owmnbKN, Nnepe3arpysKu)

Gauge

TeKyLuee 3HaYeHue (aKTUBHbIE CeCCUN, MaMSATb, CTaTyC)




Tvn Ha3HavyeHue
Histoaram PacnpeneneHune 3Ha4e€HUN C aBTOMATUYECKUMIN Cpe3aMm Mo MHTepBaiaM
9 (BNNTENbHOCTb, BPEMS XKU3HN)

5. NHTepdencbl MHTerpauum

flowchart LR CORE["VAS Experts

ePDG Monitoring"] CORE --> P["Prometheus

CNCF / OpenMetrics"] CORE --> S["SNMP v2c
EPDG-MIB"] CORE --> G["Grafana

JSON Provisioning"] CORE --> W["Webhooks
ChatOps"] CORE --> AM["Alertmanager

Routing"] P --> P1["Cloud-native NMS

Thanos / Cortex / Mimir"] S --> S1["Legacy NMS
HP OpenView, NetAct

IBM Tivoli"] G --> G1["NOC Wall Displays
Drill-down Analytics"] W --> W1["Telegram / Slack
PagerDuty / OpsGenie"] AM --> AM1["Smart routing
Severity-based"]

5.1 Prometheus (CNCF Standard)

HaTuBHbIN /metrics endpoint Ha nopTy 9817 BcTpoeH B fast-epdg. ®opmaT — CTaHLAPTHbLIN
TekcToBbI hopmaT Prometheus v0.0.4 (coBmecTum ¢ OpenMetrics). MogaepxxneaeTcs obbeanHeHne
AN1a arperaumm c LeHTpasbHbIM Prometheus onepaTopa; nogaepxka KomaHabl remote_write ans

[oArocpoyHoro xpaHeHusa B Thanos, Cortex, Grafana Mimir.

5.2 SNMP v2c — EPDG-MIB

47 OID nokpesiBatoT SMI-aHanor Prometheus-meTpuk + 14 trap notifications (c napamu raise/clear
cornacHo RFC 3877 ALARM-MIB). CosmecTumocTb ¢ HP OpenView, IBM Tivoli NetCool, Nokia NetAct,

Huawei U2000.

flowchart TB IANA["IANA PEN

enterprises

.1.3.6.1.4.1"] VAS["VAS Experts

.1.3.6.1.4.1.43823

(vas.expert)"] EPDG["EPDG-MIB

.43823.1"] EPC["EPC Monitoring

.43823.100"] IANA --> VAS VAS --> EPDG VAS --> EPC EPDG --> OB]J["epdgObjects
.43823.1.1"] EPDG --> NOTIF["epdgNotifications

.43823.1.2

14 trap types"] EPDG --> CONF["epdgConformance
.43823.1.3"] OBJ --> SERVICE["service .1.1.1

4 0ID"] OBJ --> IKE["ikev2 .1.1.2

6 OID"] OBJ --> GTP["gtp .1.1.3




8 OID"] OBJ --> DIAM["diameter .1.1.4

7 OID"] OBJ --> SESS["sessions .1.1.5

8 OID"] OBJ --> SYS["system .1.1.6

8 OID"] OBJ --> NET["network .1.1.7

6 OID"] NOTIF --> TRAPAGR["7 raise / 7 clear
pairs"]

Mpumepbl SNMP-3anpocos:

# Bce pnepeso ePDG

snmpwalk -v2c -c public <host> .1.3.6.1.4.1.43823.1

# Service availability (Gauge 0..1)

snmpget -v2c -c public <host> .1.3.6.1.4.1.43823.1.1.1.1.0

5.3 Grafana

4 noppepxusaowux JSON pawboppa (35+ naHenen cymmapHo):

e ePDG Overview — focTynHocTb, KPl coegmHeHunin, ceccum, COCTOSTHUE MHTEPgencoB

¢ IKEv2 Details — coobuieHmns, Nnpon3BognMTeNbHOCTb, OWNOKK, XXN3HEHHbIN UMK IKE SA
e GTP Details — GTPv2-C + GTP-U gaHHble no PGW y3nam

e Diameter Details — coobuieHna no npunoxxeHnsm, 3agepxkun, watchdog

ABTOMaTM4Yeckas ycTaHoBKa Yyepes AP, nogaepxusatoliee Grafana. AqanTuBHbIA AU3aiiH ANs
MOHWTOPOB COCTOSAHMA LieHTpa ynpaeneHus cetu (NOC) ¢ aBTOOOHOBNEHUEM KaXible 15 ceKyH/I.

5.4 Alertmanager Webhooks

Webhook-nHTepdeinc ons uiterpaumm ¢ niobon cuctemon onoselteHnin: Telegram Bot, Slack,
PagerDuty Events API v2, OpsGenie, Microsoft Teams. OTaensHbin SNMP Trap Sender service
kKoHBepTupyeT Alertmanager webhooks B SNMP v2c traps ¢ Enterprise OID.

6. Cuctema anapmoB

KaTeropuu anapMmos

KpuTuiyHoCcTb Anapmsl OnucaHue Peakuus
HemenneHHas
ePDG Service Down, KOMMOHEHT 3CKanauns:
ePDG High Attach Failure Rate, HEZOCTYTIGH, MACCOBBII Email + SNMP
Critical ePDG PGW Unreachable, ynes, ; Trap +
ePDG_AAA Unreachable, OTka3 COeAMHEHIM, Webhook.

ePDG Diameter Watchdog Timeout

y3)1bl He4OCTYIMHbI

MosTop pas sl
yac




KpuTuyHocTb Anapmsl OnucaHue Peakuus

ePDG High IKEv2 Latency,
ePDG High GTP Latency, Email. MosTop
ePDG_High IKEv2 Error Rate, pa3 B 4 4aca.
ePDG_High GTP Error Rate, MonasnseTcs
ePDG High Memory Usage, npwv HaINYnK
ePDG High CPU Usage, Critical Ha Tom
ePDG Low Disk Space, XK€ KOMMOHeHTe
ePDG _High Error Log Rate

Jerpagaums
NPOV3BOAMNTESIbHOCTH,
aHoOMauu pecypcos

Warning

MonHbik nepevyeHb anapmoB (20+ npasun)

flowchart LR AL["ePDG Alert Rules

20+"] AL --> CR["Critical

5 rules"] AL --> WR["Warning

8 rules"] AL --> INFO["Recording

34 rules"] CR --> C1["Service_Down

availability == 0"] CR --> C2["Attach_Failure_Rate

> 10%"] CR --> C3["PGW_Unreachable
connection_status{s2b} == 0"] CR --> C4["AAA Unreachable
connection_status{swm} == 0"] CR --> C5["Diameter_ Watchdog_Timeout
watchdog_status == 0"] WR --> W1["High_IKEv2_Latency
p95 > 1.0 s"] WR --> W2["High_GTP_Latency

p95 > 0.5 s"] WR --> W3["High_IKEv2_Error_Rate

> 5%"] WR --> W4["High_GTP_Error_Rate

> 5%"] WR --> W5["High_Memory_Usage

> 80%"] WR --> W6["High_CPU_Usage

> 80%"] WR --> W7["Low_Disk Space

< 10%"] WR --> W8["High_Error_Log_Rate

> 10/s"] INFO --> I1["attach_success rate
preaggregated"] INFO --> 12["p95 p99 latency
preaggregated"] INFO --> 13["throughput
preaggregated"]

Mpouecc obpaboTku anapmos

sequenceDiagram participant M as MeTpuka (Prometheus) participant R as Alert Rule (PromQL)
participant AM as Alertmanager participant E as Email (SMTP) participant SG as SNMP Trap Gateway
participant NMS as BHewHasa NMS participant W as Webhook (ChatOps) M->>R: 3Ha4yeHue
npesbiwaeT nopor R->>R: OxungaHue (for: 1-10 MmuH) R->>AM: Alert FIRING AM->>AM: Group by
[alertname, component] AM->>AM: Inhibition check (critical nogasnsieT warning) alt severity =
critical AM->>E: Email [CRITICAL] AM->>SG: Webhook - SNMP Trap SG->>NMS: SNMP v2c Trap (OID
.1.3.6.1.4.1.43823.1.2.X) AM->>W: Webhook (Telegram / PagerDuty) else severity = warning
AM->>E: Email [WARNING] end Note over M,R: MeTpuKa Bo3BpaLLaeTca B HopMy R->>AM: Alert
RESOLVED R->>SG: clear-trap (paired notification) AM->>E: Email [RESOLVED]

OcobeHHOCTH



e Inhibition: Critical-anapmbl aBToOMaTM4eckn nogasnsaoT Warning gnaa Toro »xe KOMNOHeHTa

e Grouping: Anapmsbl rpynnupytotcs no alertname + component ¢ 30-CEKYHAHbIM OKHOM

* Dead time / Hysteresis: napameTtp for ot 1 £o 10 MMHYT npefoTBpaLLAET IOXKHbIE
cpabaTbiBaHMS

e Trap pairing: raise/clear ogHOBpeMeHHbIX cobbiTin ans cootsetcTeua RFC 3877 ALARM-MIB

7. Busyanusaumsa m onepaumoHHble paawbopabl

CoctaB pawboppos

Oawbopp, MaHenu|/Ha3HayeHue
ePDG HoCTynHOCTL cepBuca, KO3I(pPULMNEHT yCneLHoro noakao4YeHus,
Overview 10 KONNYEeCTBO aKTUBHbIX CeaHCOoB, cocTosHMe SWu/SWm/S2b, nponyckHas

CNocobHOCTb Mo UHTepdencam

CoobLeHns B cekyHAy Mo TUnam, rMcTorpaMma npoao/KNTENbHOCTH
IKEv2 Details (10 3aMnpocoB, 3afep)xKa B 95-M NpouUeHTMIE, OWMOKN N0 TUNAM, XU3HEHHbIV
umkn IKE SA

CoobuieHns GTPv2-C no PGW, noBTopHble nepeaayun, ownbkm no Kooy

GTP Details |8 . .
npuynHbl, GTP-U (BOCXOA4AWMA/HUCXOAALMNI KaHaN), HecyLlne

KonuyectBo coobueHunn no npunoxenunsam (SWm/SWx/Se6b),
7 NPOAOJIKUTENIbHOCTb 3aMpoCcoB, COCTOSAHME CTOPOXXEBOIro Tanmepa,
pacnpeneneHne KoaoB pe3ynbTaToB, XPOHONOrns COCTOAHUIN COeANHEHNIA

Diameter
Details

Ov3sanH ona LeHTpa ynpasneHus cetbio (NOC)

flowchart TB NOC["NOC Dashboard Layer"] NOC --> OVER["ePDG Overview

KPI Summary"] NOC --> IKE["IKEv2 Details

Drill-down"] NOC --> GTP["GTP Details

Drill-down"] NOC --> DIA["Diameter Details

Drill-down"] OVER -->|Click attach KPI| IKE OVER -->|Click session count| GTP OVER -->|Click peer
status| DIA

e ABTOOOHOBNEHME: 15-CeKyHAHbIV Nepnos 06HOBNEHNS

e ApanTMBHaA LUBETOBafA CXeMa: 3e/IEHbIN = XENTbIN — KPACHbLIN M0 NOPOroBbIM 3HAYEHUAM
e Drill-down: ot Overview K getaaM3auny 4o KOMMOHEHTa

e Time-range selector: oT 5 MMHyT 80 30 OHen ncTtopun

e JSON provisioning: gawbopabl pa3BopaynBaOTCA aBTOMATUYECKN

8. NnTerpauus B eauHbin ctek EPC Monitoring

€PDG MOHUTOPWHT MNOJIHOCTbIO MHTErPUPOBAH B 0OLLMIA MOHUTOPUHI MAaKeTHOro sapa:

flowchart TB subgraph Common["EanHbin Monitoring Stack"] PROM["Prometheus"] GRAF["Grafana"]
AM["Alertmanager"] end subgraph Sources["AcTo4HMKN MeTpuk EPC"] DPI["FastDPI

:9110"] SMF["SMF /metrics

:9090"] PCEF["fast-pcef /metrics



:9090"] PCRF["FastPCRF"] EPDG["fast-epdg
:9817"] end DPI --> PROM SMF --> PROM PCEF --> PROM PCRF --> PROM EPDG --> PROM PROM -->
GRAF PROM --> AM

OnepaTop NOC Bnaut Bce komnoHeHTbl EPC (DPI, SMF, PCEF, FastPCRF, ePDG) B ogHOM
nHTeppeince Grafana, c eAMHON CUCTEMOIM aNapMOB U MapLUPYyTU3aLMM YBELOMIEHNI Yepe3 04 MH
Alertmanager.

9. NMokpbiTHe MeTpuK no yposHsam OSI

graph LR L1["L1 Physical

NIC counters via system"] L2["L2 Data Link

MAC, VLAN"] L3["L3 Network

IP, IPSec ESP, GTP-U"] L4["L4 Transport

TCP/UDP/SCTP"] L5["L5 Session

GTPv2-C, IKEv2"] L6["L6 Presentation

IKEv2/IPSec encryption, EAP-AKA™] L7["L7 Application

Diameter, service bearer ops"] Operations["Operations

KPI, SLA, Capacity"] CX["CX Level

Subscriber Experience"] L1 --> L2 --> L3 --> L4 --> L5 --> L6 --> L7 --> Operations --> CX style L1
fill:#e74c3c,color: #fff style L2 fill:#e67e22,color: #fff style L3 fill:#f39c12,color: #fff style L4
fill: #2ecc71,color: #fff style L5 fill: #1abc9c,color: #fff style L6 fill:#3498db,color: #fff style L7
fill: #9b59b6,color: #fff style Operations fill:#34495e,color: #fff style CX fill: #2c3e50,color: #fff

[JeTanusauua MeTpuUK no YPOBHAM

Mogenb OSI:
YpoBeHb MeTpuku|lMpumepsbl
L1/L2 Physical / Data . MoKpbiBaeTCs OTAENbHLIM node_exporter / aHanorom Ha
Link ypoBHe OC (He BXoAWT B nepevyeHb MeTpuK ePDG)
L3 Network / IPSec 3 epdg gtpu packets total, epdg gtpu bytes total,
tunnels epdg gtpu errors total — GTP-U data plane
network connection status — TCP K y3nam
L4 Transport 1 (ePdeV%I/_A:A/HOSS)_CO ection status CP K y3na
epdg session ike sa total,
L5 Session 3 epdg session child sa total,
epdg session gtp sessions total
epdg ikev2 messages total,
L6 _ _ 3 epdg_;kevz_request_du ration seconds,
Presentation/Security epdg ikev2 errors total — IKEv2/IPSec wugpoBaHue un
EAP-AKA' ayTeHTU(PUKaums
L7 Application 9 (e(EJ_lc_ngV_Z(?é?zeMteeTrr;_miM()SWm/SWx/S6b, 5 meTpuk), epdg gtp *

OnepaTopCKU YPOBEHb:



YpoBeHb

MeTpuku|lfipumepsl

Operations 11

epdg service availability, epdg service uptime seconds,
epdg app * (3), epdg system * (4), epdg config * (2)

Customer
Experience

epdg service attach duration seconds p95,
epdg service attach total (success rate),
epdg ikev2 request duration seconds p99

YposeHb 9: KauecTBo Bocnpusatusa cepsuca VoWiFi

QoE-uHpukartop

MeTpUKN-UCTOYHUKHN

UuTepnpetauus

Bpems
NOAKNIOYEeHUsA
VoWiFi

epdg service attach duration seconds p95

> 3 cek — aboHeHT
3aMeyaeT 3a4epXKy npu
nepeknoyeHnm Ha WiFi

HenpepbiBHOCTb

epdg session ike sa total delta

Maccosebiin cbpoc > 50
IKE SA = npobnema

cepBuca
LOCTYMHOCTU
YcnewHocTb . . > 5% = npobnema ¢
ayTeHTHUKALMM ePDG High Attach Failure Rate alert rate HSS/AAA y3namu
3apepxka epdg gtp request duration seconds{msg=create-session} > 500 mMC — 3anepxKa
Ha3Ha4YeHus 99 FOTOBHOCTU FOJI0COBOIO
bearer P KaHana
Owubku GTP-U > 0.1% = perpafauus
tunnel epdg gtpu errors_total rate/epdg gtpu packets total KaYeCTBa FON0Ca

IKEv2-HapéxHocTblepdg ikev2 errors total no Tunam

NO_PROPOSAL_CHOSEN /
AUTHENTICATION_FAILED
— npobnemsi ¢ certs / UE

10. CtaHpapThl U COBMECTUMOCTb

3GPP TS 33.402

non-3GPP access

CraHpapr ObnacTtb NMpuMmeHeHue
3GPP TS 29.273 SWx/S6b/SWm MeTononorusa y4éta Diameter-coobuieHnin n
pe3ynbTUPYIOLWNX KOL0B
3GPP TS 24.302 SWu (IKEv2) Onpegenenune IKEV2 TnoB coobLLEHNA N KOLOB
owwmnbok
3GPP security for

MapameTpbl 6e30nacHocTn EAP-AKA' / IKEv2

3GPP TS 23.402

Non-3GPP access
architecture

CTpyKTypa NHTepgencos
(SWu/SWm/SWx/S6b/S2b)

3GPP TS 32.421

Performance
Measurement

MeTogonorus cbopa KPI

3GPP TS 32.409

Performance
measurement charging

CTpyKTypa CHETYNKOB

Tunbl coobleHnn, ysegomneHns o6 owmbkax,

IETF RFC 7296 IKEv2
cocTosHMe SA
IETF RFC 6733 Diameter Command codes, Result-Codes
IETF RFC 4187 EAP-AKA AyTeHTuunkaums 4yepes SIM
IETF RFC 3877 ALARM MIB CtpykTypa Enterprise MIB ons anapmos
IETF RFC 3418 SNMPv2 MIB CoBmecTuMMOCTb SNMP v2c

Prometheus
Exposition Format

Metrics (v0.0.4)

dopMaT 3KCMopTa METPYK

OpenMetrics

CNCF Standard

nepCI'IeKTVIBHaﬂ COBMeCTUMOCTb




11. Mopenb pa3BepTbiIBaHUA

flowchart TB subgraph Host1["Cepsep ePDG"] EPDG["fast-epdg

(VoWiFi gateway)"] PLUGIN["/metrics endpoint

:9817"] EPDG -.-> PLUGIN end subgraph Host2["CepBep MoHMTOpKHra"] PROM["Prometheus"]
GRAF["Grafana"] AM["Alertmanager"] SNMPTRAP["SNMP Trap Sender

(webhook gateway)"] PROM --> GRAF PROM --> AM AM --> SNMPTRAP end subgraph Host3["BHeLuHune
cnctembl"] NMS["OnepaTopckasa NMS

(HP OpenView /

NetAct / Tivoli)"] CHAT["ChatOps

(Telegram / PagerDuty)"] end PLUGIN -->|HTTP :9817/metrics| PROM SNMPTRAP -->|UDP 162| NMS
AM -->|Webhook| CHAT

XapakTepucTuku pa3sBépTbiBaHuUA

MapameTp 3HauyeHue

Metrics footprint WHTerpupoBaHHble (~2 MB memory overhead)
BHewHue 3aBucumMmocTu CamogoctaTtoyHbln nakeT fast-epdg (rpm)
YnpaBneHue fast-epdg.service systemd

KoHdurypauus Cekumsi monitoring B fast-epdg.conf
O6HoBnEeHMne Ob6HoBNeHMe KoOHpUrypauum 6e3 npepbiBaHnsa paboThbl
ocC Linux (RHEL/CentOS 8+, Ubuntu 22.04+)

MopT 9817 TCP (listen 0.0.0.0, HacTpanBaeTcCs)

Bpems pasBépTtbiBaHuA |< 5 MUHYT (enable plugin B config + restart)

BapuaHTbl pa3MeLleHus

e On-premise — nnaruH pabotaeT B agpecHom npocTpaHcTee fast-epdg, HyneBoe noTpebneHune
pecypcos

¢ Co-located Prometheus — Prometheus cobupaeT MmeTpukn c NpunoxxeHus, paboTatoLlero Ha
TOM Xe X0CTe

e LleHTpanusoBaHHbIN — eanHbIN Prometheus cobupaeT co Bcex ePDG y3n08B

12. KoHchurypauumsa sKCcnopTepa MeTpuK

Cekuusi monitoring B fast-epdg.conf:

monitoring {
enabled = yes
listen port = 9817
listen address = 0.0.0.0
update interval = 10

metrics {
ikev2 = yes
gtp = yes

diameter = yes



service = yes
session = yes
app = yes

system = yes

Kaxpas rpynna METPUK MOXET ObITb HE3ABMCMMO BKJIHOYEHA/BbIKNOYEHa 6e3 nepekoMnunaaunn.
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