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MouutopuHr ePDG

KoMnsiekcHas cucteMa MoHuTOpUHra wo3a VoWiFi (ePDG)

1. 0630p pewueHus

Cnctema moHnTopuHra VAS Experts ePDG Monitoring obecneynBaeT NOMAHbIA ONepaunoHHbIN
KOHTPOJIb KoMNoHeHTa fast-epdg — wnto3a VoWiFi (Voice over WiFi), paboTatowero cornacHo 3GPP
TS 29.273 n TS 24.302. LWnio3 obecneymBaeT 3alMLLEHHYIO Nepefady rosioCcoBOro U NakeTHoro
TpaduKa Yepe3 HepoepeHHble kaHanbl Wi-Fi ¢ IPSec/IKEV2 TyHHenmpoBaHuem n nHTerpaumto ¢ EPC-
A0pOM Yepes nHTepgencel SWu, SWm, SWx, S2b, Séb.

PelieHne npenocTaBnseT e4nHY0 NAaTPOpPMy MOHUTOPUHIA 419 ONepaTUBHbLIX CyX6 MoBUILHOrO
onepaTtopa — oT ypoBHA IPSec SA (L3 security) oo KPl aboHeHTCcKoro onbiTa VoWiFi.

Kniouesblie npeunMyLiecTsa

e MOHMTOPUHTI B peasibHOM BpeMeHU — 0OHOBNeHNE MeTpUK Kaxkable 10-15 cekyHz,
HenocpeacTeBeHHoe oTobparkeHne coctosiHma IKE SA / Child SA n GTP-TyHHenen B NOC-
fawbopaax 6e3 oTnoxxeHHom arperaunn (3aece 1 ganee NOC — Network Operation Center,
LEHTpP YNpaBAeHNs CeTblO).

* MpoakTuBHOE OOHapy>xeHue aHoManun — 20+ anapmMoB C aBTOMATMYECKOW 3CKanaumnen no
BaXHOCTU. HepocTynHocTb PGW/AAA, pocT 3apepxek IKEv2, pocT owmbok EAP-AKA' —
LEeTEKTMPYIOTCA A0 TOro, Kak aboHeHThl 3aMeTAaT NpobieMbl CO 3BOHKaMMU.

e OTKpbITbie MHTEepdencol MHTerpauum — Prometheus, SNMP v2c, Alertmanager webhooks,
nogaepxka Grafana. MHTerpaums B cywectsytowyto NMS/OSS nHppacTpykTypy 6€3 Nnpusasku
K BEHO0PY.

¢ MMHMManbHbIe BHELLHUE 3aBUCMMOCTU Ha YPOBHE NJIAarMHOB — BCTPOEHHbLIN /metrics
endpoint B fast-epdg, 6e3 Java, 6e3 JMX, 6e3 BHELHNX areHToB.

e MokpbiTHe Bcero creka SWu - S2b — IKEv2 (SWu), Diameter SWm/SWx/S6b, GTPv2-C (S2b)
n GTP-U data plane — B ogHOM MecTe. 33 MeTpMKK CyMMapHO, NokpbiBatoT control plane n data
plane.

YeTbipéxypoBHEBasA apXMTEKTypa MOHUTOPMUHIA

YpoBeHb KoMnoHeHT TexHonorus

BcTpoeHHbIn /metrics TekcToBbIN hopmaT Prometheus

Cbop (Collection) endpoint fast-epdg nosepx HTTP

JlokanbHoe xpaHeHue, 15-4HeBHOE

XpaHeHume (Storage) Prometheus TSDB
XpaHeHue Nno yMon4yaHuio

Busyanusauusa

(Visualization) Grafana + nognepxka JSON  |ABTo3arpy3ka 4 nawbopnos

Alertmanager + SNMP Trap PromQL rules - webhook - SNMP v2c
Sender trap

CurHanusauums (Alerting)




3. KOMNOHEHTbl U METPUKHU

nOKprTMe MOHUTOPUHIOM

flowchart LR EXP["fast-epdg

/metrics :9817"] EXP --> CFG["Config

2 meTpukn"] EXP --> NET["Network

1 meTpuka"] EXP --> PROTO["Protocols L5-L7
15 meTpuk"] EXP --> SVC["Service KPI

4 meTpukun"] EXP --> SESS["Session State
4 meTpukun"] EXP --> APP["Application

3 meTpukn"] EXP --> SYS["System

4 meTpukn"] PROTO --> IKEV2["IKEV2
SWu — 3"] PROTO --> GTPC["GTPv2-C
S2b — 4"]1 PROTO --> GTPU["GTP-U

S2b data — 3"] PROTO --> DIA["Diameter
SWm/SWx/S6b — 5"]

KonnyecTBeHHbIM 0030p N0 KaTeropmsam

Kon-Bo WUHTepBan
KaTteropus KnioueBble noKa3aTesnu
MeTpUK |onpoca
Config 2 10 c CTaTycC KOHGurypaumm, c4éT4uk reload
Network 1 10 c Cratyc coeanHeHun ¢ ysnamu (PGW/AAA/HSS)
CoobuweHns no Tunam (IKE_SA INIT, IKE_AUTH,
IKEv2 (SWu) 3 10 c CREATE_CHILD SA), omnarpamMma 3aLep>XKu,
oLwmnbKn
GTPv2-C (S2b) 4 10 ¢ CoobuieHns (Create/Modify/Delete Session),
3a4epXXKK, ownbku, peTpaHcnaunm
GTP-U data plane 3 10c Packets/bytes, owmnbkn TyHHenmposaHus
- CoobuieHns no command code (DER/DEA,
Diameter 5 10 c MAR/MAA, AAR/AAA), 3a8epXKKM, OLLIMBKIA
(SWm/SWx/S6b) , » 3a0ep , ,
watchdog, cTaTyc coegnHeHus
MpoueHT yCrneLwHbIX NonbITOK, MMCTOrpamMmma
Service KPI 4 10 c NPOLO/IKUTENBHOCTK, OOCTYNHOCTb CEPBUCA,
Bpems 6e30Tka3HoM paboThl
Session State 4 10 ¢ IKE SA, Child S@, GTP-ceccum, Bcero
noJib3oBaTenen
Application 3 10 ¢ Konn4ecTtBo NOTOKOB, NaMAThb, N0r-coobLeHns
Mo YPOBHAM
System 4 10 ¢ Ytunusaumsa CPU, namaTb, yTuansaumnsa namaTu,
OTKpbITblEe FD
UToro 33
MEeTPUKH

MpuHUUNBI UMEeHOBaHUA

Bce meTpukn nmeloT npedumkc epdg 1 opraHM3oBaHbI N0 nepapxumu:




epdg_

— config * # KoHurypauwns

— network * # CeTeBOW YpOBEHb

— ikev2 * # SWu (IKEv2/IPSec)

— gtp_* # S2b control-plane GTPv2-C

— gtpu * # S2b data-plane GTP-U

—— diameter * # SWm/SWx/S6b

— service * # KPI cepsucos (attach, availability, uptime)
— session * # CoctosHme ceccun (IKE SA, Child SA, GTP,
subscribers)

— app_* # MeTpuku npunoxeHusa (memory, threads, logs)
— system * # CuctemHble meTpukn (CPU, disk, network)

4. NepeuyeHb METPUK

Bce MeTpuKn 3KCNopTUPYOTCA Yepes eauHbln /metrics endpoint B TeKCTOBOM (hopmaTe
Prometheus. iImeHoBaHWe cnepyeT npasunam Prometheus: epdg <rpynna>_ <uma>[ unit], Tun
Counter nmeet cydpdukc total, Histogram — cyppukc seconds/ bytes.

4.1 Config (2)

Nmsa Tvn Ha3HauyeHue
epdg config status Gauge |CtaTyc KOH(urypauum komnoHeHTa (O=error, 1=0k)
epdg config reload total|Counter/C4é€T4MK KOH(OUIYPALIMOHHbIX 3arpy3ok (success/failure)

4.2 Network (1)

Umsa Tun |Ha3HavyeHMe

CtaTtyc TCP/UDP-coeauHeHuns K y3ny (0=down, 1=up)

epdg_network_connection_status|Gauge ~ npumeHseTcsa K PGW (S2b), AAA (SWm), HSS (SWx)

4.3 IKEv2 SWu (3)

Nms Tun Ha3sHauyeHue
CYéTyumk IKEV2 coobweHmnin (IKE_SA INIT /
epdg ikev2 messages total Counter |IKE_AUTH / CREATE_CHILD_SA/
INFORMATIONAL)

PacnpeneneHne BpeMeHu 0TBETa Ha

epdg ikev2 request duration_seconds|Histogram 3anpock! IKEV2

IKEv2 ownbkm (NO_PROPOSAL CHOSEN,
epdg ikev2 errors total Counter |AUTHENTICATION_FAILED,
INVALID_SYNTAX n T1.4.)

4.4 GTPv2-C S2b (4)

Umn Tun Ha3Ha4yeHue

CoobuieHns GTPv2-C (Create/Modify/Delete

epdg gtp messages total Counter Session, Echo)

epdg gtp request duration seconds|Histogram Bpemsi oxxupgaHus 3anpoc - oTBeT




Nmsa Tun Ha3sHauyeHue

epdg gtp errors total Counter |GTP-C owwnbkmn no Cause Code

epdg gtp retransmissions total Counter |lMepeHanpasneHune GTP-C 3anpocos
4.5 GTP-U data plane (3)

Nma Tvun Ha3sHauyeHue

epdg gtpu packets total|Counter|lakeTbl yepe3 GTP-U TyHHenb (uplink/downlink)

epdg gtpu bytes total |Counter|banTbl 4epes GTP-U TyHHenb

epdg gtpu errors _total |Counter/Owwnbkn TyHHennposaHua (TEID mismatch, decap fail)

4.6 Diameter SWm/SWx/S6b (5)

Nma Tun Ha3sHauyeHue

. DER/DEA (SWm), MAR/MAA (SWx),
epdg diameter messages total Counter AAR/AAA (S6b), STR/STA
epdg diameter request duration seconds|Histogram BPeMﬂ OKUAAHNA 3anpoc = OTBET MO

- - - - Diameter
epdg diameter errors total Counter |Owwnbku no Experimental-Result-Code

. Ctatyc DWR/DWA watchdog no y3na
epdg diameter watchdog status Gauge (0=timeout, 1=0k)

. . CraTtyc coeanHeHus no Diameter go
epdg diameter_ connection status Gauge yana (O=disconnected, 1=connected)
4.7 Service KPI (4)

Nma Tun Ha3HavyeHue

epdg service attach total Counter MonbITKK coeanHeHuns (success/failure)
- - - no APN

epdg service attach duration seconds|Histogram p‘”MTerHOCTb coeanrenns (IKE_SA_INIT

- session ready)

epdg service availability Gauge ®nar poctynHoctun (0=down, 1=up)

epdg service uptime seconds Gauge Bpems 0OCTYNHOCTU cepBumCa

4.8 Session State (4)

Nma Tun |Ha3HauyeHue

epdg session ike sa total Gauge|AkTuBHble IKE SA

epdg session child sa total Gauge|AkTuBHble Child SA (IPSec tunnels)

epdg session gtp sessions total|Gauge|AkTuBHble GTP-C ceccum Ha S2b

epdg session subscribers total |Gauge|YHuKanbHble aboHeHTbl (MoakaYéHHble UE)

4.9 Application (3)

Nms Tvn HasHauyeHue
epdg app threads total Gauge |Obuwee 4ncno paboynx NOTOKOB
epdg _app_memory bytes Gauge |MamATb npouecca nNo Tunam

epdg app log messages total Counter

Jlor-coobuieHuns no ypoBHAM
(debug/info/warn/error/fatal)




4.10 System (4)

Nma Tun |Ha3HauyeHue

epdg system cpu usage percent|Gauge 3arpyska CPU

epdg system memory bytes Gauge|CucrtemHasa namMaThb

epdg system disk bytes Gauge|[luckoBoe NPoOCTPaHCTBO
epdg system open fds Gauge|OTKpbITble OnMMcaHna ainios

Tunbl MeTpuK (HaNOMUHaHue)

Tun Ha3HayeHue

Counter |MOHOTOHHO PaCTYLUNA CYETYMK (CoobLLEHNS, OWINBKN, Nepe3arpy3Ku)

Gauge TekyLlee 3Ha4YeHMe (aKTUBHbIE CECCUN, NaMATb, CTaTyC)

Pacrlpe,ueneHme 3HAYEHUN C aBTOMATUYECKNMN cpe3aMun no nHTepBalaM

Histogram
(ONMTEeNbHOCTb, BPEMS XXU3HN)

5. NHTepdencbl MHTerpauum

flowchart LR CORE["VAS Experts

ePDG Monitoring"] CORE --> P["Prometheus
CNCF / OpenMetrics"] CORE --> S["SNMP v2c
EPDG-MIB"] CORE --> G["Grafana

JSON Provisioning"] CORE --> W["Webhooks
ChatOps"] CORE --> AM["Alertmanager

Routing"] P --> P1["Cloud-native NMS

Thanos / Cortex / Mimir"] S --> S1["Legacy NMS
HP OpenView, NetAct

IBM Tivoli"] G --> G1["NOC Wall Displays
Drill-down Analytics"] W --> W1["Telegram / Slack
PagerDuty / OpsGenie"] AM --> AM1["Smart routing
Severity-based"]

5.1 Prometheus (CNCF Standard)

HaTuBHbIn /metrics endpoint Ha nopTy 9817 BcTpoeH B fast-epdg. ®opmaT — CTaHLAPTHbLIN
TekcToBbIA hopmaT Prometheus v0.0.4 (coBmecTum ¢ OpenMetrics). MogaepxxneaeTcs obbeanHeHne
AN1a arperaumm c LeHTpasbHbIM Prometheus onepaTopa; nogaepxka KomaHabl remote_write ans
[oArocpoyHoro xpaHeHusa B Thanos, Cortex, Grafana Mimir.

5.2 SNMP v2c — EPDG-MIB

47 OID nokpesiBatoT SMI-aHanor Prometheus-meTpuk + 14 trap notifications (c napamu raise/clear
cornacHo RFC 3877 ALARM-MIB). CoemecTumocTb ¢ HP OpenView, IBM Tivoli NetCool, Nokia NetAct,
Huawei U2000.

flowchart TB IANA["IANA PEN



enterprises

.1.3.6.1.4.1"] VAS["VAS Experts

.1.3.6.1.4.1.43823

(vas.expert)"] EPDG["EPDG-MIB

.43823.1"] EPC["EPC Monitoring

.43823.100"] IANA --> VAS VAS --> EPDG VAS --> EPC EPDG --> OB]J["epdgObjects
.43823.1.1"] EPDG --> NOTIF["epdgNotifications
.43823.1.2

14 trap types"] EPDG --> CONF["epdgConformance
.43823.1.3"] OBJ --> SERVICE["service .1.1.1

4 0ID"] OBJ --> IKE["ikev2 .1.1.2

6 OID"] OBJ --> GTP["gtp .1.1.3

8 OID"] OBJ --> DIAM["diameter .1.1.4

7 OID"] OBJ --> SESS["sessions .1.1.5

8 OID"] OBJ --> SYS["system .1.1.6

8 OID"] OBJ --> NET["network .1.1.7

6 OID"] NOTIF --> TRAPAGR["7 raise / 7 clear
pairs"]

Mpumepbl SNMP-3anpocos:

# Bce nepeso ePDG
snmpwalk -v2c -c public <host> .1.3.6.1.4.1.43823.1

# Service availability (Gauge 0..1)
snmpget -v2c -c public <host> .1.3.6.1.4.1.43823.1.1.1.1.0

5.3 Grafana

4 noppepxuBalowux JSON pawboppa (35+ naHenen cymMapHo):

e ePDG Overview — goctynHocTb, KPl coeguHeHnn, ceccum, COCToAHNE HTephencos
¢ IKEv2 Details — coobuieHuns, Nnpon3BognMTeNbHOCTb, OWNOKK, XXN3HEHHbIN UMK IKE SA

e GTP Details — GTPv2-C + GTP-U gaHHble no PGW y3nam
e Diameter Details — coobuieHuna no npunoxxeHnsam, 3agepxkun, watchdog

ABTOMaTU4YeCKas yCcTaHoBKa Yepe3 API, noaaepxusatowee Grafana. AjanTuBHbIA AU3aliH Ans
MOHUTOPOB COCTOSIHMS LieHTpa ynpasneHus cetn (NOC) c aBTOOOHOBNIEHNEM Kaxkable 15 cekyHA.

5.4 Alertmanager Webhooks

Webhook-nHTepdenc ons nHterpaumm ¢ nobon cuctemon onoseweHnin: Telegram Bot, Slack,
PagerDuty Events API v2, OpsGenie, Microsoft Teams. OTgenbHbin SNMP Trap Sender service

kKoHBepTupyeT Alertmanager webhooks B SNMP v2c¢ traps ¢ Enterprise OID.



6. Cuctema anapmoB

KaTeropuu anapmos

ePDG High Memory Usage,
ePDG High CPU Usage,

ePDG Low Disk Space,

ePDG High Error Log Rate

aHOMasMK pecypcoB

KpuTuiHocTb Anapmsl OnucaHue Peakuus
HemepnneHHas
ePDG_Service Down, KOMMOHEHT 3CKaslauns:
ePDG_High Attach Failure Rate, HE0CTVHEH. MacCOBbIi Email + SNMP
Critical ePDG_PGW Unreachable, focTyned, _ Trap +
ePDG_AAA Unreachable, O;;ZE'HCeoeéucv_ermir’ Webhook.
ePDG Diameter Watchdog Timeout y pocty MoeTop pa3s B 1
Jac
ePDG High IKEv2 Latency,
ePDG High GTP Latency, Email. MosToOp
ePDG High IKEv2 Error Rate, [lerpanauns pa3 B 4 yaca.
Warni ePDG High GTP Error Rate, pafau MopasnsaeTca
arning NPOU3BOANTENBHOCTMH,

npu HaANYUm
Critical Ha Tom
K€ KOMMOHeHTe

MonHbin nepeyeHb anapmos (20+ npasun)

flowchart LR AL["ePDG Alert Rules

204+"] AL --> CR["Critical

5 rules"] AL --> WR["Warning

8 rules"] AL --> INFO["Recording

34 rules"] CR --> C1["Service_Down

availability == 0"] CR --> C2["Attach_Failure_Rate
> 10%"] CR --> C3["PGW_Unreachable
connection_status{s2b} == 0"] CR --> C4["AAA_Unreachable
connection_status{swm} == 0"] CR --> C5["Diameter_ Watchdog_Timeout

watchdog_status == 0"] WR --> W1["High_IKEv2_Latency

p95 > 1.0 s"] WR --> W2["High_GTP_Latency
p95 > 0.5 s"] WR --> W3["High_IKEv2 Error Rate

> 5%"] WR -->
> 5%"] WR -->

WA4["High_GTP_Error_Rate
W5["High_Memory_Usage

> 80%"] WR --> W6["High_CPU_Usage

> 80%"] WR --> W7["Low_Disk Space

< 10%"] WR --> W8["High_Error_Log_Rate

> 10/s"] INFO --> I1["attach_success rate
preaggregated"] INFO --> 12["p95 _p99 latency
preaggregated"] INFO --> I3["throughput
preaggregated"]

Mpouecc obpaboTku anapmos

sequenceDiagram participant M as MeTpuka (Prometheus) participant R as Alert Rule (PromQL)




participant AM as Alertmanager participant E as Email (SMTP) participant SG as SNMP Trap Gateway
participant NMS as BHewHsas NMS participant W as Webhook (ChatOps) M->>R: 3Ha4yeHue
npesbiwaeT nopor R->>R: Oxupanue (for: 1-10 munH) R->>AM: Alert FIRING AM->>AM: Group by
[alertname, component] AM->>AM: Inhibition check (critical nogasnseT warning) alt severity =
critical AM->>E: Email [CRITICAL] AM->>SG: Webhook = SNMP Trap SG->>NMS: SNMP v2c Trap (OID
.1.3.6.1.4.1.43823.1.2.X) AM->>W: Webhook (Telegram / PagerDuty) else severity = warning
AM->>E: Email [WARNING] end Note over M,R: MeTpuka Bo3BpaLiaeTcs B HOpMy R->>AM: Alert
RESOLVED R->>SG: clear-trap (paired notification) AM->>E: Email [RESOLVED]

OcobeHHOCTH

e Inhibition: Critical-anapmbl aBToMaTuyecku nogasnsaoT Warning Ans Toro e KOMNoHeHTa

e Grouping: Anapmsbl rpynnupytotcs no alertname + component ¢ 30-CEKYHAHbIM OKHOM

e Dead time / Hysteresis: napameTtp for ot 1 1o 10 MMHYT NpefoTBpaLLAET JIOXKHbIE
cpabaTbiBaHMS

e Trap pairing: raise/clear ogHoBpeMeHHbIX cobbITUA Ans cootseTcTBUs RFC 3877 ALARM-MIB

7. Busyanmsauua M onepaumoHHble aawdopabl

CocTaB pawboppos

Oawbopp, NManenu HasHayeHue
ePDG HoCTynHOCTb cepBuca, KOIPPULNEHT yCNeLwHOoro nogkao4YeHuns,
Overview 10 KOJINYECTBO aKTMBHbIX CeaHCOB, cOcToAHME SWu/SWm/S2b, nponyckHas

CcrnocobHOCTb NO MHTepgencam

CoobLieHns B CeKyHAyY MO TUMam, rimcTorpamMmma npoaosKUTESIbHOCTH
IKEv2 Details |10 3anpocos., 3afilepxKa B 95-M npoueHTuNe, OWNOKM MO TUNAM, XXU3HEHHbIN
unkn IKE SA

CoobuieHns GTPv2-C no PGW, noBTopHble nepeaayun, ownbkm no Kooy

GTP Details 8 . y
npuYnHbl, GTP-U (BOCXOA4AWMIA/HUCXOAALLNI KaHaN), HecyLine

KonuyectBo coobuweHun no npunoxeHunam (SWm/SWx/Se6b),
7 NPOAO/MKNTENbHOCTb 3aNpPOoCoOB, COCTOSHME CTOPOXKEBOIr0 TanMepa,
pacnpeneneHne KogoB pe3yibTaToB, XPOHONOrNSA COCTOSHNIN COeANHEHNI

Diameter
Details

Ouzann pna LLentpa ynpasneHnus cetbio (NOC)

flowchart TB NOC["NOC Dashboard Layer"] NOC --> OVER["ePDG Overview

KPI Summary"] NOC --> IKE["IKEv2 Details

Drill-down"] NOC --> GTP["GTP Details

Drill-down"] NOC --> DIA["Diameter Details

Drill-down"] OVER -->|Click attach KPI| IKE OVER -->|Click session count| GTP OVER -->|Click peer
status| DIA

e ABTOOOHOBNEHME: 15-CeKyHaHbIV Nepnos 06HOBNEHNS

e ApanTMBHasA LUBETOBasA CXeMa: 3eJIEHbIN = XENTbIN - KPACHbLIN MO NOPOroBbIM 3HAYEHUAM
e Drill-down: ot Overview K fetanM3auny oo KOMMOHEHTa

e Time-range selector: o1 5 MmuHyT 0o 30 aHen nctopun

¢ JSON provisioning: gawbopabl pa3BopaynBaOTCS aBTOMaTUYECKN



8. UHTerpauuns B eauHbin ctek EPC Monitoring

ePDG MOHWUTOPWHI MOJIHOCTbIO MHTETPUPOBaH B obLnn MOHUTOPWHI NMaKETHOIo A4pa:

flowchart TB subgraph Common["EaunHbin Monitoring Stack"] PROM["Prometheus"] GRAF["Grafana"]
AM["Alertmanager"] end subgraph Sources["cTo4HMKK MeTpuk EPC"] DPI["FastDPI

:9110"] SMF["SMF /metrics

:9090"] PCEF["fast-pcef /metrics

:9090"] PCRF["FastPCRF"] EPDG["fast-epdg

:9817"] end DPI --> PROM SMF --> PROM PCEF --> PROM PCRF --> PROM EPDG --> PROM PROM -->
GRAF PROM --> AM

OnepaTop NOC Bnaut Bce komnoHeHTbl EPC (DPI, SMF, PCEF, FastPCRF, ePDG) B ogHOM
nHTepgence Grafana, c eANHON CUCTEMOM a/lapMOB 1N MapLUPYyTU3aLMNN YBEAOMJIEHUN Yepes3 0auH
Alertmanager.

9. NMokpbiTHe MeTpUK no yposHsaM OSI

graph LR L1["L1 Physical

NIC counters via system"] L2["L2 Data Link

MAC, VLAN"] L3["L3 Network

IP, IPSec ESP, GTP-U"] L4["L4 Transport

TCP/UDP/SCTP"] L5["L5 Session

GTPv2-C, IKEv2"] L6["L6 Presentation

IKEv2/IPSec encryption, EAP-AKA™] L7["L7 Application

Diameter, service bearer ops"] Operations["Operations

KPI, SLA, Capacity"] CX["CX Level

Subscriber Experience"] L1 --> L2 --> L3 --> L4 --> L5 --> L6 --> L7 --> Operations --> CX style L1
fill:#e74c3c,color: #fff style L2 fill:#e67e22,color: #fff style L3 fill:#f39c12,color: #fff style L4
fill:#2ecc71,color: #fff style L5 fill:#1abc9c,color: #fff style L6 fill:#3498db,color: #fff style L7
fill: #9b59b6,color: #fff style Operations fill:#34495e,color: #fff style CX fill: #2c3e50,color: #fff

JeTanusauus METPUK No YPOBHAM

Mogenb OSI:
YpoBeHb MeTpuku|lpumepsbl
L1/L2 Physical / Data . MoKpbiBaeTCs OTAEeNbHbIM node_exporter / aHanorom Ha
Link yposHe OC (He BXOAuMT B nepeyveHb MeTpuk ePDG)
L3 Network / IPSec 3 epdg gtpu packets total, epdg gtpu bytes total,
tunnels epdg gtpu errors total — GTP-U data plane
L4 Transport 1 (eppéjvg\]”:::/ﬁosgl)(_connection_status — TCP K y3nam
epdg session ike sa total,
L5 Session 3 epdg session child sa total,
epdg session gtp sessions total




YpoBeHb

MeTpuku|lfipumepsl

L6

epdg ikev2 messages total,
epdg ikev2 request duration seconds,

(GTPv2-C, 4 meTpukn)

Presentation/Security 3 epdg ikev2 errors total — IKEv2/IPSec wugposaHune un
EAP-AKA' ayTeHTUPUKauma
. ” "
L7 Application 9 epdg diameter * (SWm/SWx/S6b, 5 meTpuk), epdg gtp

OnepaTopCKuin YPOBEHb:

YpoBeHb

MeTpuku|lMpumepsl

Operations 11

epdg service availability, epdg service uptime seconds,
epdg _app_ * (3), epdg_system * (4), epdg config * (2)

Customer
Experience

epdg _service attach duration seconds p95,
epdg service attach total (success rate),
epdg ikev2 request duration seconds p99

YpoBeHb 9: KayectBo BocnpusaTusa cepsuca VoWiFi

QoE-uHpukaTtop

MeTpUKU-UCTOYHUKHN

WHTepnpeTaums

Bpems
NoAKAOYEeHUsA
VoWiFi

epdg_service attach duration_seconds p95

> 3 cek — aboHeHT
3aMeyvaeT 3a4epXKy npu
nepekaoyeHnn Ha WiFi

HenpepbiBHOCTb

epdg _session _ike sa total delta

Maccosbiin cbpoc > 50
IKE SA = npobnema

cepBuca

LOCTYMHOCTM
ycnewHocte ePDG High Attach Failure Rate alert rate > 5% = npabnema ¢
ayTeHTu(uKaumum _Agn_ - - HSS/AAA y3namun
3apepxka epdg_gtp request duration seconds{msg=create-session} > 500 Mc — 3anepxka
Ha3HaYeHusn rFOTOBHOCTU FO/10COBOIO
bearer KaHana

Owunbku GTP-U
tunnel

epdg gtpu errors total rate/epdg gtpu packets total

> 0.1% = perpagaums
KayecTBa rosioca

IKEv2-Hapé>XXHOoCTb

epdg_ikev2 errors total no Tunam

NO_PROPOSAL CHOSEN /
AUTHENTICATION_FAILED
— npobnembl ¢ certs / UE

10. CtaHpapThl U COBMECTUMOCTb

Cranpaprt Obnactb MpumeHeHune
3GPP TS 29.273 SWx/S6b/SWm MeTononorusa y4éta Diameter-coobieHnin n
pe3ynbTUPYLWNX KOLOB
3GPP TS 24.302 SWu (IKEV2) Onpegnenenune IKEV2 TnoB coobLleHnin n Koaos
owmnbok
3GPP security for

3GPP TS 33.402

non-3GPP access

MapameTpbl 6e3onacHocTn EAP-AKA' / IKEV2

3GPP TS 23.402

Non-3GPP access
architecture

CTpyKTypa nHTepdencos
(SWu/SWm/SWx/S6b/S2b)

3GPP TS 32.421

Performance
Measurement

MeTogonorusa cbopa KPI

3GPP TS 32.409

Performance
measurement charging

CTpyKTypa CHETYNKOB

IETF RFC 7296

IKEV2

Tunbl coobueHnin, yBegomneHus ob ownbkax,

cocTosaHume SA




Cranpapr Obnactb MpumeHeHune

IETF RFC 6733 Diameter Command codes, Result-Codes

IETF RFC 4187 EAP-AKA AyTeHTndMKaumna yepes SIM

IETF RFC 3877 ALARM MIB CtpykTypa Enterprise MIB ons anapmos
IETF RFC 3418 SNMPv2 MIB CoBmecTuMocTb SNMP v2c
:;:r:;::‘oenu:ormat Metrics (v0.0.4) dopMaT 3KCnopTa MeTpuK
OpenMetrics CNCF Standard MNepcnekTnBHasA COBMECTUMOCTb

11. Monenb pa3BepTbiBaHUA

flowchart TB subgraph Host1["Cepsep ePDG"] EPDG["fast-epdg
(VoWiFi gateway)"] PLUGIN["/metrics endpoint

:9817"] EPDG -.-> PLUGIN

end subgraph Host2["Cepsep MmoHUTOpUHra"] PROM["Prometheus"]

GRAF["Grafana"] AM["Alertmanager"] SNMPTRAP["SNMP Trap Sender
(webhook gateway)"] PROM --> GRAF PROM --> AM AM --> SNMPTRAP end subgraph Host3["BHewHune
cnctembl"] NMS["OnepaTopckasa NMS

(HP OpenView /

NetAct / Tivoli)"] CHAT["ChatOps
(Telegram / PagerDuty)"] end PLUGIN -->|HTTP :9817/metrics| PROM SNMPTRAP -->|UDP 162| NMS

AM -->|Webhook| CHAT

XapaKTepucTuku pa3sBépTbiBaHuUA

MapamMmeTp

3HavyeHue

Metrics footprint

NHTerpupoBaHHble (~2 MB memory overhead)

BHellHue 3aBUCUMOCTHU

CamopocTtaToyHbI nakeT fast-epdg (rpm)

YnpaBneHue fast-epdg.service systemd

KoHdurypauus Cekuma monitoring B fast-epdg.conf
ObHoBnEeHMe ObHoBNeHMe KoHpUrypaumm 6e3 npepbiBaHnsa paboThbl
ocC Linux (RHEL/CentOS 8+, Ubuntu 22.04+)

MNopT 9817 TCP (listen 0.0.0.0, HacTpaunBaeTCs)

Bpemsa pa3BépTbiBaHUA

< 5 MuHyT (enable plugin B config + restart)

BapuaHTbl pa3MeLleHus

e On-premise — nnarvH paboTaeT B agpecHoM npocTpaHcTBe fast-epdg, Hynesoe noTpebneHne

pecypcoB

e Co-located Prometheus — Prometheus cobupaeT MeTpuKkn C NpUNoXeHus, paboTatoLlero Ha

TOM XKe X0CTe

e LleHTpanusoBaHHbIN — eanHbIN Prometheus cobupaeT co Bcex ePDG y35108B

12. KoHdurypauusa 3KCnopTepa MeTpuk

Cekumna monitoring B fast-epdg.conf:



monitoring {
enabled = yes
listen port = 9817
listen address = 0.0.0.0
update interval = 10

metrics {
ikev2 = yes
gtp = yes

diameter = yes
service = yes
session = yes
app = yes
system = yes

Kaxpas rpynna METPUK MOXET ObITb HE3ABMCMMO BKJIHOYEHA/BbIKNOYEHa 6e3 nepekoMnunaaunn.
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