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MouutopuHr ePDG

KoMnsiekcHas cucteMa MoHuTOpUHra wo3a VoWiFi (ePDG)

1. 0630p pewueHus

Cnctema moHnTopuHra VAS Experts ePDG Monitoring obecneynBaeT NOMAHbIA ONepaunoHHbIN
KOHTPOJIb KoMNoHeHTa fast-epdg — wnto3a VoWiFi (Voice over WiFi), paboTatowero cornacHo 3GPP
TS 29.273 n TS 24.302. LWnio3 obecneymBaeT 3alMLLEHHYIO Nepefady rosioCcoBOro U NakeTHoro
TpaduKa Yepe3 HepoepeHHble kaHanbl Wi-Fi ¢ IPSec/IKEV2 TyHHenmpoBaHuem n nHTerpaumto ¢ EPC-
A0pOM Yepes nHTepgencel SWu, SWm, SWx, S2b, Séb.

PelieHne npenocTaBnseT e4nHY0 NAaTPOpPMy MOHUTOPUHIA 419 ONepaTUBHbLIX CyX6 MoBUILHOrO
onepaTtopa — oT ypoBHA IPSec SA (L3 security) oo KPl aboHeHTCcKoro onbiTa VoWiFi.

Kniouesblie npeunMyLiecTsa

e MOHMTOPUHTI B peasibHOM BpeMeHU — 0OHOBNeHNE MeTpUK Kaxkable 10-15 cekyHz,
HenocpeacTeeHHoe oTobparkeHne cocTtosHma IKE SA / Child SA n GTP-TyHHenen B NOC-
fawbopaax 6e3 oTnoxxeHHom arperaunn (3aece 1 ganee NOC — Network Operation Center,
LEHTpP YNpaBAeHNs CeTblO).

* MpoakTuBHOE OOHapy>xeHue aHoManun — 20+ anapmMoB C aBTOMATMYECKOW 3CKanaumnen no
BaXHOCTU. HepocTynHocTb PGW/AAA, pocT 3apepxek IKEv2, pocT owmbok EAP-AKA' —
LEeTEKTMPYIOTCA A0 TOro, Kak aboHeHThl 3aMeTAaT NpobieMbl CO 3BOHKaMMU.

e OTKpbITbie MHTEepdencol MHTerpauum — Prometheus, SNMP v2c, Alertmanager webhooks,
nogaepxka Grafana. MHTerpaums B cywectsytowyto NMS/OSS nHppacTpykTypy 6€3 Nnpusasku
K BEHO0PY.

¢ MMHMManbHbIe BHELLHUE 3aBUCMMOCTU Ha YPOBHE NJIAarMHOB — BCTPOEHHbLIN /metrics
endpoint B fast-epdg, 6e3 Java, 6e3 JMX, 6e3 BHELHNX areHToB.

e MokpbiTHe Bcero creka SWu - S2b — IKEv2 (SWu), Diameter SWm/SWx/S6b, GTPv2-C (S2b)
n GTP-U data plane — B ogHOM MecTe. 33 MeTpMKK CyMMapHO, NokpbiBatoT control plane n data
plane.

2. ApXxuTeKTypa cMcTeMbl MOHUTOPMUHTA

flowchart TB subgraph DataPlane["Data Plane"] IPSEC["IPSec ESP

IKEv2 SA / Child SA

Kernel xfrm"] GTPU["GTP-U Tunneller

S2b Data

ePDG & PGW"] end subgraph ControlPlane["Control Plane"] IKE["IKEv2 SWu
EAP-AKA' auth"] DIAM["Diameter Client

SWx/SWm/S6b"] GTPC["GTPv2-C S2b

to PGW/SMF"] CTRL["ePDG Controller



Attach/Detach FSM"] end subgraph Collection["C6op mMeTpuk"] PROMEXP["fast-epdg

/metrics endpoint

:9817"] end subgraph Storage["XpaHeHue"] PROM["Prometheus

TSDB

15-day retention"] end subgraph Visualization["Bu3syanusauns"] GRAF["Grafana

4 pawboppaa, 35+ naHenen"] end subgraph Alerting["AnapmuposaHune"] AM["Alertmanager
Routing / Inhibition"] EMAIL["Email SMTP"] SNMPGWI["SNMP Trap Sender

Webhook - Trap gateway"] NMS["BHewwHsa NMS

SNMP v2c UDP/162"] WH["Webhooks

Telegram / PagerDuty"] end IKE --> PROMEXP IPSEC --> PROMEXP GTPC --> PROMEXP GTPU -->
PROMEXP DIAM --> PROMEXP CTRL --> PROMEXP PROMEXP --> PROM PROM --> GRAF PROM --> AM
AM --> EMAIL AM --> SNMPGW SNMPGW --> NMS AM --> WH

YeTblpéXypoBHEBAsA apXMTEKTypa MOHUTOPMHIA

YpoBeHb KoMnoHeHT TexHonorus

. BcTpoeHHbin /metrics TekcToBbIN hopmaT Prometheus
C6op (Collection) endpoint fast-epdg nosepx HTTP
XpaHeHue (Storage) Prometheus TSDB JlokaneHoe xparerue, 1>-aHesHoe

XpaHeHne Mo YMOHYaHUIo

Busyanusauus

(Visualization) Grafana + nognepxka JSON  |ABTo3arpy3ka 4 nawbopnos

Alertmanager + SNMP Trap PromQL rules » webhook - SNMP v2c

CurHanusaums (Alerting) Sender trap

3. KOMNOHEHTbl U METPUKHU

MoKpbiTUE MOHUTOPUHIOM

flowchart LR EXP["fast-epdg

/metrics :9817"] EXP --> CFG["Config

2 meTpukn"] EXP --> NET["Network

1 meTpmka"] EXP --> PROTO["Protocols L5-L7
15 meTpuk"] EXP --> SVC["Service KPI

4 meTpukun"] EXP --> SESS["Session State
4 meTpukn"] EXP --> APP["Application

3 meTpukn"] EXP --> SYS["System

4 meTpukn"] PROTO --> IKEV2["IKEV2
SWu — 3"] PROTO --> GTPC["GTPv2-C
S2b — 4"] PROTO --> GTPU["GTP-U

S2b data — 3"] PROTO --> DIA["Diameter
SWm/SWx/S6b — 5"]

KonnyecTBeHHbIH 0030p N0 KaTeropmam

Kon-Bo WUHTepBan

KaTteropus
MeTpUK |onpoca

KniouyeBble noKa3saTtenm

Config 2 10 c CTaTycC KOH(urypaumm, cHETHKK reload

Network 1 10 c CtaTyc coeanHeHun c ysnamm (PGW/AAA/HSS)




Kon-Bo NHTepBan
KaTeropus KniouyeBble noKkasaTenu
MeTpMK |onpoca
CoobuweHns no Tunam (IKE_SA INIT, IKE_AUTH,
IKEv2 (SWu) 3 10 c CREATE_CHILD SA), pmnarpaMMa 3afepxKu,
oLwmnbKn
GTPv2-C (S2b) 4 10 ¢ CoobuieHuns (Create/Modify/Delete Session),
3aepXKK, ownbKn, peTpaHcasaLmm
GTP-U data plane 3 10c Packets/bytes, ownbky TyHHeNMpoBaHMA
Diameter CoobuieHns no command code (DER/DEA,
(SWm/SWx/S6b) 5 10 c MAR/MAA, AAR/AAA), 3aep>XKu, onbKu,
watchdog, cTaTyc coegnHeHus
MpoLueHT yCrneLHbIX NonbITOK, TMCTOrpamMmma
Service KPI 4 10 c NPOAO/IKUTENBHOCTK, OOCTYNHOCTL CEPBUCA,
Bpems 6e30TKa3HoM paboThl
Session State 4 10 ¢ IKE SA, Child S@, GTP-ceccum, Bcero
noJsib3oBaTenemn
Application 3 10 ¢ Konn4ecTtBo NOTOKOB, NaMAThb, N0r-coobLeHns
MO YPOBHAM
System 4 10 YTunusaumsa CPU, namaTb, yTuamMsaumnsa namaTu,
OTKpbITble FD
UToro 33
MEeTPUKH

MpuHUUNBI UMEeHOBaHUA

Bce meTpukn nmeloT npedumkc epdg 1 opraHn3oBaHbI N0 nepapxumu:

epdg_

— config *
— network *
— ikev2 *
— gtp *

— gtpu *
—— diameter *
— service *
—— session *
subscribers)
— app_*

— system *

HoH OH KRR B ®

H H

4. NepeyeHb MeTPUK

KoHurypaums

CeTeBOWN ypOBEHb

SWu (IKEv2/IPSec)

S2b control-plane GTPv2-C
S2b data-plane GTP-U
SWm/SWx/S6b
KPI cepsucoB (attach, availability, uptime)
CocTosHume ceccun (IKE SA, Child SA, GTP,

MeTpukn npunoxexHns (memory, threads, logs)
CuctemHble meTpukn (CPU, disk, network)

Bce MeTpuKn 3KCnopTUpYyOTCA Yepes eauHbln /metrics endpoint B TeKCTOBOM (hopmaTe
Prometheus. iImeHoBaHWe cnepyeT npasunam Prometheus: epdg <rpynna>_<wuma>[ unit], Tun
Counter nmeet cyddukc total, Histogram — cyppukc seconds/ bytes.




4.1 Config (2)

Nma Tvun Ha3HayeHue
epdg config status Gauge |CtaTycC KOH(urypaumm komnoHeHTa (O=error, 1=0k)
epdg config reload total|Counter/C4éT4MK KOH(UIYpaLMOHHbIX 3arpy3ok (success/failure)

4.2 Network (1)

Umna Tun |Ha3HauyeHue

CraTtyc TCP/UDP-coeguHeHus K y3ny (0=down, 1=up)

epdg_network connection_status|Gauge| npUMensieTcs k PGW (S2b), AAA (SWm), HSS (SWx)

4.3 IKEv2 SWu (3)

Nms Tun Ha3sHauyeHue
CYéTyumk IKEv2 coobeHmnn (IKE_SA_INIT /
epdg ikev2 messages total Counter |IKE_AUTH / CREATE_CHILD_SA /
INFORMATIONAL)

PacnpefeneHne BpeMeHy 0TBETa Ha

epdg ikev2 request duration seconds|Histogram 3anpochi IKEV2

IKEv2 ownbkm (NO_PROPOSAL_CHOSEN,
epdg ikev2 errors total Counter |AUTHENTICATION_FAILED,
INVALID_SYNTAX n T.4.)

4.4 GTPv2-C S2b (4)

NUmsa Tun HasHa4yeHue

CoobuieHns GTPv2-C (Create/Modify/Delete

epdg gtp messages total Counter Session, Echo)

epdg gtp request duration seconds|Histogram Bpems oxugaHus 3anpoc - oTeeT

epdg gtp errors total Counter |GTP-C owwnbkmn no Cause Code

epdg gtp retransmissions total Counter |lMepeHanpaBneHne GTP-C 3anpocos

4.5 GTP-U data plane (3)

Nmsa Tun Ha3HauyeHue

epdg gtpu packets total|Counter|lakeTbl Yepe3 GTP-U TyHHenb (uplink/downlink)

epdg gtpu bytes total |Counter|banTbl 4epe3 GTP-U TyHHENb

epdg gtpu errors total |Counter/Owunbkn TyHHenuposaHus (TEID mismatch, decap fail)

4.6 Diameter SWm/SWx/S6b (5)

Umn Tun Ha3Ha4yeHue

DER/DEA (SWm), MAR/MAA (SWx),

epdg diameter messages total Counter AAR/AAA (S6b), STR/STA

epdg diameter request duration seconds|/Histogram BPeMH OKIAGHNA 3aNpoC = OTBET MO
Diameter

epdg diameter errors total Counter |Owwnbku no Experimental-Result-Code

Ctatyc DWR/DWA watchdog no y3na

epdg diameter watchdog status Gauge (0=timeout, 1=0k)




Nmsa Tun Ha3HauyeHue
. . CraTtyc coeanHeHmsa no Diameter go
epdg diameter connection status Gauge yana (O=disconnected, 1=connected)
4.7 Service KPI (4)
Nma Tun Ha3HavyeHue
epdg service attach total Counter MonbITKK coeanHeHmna (success/failure)
- - - no APN
epdg service attach duration secondsHistogramﬂ”MTerHOCTbcoeMHEHMH(IKE—SA—INIT
- - — — - session ready)
epdg service availability Gauge ®nar goctynHocTtu (0=down, 1=up)
epdg service uptime seconds Gauge Bpems OCTYNHOCTU cepBumCa
4.8 Session State (4)
Nma Tun |Ha3HauyeHue
epdg session ike sa total Gauge|AkTuBHble IKE SA
epdg session child sa total Gauge|AkTuBHble Child SA (IPSec tunnels)
epdg session gtp sessions total|Gauge|AkTuBHble GTP-C ceccum Ha S2b
epdg session subscribers total |Gauge|YHuKanbHble aboHeHTbl (Moaka4YéHHble UE)
4.9 Application (3)
Nma Tun Ha3HauyeHue
epdg app threads total Gauge |Obuwee 4ncno paboynx NOTOKOB
epdg _app_memory bytes Gauge |[[MamATb Npouecca no Tunam
Jlor-coobLeHns no ypoBHSM
epdg app log messages total Counter (debug/info/warn/error/fatal)

4.10 System (4)

Tun

Ha3sHayeHue

epdg system cpu usage percent

Gauge

3arpyska CPU

epdg system memory bytes

Gauge

CucteMHast NnaMaTb

epdg system disk bytes

Gauge

[nckoBoe NpoCTPaHCTBO

epdg system open fds

Gauge

OTKpbITblE ONMCaHns annos

Tunbl MeTpUK (HaNOMUHaHue)

Tun Ha3sHauyeHue

Counter |MOHOTOHHO pPacTyLWM CHETYMK (CcoobLLEeHNS, OWNOKIM, Nnepe3arpysKku)

Gauge TekyLlee 3Ha4yeHne (aKTUBHbIE CECCUN, NAaMATb, CTaTyC)

HistogramPacnpeueneHme3HaquM|7|(:aBTOMaTVILleCKMMVIcpe3aMV|r1ov|HTepBanaM
(BNNTEeNbHOCTb, BPEMS XU3HN)

5. UHTepchencobl MHTEerpauum




flowchart LR CORE["VAS Experts

ePDG Monitoring"] CORE --> P["Prometheus
CNCF / OpenMetrics"] CORE --> S["SNMP v2c
EPDG-MIB"] CORE --> G["Grafana

JSON Provisioning"] CORE --> W["Webhooks
ChatOps"] CORE --> AM["Alertmanager

Routing"] P --> P1["Cloud-native NMS

Thanos / Cortex / Mimir"] S --> S1["Legacy NMS
HP OpenView, NetAct

IBM Tivoli"] G --> G1["NOC Wall Displays
Drill-down Analytics"] W --> W1["Telegram / Slack
PagerDuty / OpsGenie"] AM --> AM1["Smart routing
Severity-based"]

5.1 Prometheus (CNCF Standard)

HaTtusHbIn /metrics endpoint Ha nopTy 9817 BCTpoeH B fast-epdg. ®opmaT — CTaHOAPTHbLIN
TekcToBbIN popMmaT Prometheus v0.0.4 (coBmecTum ¢ OpenMetrics). MoaaepxneaeTcs 0bbeanHeHne
LN19 arperaumm ¢ LeHTpasbHbIM Prometheus onepaTopa; nogaepxka KoMmaHabl remote_write ans
[oArocpoyHoro xpaHeHus B Thanos, Cortex, Grafana Mimir.

5.2 SNMP v2c — EPDG-MIB

47 OID nokpbiBatoT SMI-aHanor Prometheus-meTpuk + 14 trap notifications (c napamu raise/clear
cornacHo RFC 3877 ALARM-MIB). CoemecTumocTb ¢ HP OpenView, IBM Tivoli NetCool, Nokia NetAct,
Huawei U2000.

flowchart TB IANA["IANA PEN

enterprises

.1.3.6.1.4.1"] VAS["VAS Experts

.1.3.6.1.4.1.43823

(vas.expert)"] EPDG["EPDG-MIB

.43823.1"] EPC["EPC Monitoring

.43823.100"] IANA --> VAS VAS --> EPDG VAS --> EPC EPDG --> OB]J["epdgObjects
.43823.1.1"] EPDG --> NOTIF["epdgNotifications
.43823.1.2

14 trap types"] EPDG --> CONF["epdgConformance
.43823.1.3"] OBJ --> SERVICE["service .1.1.1

4 OID"] OB) --> IKE["ikev2 .1.1.2

6 OID"] OBJ --> GTP["gtp .1.1.3

8 0ID"] OBJ --> DIAM["diameter .1.1.4

7 OID"] OBJ --> SESS["sessions .1.1.5

8 OID"] OBJ --> SYS["system .1.1.6

8 OID"] OBJ --> NET["network .1.1.7

6 OID"] NOTIF --> TRAPAGR["7 raise / 7 clear
pairs"]

Mpumepbl SNMP-3anpocos:



# Bce gepeso

snmpwalk -v2c -c public

ePDG
host

# Service availability (Gauge 0..1)

snmpget -v2c -c public

5.3 Grafana

host

.1.3.6.1.4.1.43823.1

.1.3.6.1.4.1.43823.1.1.1.1.0

4 noppepxuBalowux JSON pawboppa (35+ naHenen cymMapHo):

e ePDG Overview — goctynHocTb, KPl coeguHeHUn, ceccum, COCTOAHNE HTepencos
e IKEv2 Details — coobuieHuns, Nnpon3BognMTeNbHOCTb, OWNOKK, XXN3HEHHbIN UMK IKE SA
e GTP Details — GTPv2-C + GTP-U gaHHble no PGW y3nam

e Diameter Details — coobuieHuna no npunoxxeHnsam, 3agepxkun, watchdog

ABTOMaTM4yecKasa ycTaHoBKa Yepe3 API, nogaepxusatulee Grafana. AGanTvBHbIA AW3alH 4Na
MOHUTOPOB COCTOAHNSA LieHTpa ynpasneHnsa ceTn (NOC) c aBToobHOBNEHEM Kaxable 15 CeKyHa,.

5.4 Alertmanager Webhooks

Webhook-nHtepdenc ans nHterpaunm ¢ ntobon cmctemon onoselleHnin: Telegram Bot, Slack,
PagerDuty Events API v2, OpsGenie, Microsoft Teams. OTgenbHbin SNMP Trap Sender service
KoHBepTupyeT Alertmanager webhooks 8 SNMP v2c¢ traps ¢ Enterprise OID.

6. Cuctema anapmoB

KaTeropuu anapmMmos

ePDG High Memory Usage,
ePDG High CPU Usage,

ePDG Low Disk Space,
ePDG_High Error Log Rate

aHOMaNnn pecypcos

KpuTuiyHocTb Anapmbl OnucaHue Peakuus
HemepnneHHas
ePDG_Service Down, KOMMOHEHT 3CKanauus:
ePDG_High Attach Failure Rate, HE0CTYHEH. MacCOBbIi Email + SNMP
Critical ePDG_PGW Unreachable, flocTyneH, 8 Trap +
ePDG_AAA Unreachable, Olﬁcheoe(fcﬁHinmr' Webhook.
ePDG Diameter Watchdog Timeout y focty MoeTOp pas B 1
yac
ePDG_High IKEv2 Latency,
ePDG_High GTP Latency, Email. MosTop
ePDG_High IKEv2 Error Rate, [lerpagauns pa3 B 4 4aca.
. ePDG _High GTP Error Rate, panal MopaBnaeTcs
Warning - Y. = npon3BOANTENBHOCTH,

npwv HaANYnm
Critical Ha Tom
KEe KOMMOHEeHTe

MonHbik nepevyeHb anapmoB (20+ npasun)




flowchart LR AL["ePDG Alert Rules

20+"] AL --> CR["Critical

5 rules"] AL --> WR["Warning

8 rules"] AL --> INFO["Recording

34 rules"] CR --> C1["Service_Down

availability == 0"] CR --> C2["Attach_Failure_Rate

> 10%"] CR --> C3["PGW_Unreachable
connection_status{s2b} == 0"] CR --> C4["AAA_Unreachable
connection_status{swm} == 0"] CR --> C5["Diameter_Watchdog_Timeout
watchdog status == 0"] WR --> W1["High IKEv2 Latency
p95 > 1.0 s"] WR --> W2["High_GTP_Latency

p95 > 0.5 s"] WR --> W3["High_IKEv2 Error Rate

> 5%"] WR --> W4["High_GTP_Error_Rate

> 5%"] WR --> W5["High_Memory_Usage

> 80%"] WR --> W6["High_CPU_Usage

> 80%"] WR --> W7["Low_Disk Space

< 10%"] WR --> W8["High_Error_Log_Rate

> 10/s"] INFO --> I1["attach_success rate
preaggregated"] INFO --> 12["p95 p99 latency
preaggregated"] INFO --> I3["throughput
preaggregated"]

Mpouecc obpaboTku anapmos

sequenceDiagram participant M as MeTpuka (Prometheus) participant R as Alert Rule (PromQL)
participant AM as Alertmanager participant E as Email (SMTP) participant SG as SNMP Trap Gateway
participant NMS as BHewHas NMS participant W as Webhook (ChatOps) M->>R: 3Ha4yeHue
npesblwaeT nopor R->>R: Oxupanue (for: 1-10 MunH) R->>AM: Alert FIRING AM->>AM: Group by
[alertname, component] AM->>AM: Inhibition check (critical nogasnseT warning) alt severity =
critical AM->>E: Email [CRITICAL] AM->>SG: Webhook - SNMP Trap SG->>NMS: SNMP v2¢ Trap (OID
.1.3.6.1.4.1.43823.1.2.X) AM->>W: Webhook (Telegram / PagerDuty) else severity = warning
AM->>E: Email [WARNING] end Note over M,R: MeTpuka Bo3BpaLiaeTcs B HOpMy R->>AM: Alert
RESOLVED R->>SG: clear-trap (paired notification) AM->>E: Email [RESOLVED]

OcobeHHOCTH

¢ Inhibition: Critical-anapmbl aBToOMaTM4eckn nogasnsaoT Warning gna Toro »xe KOMNOHeHTa

e Grouping: Anapmsbl rpynnupytotcs no alertname + component ¢ 30-CEKYHAHbIM OKHOM

e Dead time / Hysteresis: napameTtp for ot 1 o 10 MMHYT NpefoTBPaLLAET JIOXKHbIE
cpabaTbiBaHMS

e Trap pairing: raise/clear ogHoBpeMeHHbIX cobbITuiA ans cootseTcTBUs RFC 3877 ALARM-MIB

7. Busyanmsauuma m onepaumoHHble aawdopabl

CocTaB pawboppos



Oawboppn, MNanenu Ha3sHauyeHune

JOCTYNHOCTb cepBmca, KO3MMULIMEHT YCNELIHOr0 NOAKOYEHMS,

ePDG
Overview 10 KONMYEeCTBO aKTUBHbIX CEAHCOB, cOCTosHMe SWu/SWm/S2b, nponyckHas
CNocobHOCTb MO UHTepgencam
CoobLeHns B CEKyHAY MO TUMaMm, FTMCTOrpaMMa NpPoao/HKUTENbHOCTH
IKEv2 Details |10 3aMnpocoB, 3afep>XKa B 95-M NpouUeHTMAE, OWMBKN NO TUNAM, XU3HEHHbI

unkn IKE SA

CoobuieHns GTPv2-C no PGW, noBTopHbIe nepeaayn, owmnbku no kogy

GTP Details 8 . y
npuynHbl, GTP-U (BoCXoaAWMN/HUCXOAAWNIA KaHan), HecyLme

KonuyectBo coobweHuin no npunoxeHnsam (SWm/SWx/Seéb),
7 NPOLO/MKUTENbHOCTb 3aNpPOCOB, COCTOSHME CTOPOXKEBOIro TanMepa,
pacnpegefieHne KogoB pe3ysibTaToB, XPOHOJIOM NS COCTOAHUIN COeAUHEHNI

Diameter
Details

Ov3sanH ona LeHTpa ynpasneHus cetbio (NOC)

flowchart TB NOC["NOC Dashboard Layer"] NOC --> OVER["ePDG Overview

KPI Summary"] NOC --> IKE["IKEv2 Details

Drill-down"] NOC --> GTP["GTP Details

Drill-down"] NOC --> DIA["Diameter Details

Drill-down"] OVER -->|Click attach KPI| IKE OVER -->|Click session count| GTP OVER -->|Click peer
status| DIA

e ABTOOOHOBNEHMeE: 15-CeKyHaHbI Nnepuon 06HOBNEHNS

e ApanTUBHaA LBETOBaA CXeMa: 3€/1EHbIN = XENTbIN = KPaCHbIA N0 NOPOroBbIM 3HAYEHUSAM
¢ Drill-down: ot Overview K geTann3auum 40 KOMMNOHEHTA

e Time-range selector: o1 5 MMHyT 80 30 aHen ncTopun

¢ JSON provisioning: gawbopabl pa3BopaynBalOTCA aBTOMATUYECKN

8. UuTerpauus B eauHbin ctek EPC Monitoring

€PDG MOHWUTOPUHT MOJIHOCTbIO UHTErPUPOBAH B OOLLUIA MOHUTOPUHI MAKETHOro Sapa:

flowchart TB subgraph Common["EguHein Monitoring Stack"] PROM["Prometheus"] GRAF["Grafana"]
AM["Alertmanager"] end subgraph Sources["AcTo4HMKK MeTpuk EPC"] DPI["FastDPI

:9110"] SMF["SMF /metrics

:9090"] PCEF["fast-pcef /metrics

:9090"] PCRF["FastPCRF"] EPDG["fast-epdg

:9817"] end DPI --> PROM SMF --> PROM PCEF --> PROM PCRF --> PROM EPDG --> PROM PROM -->
GRAF PROM --> AM

Onepatop NOC Bnaut Bce komnoHeHTbl EPC (DPI, SMF, PCEF, FastPCRF, ePDG) B ogHOM
nHTepdence Grafana, c eAMHON CUCTEMONM aNapMOB U MapLUPYyTU3aLMM YBELOMIEHNI Yepe3 04 MH
Alertmanager.



9. NMokpbiTHe MeTpuK no yposHsaM OSI

graph LR L1["L1 Physical

NIC counters via system"] L2["L2 Data Link
MAC, VLAN"] L3["L3 Network

IP, IPSec ESP, GTP-U"] L4["L4 Transport

TCP/UDP/SCTP"] L5["L5 Session
GTPv2-C, IKEv2"] L6["L6 Presentation
IKEv2/IPSec encryption, EAP-AKA™] L7["L7 Application
Diameter, service bearer ops"] Operations["Operations
KPI, SLA, Capacity"] CX["CX Level
Subscriber Experience"] L1 --> L2 --> L3 --> L4 --> L5 --> L6 --> L7 --> Operations --> CX style L1
fill:#e74c3c,color: #fff style L2 fill:#e67e22,color: #fff style L3 fill: #f39¢c12,color: #fff style L4
fill:#2ecc71,color: #fff style L5 fill: #1abc9c,color: #fff style L6 fill:#3498db,color: #fff style L7

fill: #9b59b6,color: #fff style Operations fill:#34495e,color: #fff style CX fill: #2c3e50,color: #fff

JeTanusauus METPUK No YPOBHAM

Mopgenb OSI:
YpoBeHb MeTpuku|lpumepsbl
L1/L2 Physical / Data . MokpbiBaeTCs OTAEeNbHLIM node_exporter / aHanorom Ha
Link ypoBHe OC (He BXoAWT B NepevyeHb MeTpuK ePDG)
L3 Network / IPSec 3 epdg gtpu packets total, epdg gtpu bytes total,
tunnels epdg gtpu errors total — GTP-U data plane

epdg network connection status — TCPK
L4 Transport 1 y3nam(PGW/AAATHSS)

epdg session ike sa total,
L5 Session 3 epdg session child sa total,

epdg session gtp sessions total

epdg ikev2 messages total,
L6 3 epdg ikev2 request duration seconds,
Presentation/Security epdg ikev2 errors total — IKEv2/IPSec wungposaHue un

EAP-AKA' ayTeHTU(DMKaLNA

S epdg diameter * (SWm/SWx/S6b, 5 meTpuk), epdg gtp *
L7 Application ? (GTPv2-C, 4 meTpuKn)
OnepaTopCcKum ypoBeHb:
YpoBeHb MeTpuku|lMpumepsl
. epdg service availability, epdg service uptime seconds,
Operations 11 epdg_app_ * (3), epdg_system * (4), epdg config * (2)
epdg _service attach duration seconds p95,
Customer .
Experience epdg_§e rv1ce_attach_tota} (success rate),
epdg ikev2 request duration seconds p99

YpoBeHb 9: KayectBo BocnpusaTusa cepsuca VoWiFi




QoE-uHpgukartop

MeTpUKN-UCTOYHUKHN

WHTepnpeTaums

Bpems
NOAKNOYEeHUs
VoWiFi

epdg _service attach duration seconds p95

> 3 cek — aboHeHT
3aMevaeT 3a4epXKy npu
nepekntoyeHnn Ha WiFi

HenpepbiBHOCTb
cepBuca

epdg session ike sa total delta

MaccoBbiin cbpoc > 50
IKE SA = npobnema

LOCTYMHOCTU
ycneuwnocte ePDG High Attach Failure Rate alert rate > 5% = npobnema ¢
ayTeHTU(UKaumum e - - HSS/AAA y3namu
3apepxka epdg _gtp request duration seconds{msg=create-session} > 500 mC — 3anepxka
Ha3Ha4YeHus FOTOBHOCTU FOJI0COBOO
bearer KaHana

Owunbku GTP-U
tunnel

epdg gtpu_errors_totalrate/epdg gtpu packets total

> 0.1% = perpagauus
Ka4yecTBa rosoca

IKEv2-HapéXXHoCTb

epdg ikev2 errors total no Tunam

NO_PROPOSAL CHOSEN /
AUTHENTICATION_FAILED
— npobnemsi ¢ certs / UE

10. CtaHpapThl U COBMECTUMOCTb

3GPP TS 33.402

non-3GPP access

Cranpapt ObnacTb MpuMmeHeHune
3GPP TS 29.273 SWx/S6b/SWm MeTogonorus y4éta Diameter-coobuieHunin un
pe3ynbTUPYILWNX KOLOB
3GPP TS 24.302 SWu (IKEv2) Onpegnenenue IKEv2 Tnnos cooblieHnin n kogos
owmnbok
3GPP security for

MapameTpbl 6e3onacHocTn EAP-AKA' / IKEV2

3GPP TS 23.402

Non-3GPP access
architecture

CTpyKTypa NHTepgencos
(SWu/SWm/SWx/S6b/S2b)

3GPP TS 32.421

Performance
Measurement

MeTogonorus cbopa KPI

3GPP TS 32.409

Performance
measurement charging

CTpyKTypa CHETYNKOB

Tunbl coobweHnn, ysegomneHns o6 owmbkax,

IETF RFC 7296 IKEv2
cocTosiHne SA
IETF RFC 6733 Diameter Command codes, Result-Codes
IETF RFC 4187 EAP-AKA AyTeHTuurkaums 4yepes SIM
IETF RFC 3877 ALARM MIB CtpykTypa Enterprise MIB ons anapmos
IETF RFC 3418 SNMPv2 MIB CosmecTumocTb SNMP v2c

Prometheus

Exposition Format

Metrics (v0.0.4)

®opmMaT 3KCnopTa METPUK

OpenMetrics

CNCF Standard

lNepcnekTBHas COBMeCTUMOCTb

11. Mopenb pa3BeépTbiIBaHUA

flowchart TB subgraph Host1["Cepsep ePDG"] EPDG["fast-epdg
(VoWiFi gateway)"] PLUGIN["/metrics endpoint
:9817"] EPDG -.-> PLUGIN end subgraph Host2["Cepsep MmoHuTOpuHra"] PROM["Prometheus"]
GRAF["Grafana"] AM["Alertmanager"] SNMPTRAP["SNMP Trap Sender
(webhook gateway)"] PROM --> GRAF PROM --> AM AM --> SNMPTRAP end subgraph Host3["BHeLluHune
cuctembl"] NMS["OnepaTopckas NMS



(HP OpenView /

NetAct / Tivoli)"] CHAT["ChatOps

(Telegram / PagerDuty)"] end PLUGIN -->|HTTP :9817/metrics| PROM SNMPTRAP -->|UDP 162| NMS
AM -->|Webhook| CHAT

XapaKTepucTuku pa3sBépTbiBaHuUA

MapameTp 3HayeHue

Metrics footprint NHTerpmnpoBaHHble (~2 MB memory overhead)
BHewwHune 3aBucumoctTu|CamoaoctaTouHbln naket fast-epdg (rpm)
YnpaBneHue fast-epdg.service systemd

KoHdurypauus Cekuma monitoring B fast-epdg.conf
ObHoBnEeHMue ObHoBneHMe KOoH(Urypaumm 6e3 npepbiBaHnsa paboTbl
oC Linux (RHEL/CentOS 8+, Ubuntu 22.04+)

MNopT 9817 TCP (listen 0.0.0.0, HacTpamnBaeTcs)

Bpemsa pa3BépTtbiBaHuA |< 5 MuHYT (enable plugin B config + restart)

BapuaHTbl pa3MeLwneHus

e On-premise — nnaruH paboTtaeT B aapecHOM npocTpaHcTee fast-epdg, HyneBoe noTpebneHune
pecypcos

¢ Co-located Prometheus — Prometheus cobupaeT MmeTpukn ¢ NnpuNoxeHus, paboTatoLiero Ha
TOM Xe X0CTe

e LLleHTpanusoBaHHbIN — eaunHbI Prometheus cobnpaeT co Bcex ePDG y35108B

12. KoHdurypauusa sKcnopTeépa MeTpuk

Cekuna monitoring B fast-epdg.conf:

monitoring {
enabled = yes
listen port = 9817
listen address = 0.0.0.0
update interval = 10

metrics {
ikev2 = yes
gtp = yes

diameter = yes
service = yes
session = yes
app = yes
system = yes

}

Kaxxzas rpynna MeTpuk MoXeT OblTb HE3aBUCMMO BKJIIOYEHA/BbLIK/IOYEHA 6€3 NepeKkoMnuasLuN.
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