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NepevyeHb MeTPUK

Bce MeTpuKm akCcnopTupyoTCs Yepes egmHeln /metrics endpoint B TekCTOBOM hopmaTe
Prometheus. iImeHoBaHWe cnenyeT npasuiam Prometheus: epdg <rpynna> <umsa>[ unit], Tun
Counter nmeet cydpdukc total, Histogram — cypukc seconds/ bytes.

1. Config (2)

Nmna Tvn Ha3HauyeHue
epdg config status Gauge |CtaTyc KOH(urypaumm komnoHeHTa (0=error, 1=0k)
epdg config reload total|Counter/C4éT4MK KOH(UIYpaLIMOHHbIX 3arpy3ok (success/failure)

2. Network (1)

Umna Tun |Ha3HauyeHue

CraTtyc TCP/UDP-coeauHeHus K y3ny (0=down, 1=up)
— npumeHseTcsa K PGW (S2b), AAA (SWm), HSS (SWx)

epdg network connection status|Gauge

3. IKEv2 SWu (3)

Nms Tun Ha3sHauyeHue
CYéTyumk IKEV2 coobeHmnn (IKE_SA_INIT /
epdg ikev2 messages total Counter |[IKE_AUTH / CREATE_CHILD_SA /
INFORMATIONAL)

PacnpeneneHne BpemMeHn OTBETA Ha

epdg ikev2 request duration_seconds|Histogram 3anpockl IKEV2

IKEv2 ownbkm (NO_PROPOSAL CHOSEN,
epdg ikev2 errors total Counter |AUTHENTICATION_FAILED,
INVALID SYNTAX n T.4.)

4. GTPv2-C S2b (4)

Umn Tun Ha3Ha4yeHue

CoobuweHns GTPv2-C (Create/Modify/Delete

epdg gtp messages total Counter Session, Echo)

epdg gtp request duration seconds|Histogram Bpems oxxupgaHus 3anpoc - oTeeT

epdg gtp errors total Counter |GTP-C owwnbkun no Cause Code

epdg gtp retransmissions total Counter |MepeHanpasneHne GTP-C 3anpocos

5. GTP-U data plane (3)

Nma Tun Ha3sHauyeHue

epdg gtpu packets total|Counter|lakeTbl yepe3 GTP-U TyHHenb (uplink/downlink)

epdg gtpu bytes total |Counter|banTbl 4epe3 GTP-U TyHHeNb

epdg gtpu errors total |Counter/Owwnbkn TyHHennposaHma (TEID mismatch, decap fail)




6. Diameter SWm/SWx/S6b (5)

Nma Tun Ha3sHauyeHue

. DER/DEA (SWm), MAR/MAA (SWx),
epdg diameter messages total Counter AAR/AAA (S6b), STR/STA
epdg diameter request duration seconds|Histogram BpeMﬂ OKIAGHNA 3anpoc = OTBET Mo

Diameter
epdg diameter errors_ total Counter |Owwnbkun no Experimental-Result-Code

. CtaTyc DWR/DWA watchdog no y3na
epdg diameter watchdog status Gauge (0=timeout, 1=0K)

. . CraTtyc coeanHeHus no Diameter go
epdg diameter connection status Gauge yana (0=disconnected, 1=connected)
7. Service KPI (4)

Nmsa Tun Ha3HavyeHue

epdg service attach total Counter MonbITKK coeanHeHmnsa (success/failure)
- - - no APN

epdg service attach duration seconds|Histogram D‘”MTerHOCTb coennrerns (IKE_SA_INIT

- session ready)

epdg service availability Gauge ®nar poctynHoctn (0=down, 1=up)

epdg service uptime seconds Gauge Bpems OCTYNHOCTU CcepBurCa

8. Session State (4)

Nmsa Tun |Ha3HauyeHue

epdg session ike sa total Gauge|AkTuBHble IKE SA

epdg session child sa total Gauge|AkTusHble Child SA (IPSec tunnels)

epdg session gtp sessions total

Gauge

AkTUNBHbIE GTP-C ceccum Ha S2b

epdg _session subscribers total

Gauge

YHUKanbHble aboHeHThI (nogKkato4éHHble UE)

9. Application (3)

Nma Tun Ha3HauyeHue
epdg app _threads total Gauge |O6buwee 4ncno paboynx NOTOKOB
epdg app _memory bytes Gauge |[MamsATb nNpoLecca no Tunam

epdg app log messages total

Counter

Jlor-coobuieHuns no ypoBHAM
(debug/info/warn/error/fatal)

10. System (4)

Nma Tun |Ha3HavyeHue

epdg system cpu usage percent|Gauge 3arpyska CPU

epdg system memory bytes Gauge|CucteMHas naMaTb

epdg system disk bytes Gauge|[JuckoBoe NpPoCTPaHCTBO
epdg system open fds Gauge|OTKpbITble onucaHus ¢anios




Tunbl MeTpuk (HanoMUHaHuUe)

Tun Ha3HauyeHue

Counter |MOHOTOHHO pPaCTYLNA CHETHMK (CoobLLEHNS, OLWINOKN, Nepe3arpy3Ku)

Gauge TekyLlee 3HaYyeHme (aKTMBHbIe ceccuu, NamMsATb, CTaTyC)

Histogram PacnpeneneHune 3Ha4eHUn C aBTOMAaTUYECKUMI Cpe3aMu Mo UHTepBanam
(ONMTENbHOCTb, BPEMS XKXU3HW)
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