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NMokpbiTUe MeTpPUK No ypoBHAM OSI
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L1["L1 Physical<br/>NIC counters via system"]

L2["L2 Data Link<br/>MAC, VLAN"]

L3["L3 Network<br/>IP, IPSec ESP, GTP-U"]

L4["L4 Transport<br/>TCP/UDP/SCTP"]

L5["L5 Session<br/>GTPv2-C, IKEv2"]

L6["L6 Presentation<br/>IKEv2/IPSec encryption, EAP-AKA'"]
L7["L7 Application<br/>Diameter, service bearer ops"]
Operations["Operations<br/>KPI, SLA, Capacity"]

CX["CX Level<br/>Subscriber Experience"]
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NeTanusauua MeTpPUK no YPOBHAM

Mopenb OSI:

YpoBeHb

MeTpuKku

MpumMepsl

L1/L2 Physical / Data
Link

MoKpbiBaeTCs OTAENbHLIM node_exporter / aHanorom Ha
yposHe OC (He BXxoguT B nepeyeHb MeTpuk ePDG)

L3 Network / IPSec

epdg _gtpu packets total, epdg gtpu bytes total,

tunnels 3 epdg _gtpu errors_total — GTP-U data plane
network connection status — TCP K y3nam
L4 Transport 1 ?Pdevg\]ITA:A/H%S)_CO ection status CP K y3na
epdg session ike sa total,
L5 Session 3 epdg session child sa total,
epdg session gtp sessions total
epdg ikev2 messages total,
L6 3 epdg ikev2 request duration seconds,

Presentation/Security

epdg ikev2 errors total — IKEV2/IPSec LWndgpoBaHme n
EAP-AKA' ayTeHTU(DMKaLNA




YpoBeHb

MeTpuku|lfipumepsl

epdg diameter * (SWm/SWx/S6b, 5 meTpuk), epdg gtp *

L7 Application ? (GTPv2-C, 4 meTpuKkn)
OnepaTopcKuii ypoBeHb:
YpoBeHb MeTpuku|lfpumepsl
. epdg service availability, epdg service uptime seconds,
Operations 11 epdg app * (3), epdg system * (4), epdg config * (2)
epdg _service attach duration seconds p95,
Customer .
E - epdg service attach total (success rate),
xperience

epdg ikev2 request duration seconds p99

YpoBeHb 9: KauecTtBo BocnpuaTua cepsuca VoWiFi

QoE-uHpukaTtop

MeTpUKU-UCTOYHUKHN

UnTepnpetauus

Bpems
NOAKNIOYEHUsA
VoWiFi

epdg service attach duration seconds p95

> 3 cek — aboHeHT
3aMeyvaeT 3a4epXKy npu
nepekatoyeHnn Ha WiFi

HenpepbiBHOCTb

epdg_session_ike sa total delta

MaccoBbin cbpoc > 50
IKE SA = npobnema

cepBuca

LOCTYMHOCTM
YcnewHocTb . . > 5% = npobnema c
ayTeHTUDUKaLMK ePDG_High Attach Failure Rate alert rate HSS/AAA y3namu
3apepxka epdg_gtp _request duration seconds{msg=create-session} > 500 Mc — 3anepxka
Ha3HaYeHus 99 rOTOBHOCTU FO/10COBOIO
bearer P KaHana

Owunbku GTP-U
tunnel

epdg _gtpu errors_total rate/epdg gtpu packets total

> 0.1% = perpagauus
KayecTBa rosioca

IKEV2-Hapé>XXHoCTb

epdg _ikev2 errors_total no Tmnam

NO_PROPOSAL _CHOSEN /
AUTHENTICATION_FAILED
— npobnemsi ¢ certs / UE
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