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ApXUTeKTypa CUCTeMbl MOHUTOPUHIA

flowchart TB subgraph DataPlane["Data Plane"] IPSEC["IPSec ESP

IKEv2 SA / Child SA

Kernel xfrm"] GTPU["GTP-U Tunneller

S2b Data

ePDG & PGW"] end subgraph ControlPlane["Control Plane"] IKE["IKEv2 SWu

EAP-AKA' auth"] DIAM["Diameter Client

SWx/SWm/S6b"] GTPC["GTPv2-C S2b

to PGW/SMF"] CTRL["ePDG Controller

Attach/Detach FSM"] end subgraph Collection["C6op meTpuk"] PROMEXP["fast-epdg

/metrics endpoint

:9817"] end subgraph Storage["XpaHeHune"] PROM["Prometheus

TSDB

15-day retention"] end subgraph Visualization["Bu3yanu3sauns"] GRAF["Grafana

4 pawboppaa, 35+ naHenen"] end subgraph Alerting["Curnanunsauns"] AM["Alertmanager
Routing / Inhibition"] EMAIL["Email SMTP"] SNMPGW["SNMP Trap Sender

Webhook - Trap gateway"] NMS["BHeLwHsa NMS

SNMP v2c UDP/162"] WH["Webhooks

Telegram / PagerDuty"] end IKE --> PROMEXP IPSEC --> PROMEXP GTPC --> PROMEXP GTPU -->
PROMEXP DIAM --> PROMEXP CTRL --> PROMEXP PROMEXP --> PROM PROM --> GRAF PROM --> AM
AM --> EMAIL AM --> SNMPGW SNMPGW --> NMS AM --> WH

YeTbip€XypoOBHEBas apXMTEKTYpPa MOHUTOPUHTA

YpoBeHb KoMnoHeHT TexHonorusa

. BcTpoeHHbIn /metrics TekcToBbIN hopMaT Prometheus
C6op (Collection) endpoint fast-epdg nosepx HTTP
XpaHeHnmue (Storage) Prometheus TSDB JlokansHoe xparenme, 15-aHesHoe

XPaHeHWe no ymosi4HaHuo

Busyanusaums

(Visualization) Grafana + nognepxka JSON  |ABTo3arpy3ka 4 nawbopnos

Alertmanager + SNMP Trap PromQL rules -» webhook -» SNMP v2c

CurHanusaums (Alerting) Sender trap
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