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Cuctema anapMoB

KaTteropuu anapMmoB

ePDG Diameter Watchdog Timeout

Y3Jibl HEAOCTYMHbI

KpuTuiHocTb Anapmbl OnucaHue Peakuus
HemepnneHHas
ePDG_Service Down, KOMMOHEHT 3CKanauus:
ePDG_High Attach Failure Rate, HEOCTYMEH, MACCOBbIIA Email + SNMP
Critical ePDG PGW Unreachable, ' _ Trap +
ePDG AAA Unreachable, oTRa3 COCAMHERINA, —\yephook.

MoBTOop pas Bl
4ac

ePDG_High IKEv2 Latency,
ePDG_High GTP_ Latency,
ePDG_High IKEv2 Error Rate,
ePDG_High GTP Error Rate,
ePDG_High Memory Usage,
ePDG_High CPU Usage,

ePDG _Low Disk Space,

ePDG _High Error Log Rate

Herpagaums
Warning

NMPON3BOANTENLHOCTH,
aHOMannm pecypcoB

Email. MosTop
pa3 B 4 Yaca.
NopaBnaeTcs
npw HaJn4mmn
Critical Ha Tom
K€ KOMMOHeHTe

MonHbin NnepeyeHb anapmos (20+ npasun)

flowchart LR AL["ePDG Alert Rules

20+"] AL --> CR["Critical

5 rules"] AL --> WR["Warning

8 rules"] AL --> INFO["Recording

34 rules"] CR --> C1["Service_Down

availability == 0"] CR --> C2["Attach_Failure_Rate

> 10%"] CR --> C3["PGW _Unreachable
connection_status{s2b} == 0"] CR --> C4["AAA Unreachable
connection_status{swm} == 0"] CR --> C5["Diameter_ Watchdog_Timeout
watchdog_status == 0"] WR --> W1["High_IKEv2_Latency
p95 > 1.0 s"] WR --> W2["High_GTP_Latency

p95 > 0.5 s"] WR --> W3["High_IKEv2_Error_Rate

> 5%"] WR --> W4["High_GTP_Error_Rate

> 5%"] WR --> W5["High_Memory_Usage

> 80%"] WR --> W6["High_CPU_Usage

> 80%"] WR --> W7["Low_Disk Space

< 10%"] WR --> W8["High_Error_Log Rate

> 10/s"] INFO --> I1["attach_success rate
preaggregated"] INFO --> 12["p95 p99 latency
preaggregated"] INFO --> 13["throughput
preaggregated"]




Mpouecc obpaboTkn anapmos

sequenceDiagram participant M as MeTpuka (Prometheus) participant R as Alert Rule (PromQL)
participant AM as Alertmanager participant E as Email (SMTP) participant SG as SNMP Trap Gateway
participant NMS as BHewHsas NMS participant W as Webhook (ChatOps) M->>R: 3Ha4yeHue
npesbiwaeT nopor R->>R: OxunpaHue (for: 1-10 MuH) R->>AM: Alert FIRING AM->>AM: Group by
[alertname, component] AM->>AM: Inhibition check (critical nogasnsieT warning) alt severity =
critical AM->>E: Email [CRITICAL] AM->>SG: Webhook = SNMP Trap SG->>NMS: SNMP v2c Trap (OID
.1.3.6.1.4.1.43823.1.2.X) AM->>W: Webhook (Telegram / PagerDuty) else severity = warning
AM->>E: Email [WARNING] end Note over M,R: MeTpuKa Bo3BpaLLaeTcs B HOpMy R->>AM: Alert
RESOLVED R->>SG: clear-trap (paired notification) AM->>E: Email [RESOLVED]

OcobeHHOCTH

¢ Inhibition: Critical-anapmbl aBToOMaTU4eckn nogasnaoT Warning 4ns Toro e KOMNoHeHTa

e Grouping: Anapmsbl rpynnupytotcs no alertname + component ¢ 30-CEKYHAHLIM OKHOM

e Dead time / Hysteresis: napameTp for ot 1 o 10 MUHYT NpeLOTBpPaLLAET JIOXKHbIE
cpabaTbiBaHMA

e Trap pairing: raise/clear ogHoBpeMeHHbIX cobbITUA ans cooTBeTcTBUs RFC 3877 ALARM-MIB
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