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Cuctema anapMoB

KaTteropuu anapMmoB

KpuTuiHocTb Anapmbl OnucaHue Peakuus
HemenneHHas
ePDG_Service Down, KOMMOHEHT 3CKaslaums
ePDG_High Attach Failure Rate, HELIOCTVIIEH. MACCOBbIiA Email + SNMP
Critical ePDG PGW Unreachable, focTynew, _ Trap +
ePDG AAA Unreachable, o;ﬁ;ﬁﬁ:ﬁiﬂﬁixmr’ Webhook.
ePDG Diameter Watchdog Timeout y pocty MosTop pas B 1
yac
ePDG_High IKEv2_ Latency,
ePDG_High GTP_ Latency, Email. MosTop
ePDG_High IKEv2 Error Rate, [lerpagauns pa3 B 4 4aca.
. ePDG High GTP_Error Rate, pafall MopasnseTtcs
Warning ePDG_High Memory Usage MPOVSBOANTENBHOCTI, |03 nranm
ePDG High CPU Usage, aHOMann pecypeoB | critical va Tom
ePDG_Low Disk Space, Xe KOMMOHeHTe
ePDG _High Error Log Rate

MonHbin NnepeyeHb anapmos (20+ npasun)

<mermaid> flowchart LR

AL["ePDG Alert Rules<br/>20+"]

AL
AL
AL

CR
CR
CR
CR
CR

WR
WR
WR
WR
WR
WR
WR
WR

CR["Critical<br/>5 rules"]
WR["Warning<br/>8 rules"]
INFO["Recording<br/>34 rules"]

Cl["Service Down<br/>availability == 0"]
C2["Attach Failure Rate<br/>> 10%"]

C3["PGW Unreachable<br/>connection status{s2b} == 0
C4["AAA Unreachable<br/>connection status{swm} == Q"
C5["Diameter Watchdog Timeout<br/>watchdog status =

W1["High IKEv2 Latency<br/>p95 > 1.0
W2["High GTP Latency<br/>p95 > 0.5 s"
W3["High IKEv2 Error Rate<br/>> 5%"]
W4["High GTP Error Rate<br/>> 5%"]
W5["High Memory Usage<br/>> 80%"]
W6["High CPU Usage<br/>> 80%"]
W7["Low Disk Space<br/>< 10%"]
W8["High Error Log Rate<br/>> 10/s"]

s"]
]

INFO --> Il["attach success rate<br/>preaggregated”]
INFO --> I2["p95 p99 latency<br/>preaggregated"”]




INFO --> I3["throughput<br/>preaggregated"]

</mermaid>

Mpouecc oopaboTku anapmos

<mermaid> sequenceDiagram

participant M as Metpuka (Prometheus)
participant R as Alert Rule (PromQL)
participant AM as Alertmanager
participant E as Email (SMTP)
participant SG as SNMP Trap Gateway
participant NMS as BHewHsas NMS
participant W as Webhook (ChatOps)

M->>R: 3Ha4yeHwue npesbIlWaeT Nopor

R->>R: OxwunpaHne (for: 1-10 muH)

R->>AM: Alert FIRING

AM->>AM: Group by [alertname, component]

AM->>AM: Inhibition check (critical nopgasnseTr warning)

alt severity = critical
AM->>E: Email [CRITICAL]
AM->>SG: Webhook - SNMP Trap
SG->>NMS: SNMP v2c Trap (0ID .1.3.6.1.4.1.43823.1.2.X)
AM->>W: Webhook (Telegram / PagerDuty)
else severity = warning
AM->>E: Email [WARNING]
end

Note over M,R: MeTpuKa BO3BpaLLaeTca B HOPMY
R->>AM: Alert RESOLVED

R->>SG: clear-trap (paired notification)
AM->>E: Email [RESOLVED]

</mermaid>

OcobeHHOCTH

¢ Inhibition: Critical-anapmbl aBTOMaTU4eckn nogasnsatoT Warning 4ns Toro e KOMNoHeHTa

e Grouping: Anapmbl rpynnupytoTca no alertname + component ¢ 30-CeKyHAHbIM OKHOM

e Dead time / Hysteresis: napameTtp for ot 1 fo 10 MMHYT NpefoTBpPaLLAET JIOXKHbIE
cpabaTbiBaHMS

e Trap pairing: raise/clear opHoBpeMeHHbIX cobbITuin ans cootseTcTBus RFC 3877 ALARM-MIB
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