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VAS Experts ePDG Monitoring System

KoMnsiekcHas cucteMa MoHuTOpUHra wo3a VoWiFi (ePDG)

1. 0630p pewueHus

Cnctema moHnTopuHra VAS Experts ePDG Monitoring obecneynBaeT NOMAHbIA ONepaunoHHbIN
KOHTPOJIb KoMMNoHeHTa fast-epdg — wnto3a VoWiFi (Voice over WiFi), peannsyioLlero
3BOJIIOLNOHMPOBAHHbIN NakeTHbIN W3 AaHHbIX (Evolved Packet Data Gateway) cornacHo 3GPP TS
29.273 n TS 24.302. lWnto3 obecneymBaeT 3alMLLEHHYIO Nepeaayvy rosoCoBoro U NakeTHoro
TpaduKa vyepes HenmueH3smpyemble YacToTbl Wi-Fi ¢ IPSec/IKEV2 TyHHeNnpoBaHWEM N UHTErpaLunto ¢
EPC-agpom yepes nHtepencel SWu, SWm, SWx, S2b, Seb.

PelieHne npenocTaBnseT eanHyto naaTdopmy HabaogaeMocTn ans onepaTuBHbLIX CYX6
MobunbHOro onepatopa — OT ypoBHA IPSec SA (L3 security) oo KPl aboHeHTCcKkoro onbita VoWiFi (L9
QoOE).

KnioueBble npeMMyLLecTBa

e MOHMTOPUHI B peasibHOM BpeMeHMn — 00HOBIeHNE MeTpuK Kaxkable 10-15 cekyHa,
HenocpencTeBeHHoe oTobparkeHne cocTtosHma IKE SA / Child SA n GTP-TyHHenen B NOC-
fawbopaax 6e3 0TNOXKEHHOW arperaunm.

e MpoakTuBHOEe OOHapy>xeHue aHoManun — 20+ anapmMoB C aBTOMATMYECKOWN 3CKanaumnen no
severity. HepoctynHocTb PGW/AAA, nerpagaumns IKEv2-naTeHTHOCTH, pocT ownbok EAP-AKA' —
LETEKTUPYIOTCA A0 TOro, Kak aboHeHTbl 3amMeTAT NpobiiemMbl CO 3BOHKAMMU.

¢ OTKpbITble UHTepdencbl MHTerpauum — Prometheus, SNMP v2c (EPDG-MIB nog
ogmumanbHbiM enterprise OID VAS Experts .1.3.6.1.4.1.43823 / nonnepeso ePDG
.43823.1), Alertmanager webhooks, Grafana provisioning. MHTerpaumsa B CyLLeCTBYOLLYIO
NMS/OSS uHppacTpykTypy 6e3 vendor lock-in.

e Zero external dependencies Ha plugin-ypoBHe — BCTpoeHHbIN /metrics endpoint B fast-
epdg, 6e3 Java, 6e3 JMX, 6e3 BHewHNx areHToB. Publish B popmaTe Prometheus text exposition
nosepx HTTP.

e NMokpbiTHe Bcero creka SWu-S2b — IKEv2 (SWu), Diameter SWm/SWx/S6b, GTPv2-C (S2b) n
GTP-U data plane — B ogHOM endpoint. 33 MeTpuku cyMMapHo, NokpbiBatoT control plane
data plane.

2. ApXuTekTypa CUCTeMbl MOHUTOPUHIA

flowchart TB subgraph DataPlane["Data Plane"] IPSEC["IPSec ESP

IKEv2 SA / Child SA

Kernel xfrm"] GTPU["GTP-U Tunneller

S2b Data

ePDG & PGW"] end subgraph ControlPlane["Control Plane"] IKE["IKEv2 SWu



EAP-AKA' auth"] DIAM["Diameter Client

SWx/SWm/S6b"] GTPC["GTPv2-C S2b

to PGW/SMF"] CTRL["ePDG Controller

Attach/Detach FSM"] end subgraph Collection["C6op meTpuk"] PROMEXP["fast-epdg

/metrics endpoint

:9817"] end subgraph Storage["XpaHeHune"] PROM["Prometheus

TSDB

15-day retention"] end subgraph Visualization["Bu3yanusauunsa"] GRAF["Grafana

4 pawboppaa, 35+ naHenen"] end subgraph Alerting["AnapmnposaHue"] AM["Alertmanager
Routing / Inhibition"] EMAIL["Email SMTP"] SNMPGW["SNMP Trap Sender

Webhook - Trap gateway"] NMS["BHewwHaa NMS

SNMP v2c UDP/162"] WH["Webhooks

Telegram / PagerDuty"] end IKE --> PROMEXP IPSEC --> PROMEXP GTPC --> PROMEXP GTPU -->
PROMEXP DIAM --> PROMEXP CTRL --> PROMEXP PROMEXP --> PROM PROM --> GRAF PROM --> AM
AM --> EMAIL AM --> SNMPGW SNMPGW --> NMS AM --> WH

YeTbipéxypoBHEBasA apxXuTeKTypa HabnogaemocTu

YpoBeHb KoMnoHeHT TexHonorus

BcTpoeHHbIn /metrics Prometheus text exposition nosepx

C6op (Collection) endpoint fast-epdg HTTP

JlokanbHoe xpaHeHue, 15-0HeBHad

XpaHeHue (Storage) Prometheus TSDB
peTeHuMns No yMOHaHWUIO

Busyanusauusa (Visualization)|Grafana + JSON provisioning |ABTo3arpy3ka 4 gawbopnos

Alertmanager + SNMP Trap PromQL rules -» webhook -» SNMP v2c

Anapmuposanue (Alerting) Sender trap

3. KOMNOHEHTbl U METPUKHU

nOKprTVIe MOHUTOPUHIOM

flowchart LR EXP["fast-epdg

/metrics :9817"] EXP --> CFG["Config

2 meTpukn"] EXP --> NET["Network

1 meTpuka"] EXP --> PROTO["Protocols L5-L7
15 meTpuk"] EXP --> SVC["Service KPI

4 meTpukun"] EXP --> SESS["Session State
4 meTpukn"] EXP --> APP["Application

3 meTpukn"] EXP --> SYS["System

4 meTpukn"] PROTO --> IKEV2["IKEV2
SWu — 3"] PROTO --> GTPC["GTPv2-C
S2b — 4"]1 PROTO --> GTPU["GTP-U

S2b data — 3"] PROTO --> DIA["Diameter
SWm/SWx/S6b — 5"]

KonuuyecTBeHHbI 0630p No KaTeropusam

Kon-Bo WHTepBan

KniouyeBble nokasarenu
MeTpUK |onpoca

KaTteropus




Kon-Bo NWHTepBan
KaTteropums KnioueBblie nokasaTenum
MeTPUK |onpoca
Config 2 10 c CTaTycC KOHuMrypauum, c4ETHKK reload
Network 1 10 c CtaTyc coegmHeHun K peers (PGW/AAA/HSS)
CoobuweHnus no Tunam (IKE_SA_INIT, IKE_AUTH,
IKEV2 (SWu) 3 10c CREATE_CHILD_SA), latency histogram, owugKky
GTPv2-C (S2b) 4 10 ¢ CoobuieHuns (Create/Modlfyl/DtlaIete Session),
latency, owmnbku, retransmissions
GTP-U data plane 3 10 c Packets/bytes, tunnel ownbkm
Diameter CoobuweHns no command code (DER/DEA,
(SWm/SWx/S6b) 5 10 c MAR/MAA, AAR/AAA), latency, owmnbkuy,
watchdog, connection status
Service KPI A 10 ¢ Atta;h succless'r'ate, attlach duration histogram,
service availability, uptime
Session State 4 10 ¢ IKE SA, Child SA, GTP sessions, total subscribers
Application 3 10 ¢ Threads total, memory, nor-coobuieHns no
YPOBHAM
System 4 10 c CPU usage, memory, disk usage, oTKpbITble FD
33
Wtoro
MEeTPUKK

anIHI.I,VIan UMEeHOBaHuA

Bce MeTpuKku nmetoT npedukc epdg 1 opraHn30BaHbI MO NepapXum:

epdg_

— config *
— network *
— ikev2 *
— gtp_*

— gtpu *
— diameter *
— service *
— session *
subscribers)
— app_*

— system *

HoH H KRR B R

H HH

4. NepeyeHb MeTPUK

KoHurypauns
CeTeBOWN ypoBEHb

SWu (IKEv2/IPSec)

S2b control-plane GTPv2-C
S2b data-plane GTP-U
SWm/SWx/S6b
KPI cepsucoB (attach, availability, uptime)
CoctosiHue ceccun (IKE SA, Child SA, GTP,

MeTpukn npunoxexHns (memory, threads, logs)
CncTtemHble MmeTpukn (CPU, disk, network)

Bce MeTpuKm akCcnopTupyoTCs Yepes egmHbln /metrics endpoint B popmaTe Prometheus text
exposition. UMeHoBaHWe cnenyeT KoHBeHUMKM Prometheus: epdg <rpynna> <wuma>[ unit], Tun
Counter nmeet cydpdukc total, Histogram — cyppukc seconds/ bytes.

4.1 Config (2)




Nmsa Tvn Ha3HauyeHue
epdg config status Gauge |CtaTycC KOH(urypauum komnoHeHTa (O=error, 1=0k)
epdg config reload total|Counter/C4éT4mK KOHGUIYypaLMOHHbIX reload (success/failure)

4.2 Network (1)

Umsa Tun |Ha3HavyeHue

CtaTtyc TCP/UDP-coeauHeHuns K peer (0O=down, 1=up)

epdg_network_connection_status|Gauge|~ npuMensieTcst K PGW (S2b), AAA (SWm), HSS (SWx)

4.3 IKEv2 SWu (3)

Nma Tun Ha3sHauyeHue
CYéTyumk IKEV2 coobeHmnin (IKE_SA INIT /
epdg ikev2 messages total Counter |IKE_AUTH / CREATE_CHILD_SA/
INFORMATIONAL)
epdg ikev2 request duration seconds|Histogram f:;ﬂgsetuenewe BpemeHm oTseTa Ha IKEv2
IKEv2 ownbkm (NO_PROPOSAL CHOSEN,
epdg ikev2 errors total Counter |AUTHENTICATION_FAILED,

INVALID_SYNTAX n T.4.)

4.4 GTPv2-C S2b (4)

Umn Tun Ha3Ha4yeHue

CoobuieHns GTPv2-C (Create/Modify/Delete

epdg gtp messages total Counter Session, Echo)

epdg gtp request duration seconds|Histogram Latency request-response

epdg gtp errors total Counter |GTP-C owunbkmn no Cause Code

epdg gtp retransmissions total Counter |PeTpaHcmuccum GTP-C 3anpocos

4.5 GTP-U data plane (3)

Nma Tvn Ha3HauyeHue

epdg gtpu packets total|Counter|lakeTbl 4yepe3 GTP-U tunnel (uplink/downlink)

epdg gtpu bytes total |Counter|banTbl 4epes GTP-U tunnel

epdg gtpu errors total |Counter/Owwnbkn TyHHennposaHua (TEID mismatch, decap fail)

4.6 Diameter SWm/SWx/S6b (5)

Umna Tun Ha3Ha4yeHue

DER/DEA (SWm), MAR/MAA (SWx),

epdg diameter messages total Counter AAR/AAA (S6b), STR/STA

epdg diameter request duration seconds|Histogram|Latency Diameter request—answer

epdg diameter errors_ total Counter |Owwnbkun no Experimental-Result-Code

CraTyc DWR/DWA watchdog per peer

epdg diameter watchdog status Gauge (0=timeout, 1=0k)

CtaTtyc Diameter connection per peer

epdg diameter connection status Gauge (0=disconnected. 1=connected)




4.7 Service KPI (4)

Umna Tun Ha3HavyeHue

epdg service attach total Counter |MonbITKK attach (success/failure) no APN

OnntensHocTb attach (IKE_SA_INIT -

epdg service attach duration seconds|Histogram .
- - - - session ready)

epdg service availability Gauge Availability flag (O=down, 1=up)

epdg service uptime seconds Gauge Service uptime

4.8 Session State (4)

Nms Tun |Ha3sHauyeHue
epdg session ike sa total Gauge|AkTuBHble IKE SA
epdg session child sa total Gauge|AkTuBHble Child SA (IPSec tunnels)

epdg session gtp sessions total|Gauge|AkTuBHble GTP-C sessions Ha S2b
epdg session subscribers total |Gauge|YHuKanbHble aboHeHTbl (MoakaYéHHble UE)

4.9 Application (3)

Nms Tvn HasHauyeHue
epdg app threads total Gauge |O6buwee 4ncno paboynx NOTOKOB
epdg _app_memory bytes Gauge |MamaTb npouecca nNo Tunam

Jlor-coobueHuns no ypoBHAM

epdg app log messages total Counter (debug/info/warn/error/fatal)

4.10 System (4)

Nma Tun |Ha3HauyeHue

epdg system cpu usage percent|Gauge /CPU usage npouecca
epdg system memory bytes Gauge|CucteMHas naMaThb

epdg system disk bytes Gauge|[JuckoBoe NPoCTPaHCTBO
epdg system open fds Gauge|OTkpbIThle file descriptors

Tunbl MeTpuK (HaNOMUHaHue)

Tun Ha3HayeHue

Counter |MOHOTOHHO PaCTYLUNA CHETHMK (coobLLeHns, owmnbkny, reload-bl)

Gauge TekyLlee 3Ha4YeHMe (aKTUBHbIE CECCUN, NaMATb, CTaTyC)

Histogram PacripegeneHune 3Ha4yeHnin ¢ aBTomaTuyeckmmm percentile bucket'amu (latency, lifetime)

5. NHTepdencobl MHTerpauum

flowchart LR CORE["VAS Experts

ePDG Monitoring"] CORE --> P["Prometheus
CNCF / OpenMetrics"] CORE --> S["SNMP v2c
EPDG-MIB"] CORE --> G["Grafana

JSON Provisioning"] CORE --> W["Webhooks
ChatOps"] CORE --> AM["Alertmanager



Routing"] P --> P1["Cloud-native NMS

Thanos / Cortex / Mimir"] S --> S1["Legacy NMS

HP OpenView, NetAct

IBM Tivoli"] G --> G1["NOC Wall Displays

Drill-down Analytics"] W --> W1["Telegram / Slack
PagerDuty / OpsGenie"] AM --> AM1["Smart routing
Severity-based"]

5.1 Prometheus (CNCF Standard)

HaTueHbIn /metrics endpoint Ha nopTy 9817 BCcTpoeH B fast-epdg. PopmaT — CTaHAAPTHLIN
Prometheus text exposition v0.0.4 (OpenMetrics compatible). Nogaepxxunsaetca federation ans
arperaumm C LeHTpasbHbIM Prometheus onepaTopa; remote_write 4na 0OAroCPOYHOro XpaHeHUs B
Thanos, Cortex, Grafana Mimir.

5.2 SNMP v2c — EPDG-MIB

Enterprise OID VAS Experts (vas.expert): .1.3.6.1.4.1.43823 (peructpaums IANA PEN). ePDG MIB
XVBET nopaepesom .1.3.6.1.4.1.43823.1. [Ipyrue npoaykTsel VAS Experts ncrnons3syoTr
cocegHue nopaepesbs (Hanpumep EPC Monitoring Ha .43823.100).

flowchart TB IANA["IANA PEN

enterprises

.1.3.6.1.4.1"] VAS["VAS Experts

.1.3.6.1.4.1.43823

(vas.expert)"] EPDG["EPDG-MIB

.43823.1"] EPC["EPC Monitoring

.43823.100"] IANA --> VAS VAS --> EPDG VAS --> EPC EPDG --> OB]J["epdgObjects
.43823.1.1"] EPDG --> NOTIF["epdgNotifications
.43823.1.2

14 trap types"] EPDG --> CONF["epdgConformance
.43823.1.3"] OBJ --> SERVICE["service .1.1.1

4 0ID"] OBJ --> IKE["ikev2 .1.1.2

6 OID"] OBJ --> GTP["gtp .1.1.3

8 OID"] OBJ --> DIAM["diameter .1.1.4

7 OID"] OBJ --> SESS["sessions .1.1.5

8 OID"] OBJ --> SYS["system .1.1.6

8 OID"] OBJ --> NET["network .1.1.7

6 OID"] NOTIF --> TRAPAGR["7 raise / 7 clear
pairs"]

NToro 47 OID nokpbiBatoT SMI-aHanor Prometheus-meTpuk + 14 trap notifications (c napamu
raise/clear cornacHo RFC 3877 ALARM-MIB). CoemecTumocTb ¢ HP OpenView, IBM Tivoli NetCool,
Nokia NetAct, Huawei U2000.

Mpumepbl SNMP-3anpocos:

# Bce pnepeso ePDG
snmpwalk -v2c -c public <host> .1.3.6.1.4.1.43823.1



# Service availability (Gauge 0..1)

snmpget -v2c -c public

host

5.3 Grafana

4 J]SON-npoBM3MOHMPOBaHHbIX pgawboppaa (35+ naHenen CymMMapHoO):

.1.3.6.1.4.1.43823.1.1.1.1.0

ePDG Overview — availability, attach KPI, sessions, interfaces status
IKEv2 Details — messages, performance, errors, IKE SA lifecycle
GTP Details — GTPv2-C + GTP-U gaHHble no PGW peers
Diameter Details — messages no applications, latency, watchdog

ABTOoMaTM4YecKas ycTaHoBKa Yepe3 Grafana provisioning APl. AganTusHbii gr3anH gnsa NOC wall

displays c

aBTo-refresh 15 cekyHA.

5.4 Alertmanager Webhooks

Webhook-nHtepdgenc ons nHterpaunm ¢ ntobon cmctemon onoselleHnin: Telegram Bot, Slack,
PagerDuty Events API v2, OpsGenie, Microsoft Teams. OTaencHbin SNMP Trap Sender service
kKoHBepTupyeT Alertmanager webhooks B SNMP v2c traps ¢ Enterprise OID.

6. Cuctema anapmoB

KaTteropuu anapmos

Severity

Anapmbl

OnucaHue

Peakuus

ePDG_Service Down, ;I(?K'\giﬂni:ﬂaﬂ
ePDG High Attach Failure Rate, . Jlauna.
i — = - - KOMMOHEHT HeoCTyneH, MaccoBblin |Email + SNMP
Critical |ePDG_PGW Unreachable,
ePDG AAA Unreachable. oTKa3 attach, peer unreachable Traph+ )
ePDG Diameter Watchdog Timeout \F/{Veepbea?col .qac
ePDG High IKEv2 Latency, Email.
ePDG High GTP_ Latency, Repeat 4
ePDG_High IKEv2 Error Rate, [lerpanaums Yaca.
Warni ePDG High GTP Error Rate, pafau MonasnseTcs
arning|.ppgG High Memory Usage MPOMSBOAVTENBHOCTY, npu Hann4yum
ePDG_High CPU Usage, aHOMaIM PECYPCOB | ritical Ha
ePDG Low Disk Space, TOM Xe
ePDG _High Error Log Rate KOMIMOHeHTe

MonHbiX NnepeyeHb anapmoB (20+ npasun)

flowchart LR AL["ePDG Alert Rules
20+"] AL --> CR["Critical
5 rules"] AL --> WR["Warning




8 rules"] AL --> INFO["Recording

34 rules"] CR --> C1["Service_Down

availability == 0"] CR --> C2["Attach_Failure_Rate

> 10%"] CR --> C3["PGW_Unreachable
connection_status{s2b} == 0"] CR --> C4["AAA Unreachable
connection_status{swm} == 0"] CR --> C5["Diameter_ Watchdog_Timeout
watchdog_status == 0"] WR --> W1["High_IKEv2_Latency
p95 > 1.0 s"] WR --> W2["High_GTP_Latency

p95 > 0.5 s"] WR --> W3["High_IKEv2_Error_Rate

> 5%"] WR --> W4["High_GTP_Error_Rate

> 5%"] WR --> W5["High_Memory_Usage

> 80%"] WR --> W6["High_CPU_Usage

> 80%"] WR --> W7["Low_Disk Space

< 10%"] WR --> W8["High_Error_Log_Rate

> 10/s"] INFO --> I1["attach_success rate

preaggregated"] INFO --> 12["p95 p99 latency
preaggregated"] INFO --> 13["throughput

preaggregated"]

Mpouecc obpaboTku anapmos

sequenceDiagram participant M as MeTpuka (Prometheus) participant R as Alert Rule (PromQL)
participant AM as Alertmanager participant E as Email (SMTP) participant SG as SNMP Trap Gateway
participant NMS as BHewHasa NMS participant W as Webhook (ChatOps) M->>R: 3Ha4yeHue
npesbiwaeT nopor R->>R: OxunaaHue (for: 1-10 MmuH) R->>AM: Alert FIRING AM->>AM: Group by
[alertname, component] AM->>AM: Inhibition check (critical nogasnsieT warning) alt severity =
critical AM->>E: Email [CRITICAL] AM->>SG: Webhook -» SNMP Trap SG->>NMS: SNMP v2¢ Trap (OID
.1.3.6.1.4.1.43823.1.2.X) AM->>W: Webhook (Telegram / PagerDuty) else severity = warning
AM->>E: Email [WARNING] end Note over M,R: MeTpuKka Bo3BpaLLaeTca B HopMy R->>AM: Alert
RESOLVED R->>SG: clear-trap (paired notification) AM->>E: Email [RESOLVED]

OcobeHHOCTH

¢ Inhibition: Critical-anapmbl aBTOMaTU4eckn nogasnaoT Warning 4as TOro e KOMNoHeHTa

e Grouping: Anapmsbl rpynnupytotcs no alertname + component ¢ 30-CEKYHAHbIM OKHOM

e Dead time / Hysteresis: for parameter ot 1 go 10 MuHYT npefoTBpaLLaeT J0XHble
cpabaTbiBaHMS

e Trap pairing: raise/clear parallel notifications gna cootsetcTsus RFC 3877 ALARM-MIB

7. Busyanusauua u onepauunoHHble pawbopabl

CoctaB pawbopnos

Oawbopp MaHenu|Ha3HayeHue

Service availability, attach success rate, active sessions, SWu/SWm/S2b

ePDG Overview 10 status, throughput per-interface

Messages/sec no Tvnam, request duration histogram, 95th percentile

IKEv2 Details |10 latency, errors by type, IKE SA lifecycle




Oawbopp, MaHenu|/Ha3HayeHue

GTPv2-C messages no PGW, retransmissions, errors by Cause Code,

GTP Details 8 GTP-U uplink/downlink, bearers

Messages per application (SWm/SWx/S6b), request duration, watchdog

Diameter Details\/ status, Result-Code distribution, connection status timeline

Au3ann pna NOC

flowchart TB NOC["NOC Dashboard Layer"] NOC --> OVER["ePDG Overview

KPI Summary"] NOC --> IKE["IKEv2 Details

Drill-down"] NOC --> GTP["GTP Details

Drill-down"] NOC --> DIA["Diameter Details

Drill-down"] OVER -->|Click attach KPI| IKE OVER -->|Click session count| GTP OVER -->|Click peer
status| DIA

e ABTOOOHOBNEHMe: 15-cekyHaHbIN refresh rate

e ApanTMBHasA LUBETOBasA CXeMa: 3eJIEHbIN = XENTbIN = KPACHbLIN MO NOPOroBbIM 3HAYEHUAM
e Drill-down: oT Overview K getanusauuu per-component

e Time-range selector: o1 5 MuHyT 0o 30 aHen ncTopun

¢ JSON provisioning: gawbopabl pa3BopaynBaOTCS aBTOMaTUYECKN

8. NnTerpauun B eauHbin ctek EPC Monitoring

€PDG MOHUTOPWHI MOJIHOCTLI0 NMHTErPMPOBAH B OBLLNIA MOHUTOPUHT MAaKeTHOro aapa:

flowchart TB subgraph Common["EaunHbin Monitoring Stack"] PROM["Prometheus"] GRAF["Grafana"]
AM["Alertmanager"] end subgraph Sources["cTo4HnKn meTpuk EPC"] DPI["FastDPI

:9110"] SMF["SMF /metrics

:9090"] PCEF["fast-pcef /metrics

:9090"] PCRF["FastPCRF"] EPDG["fast-epdg

:9817"] end DPI --> PROM SMF --> PROM PCEF --> PROM PCRF --> PROM EPDG --> PROM PROM -->
GRAF PROM --> AM

Onepatop NOC Bnant Bce komnoHeHTbl EPC (DPI, SMF, PCEF, FastPCRF, ePDG) B ogHOM
nHTepdeince Grafana, c eAMHON CUCTEMOM aNapMOB U MapLUPYyTU3aLMM YBEAOMIEHNI Yepe3 04 MH
Alertmanager.

9. NokpbiTUE MeTpPUK No ypoBHAM OSI

graph LR L1["L1 Physical

NIC counters via system"] L2["L2 Data Link
MAC, VLAN"] L3["L3 Network

IP, IPSec ESP, GTP-U"] L4["L4 Transport
TCP/UDP/SCTP"] L5["L5 Session

GTPv2-C, IKEv2"] L6["L6 Presentation



IKEV2/IPSec encryption, EAP-AKA™] L7["L7 Application
Diameter, service bearer ops"] Operations["Operations
KPI, SLA, Capacity"] CX["CX Level
Subscriber Experience"] L1 --> L2 --> L3 --> L4 --> L5 --> L6 --> L7 --> Operations --> CX style L1
fill: #e74c3c,color: #fff style L2 fill: #e67e22,color: #fff style L3 fill: #f39c12,color: #fff style L4
fill:#2ecc71,color: #fff style L5 fill:#1abc9c,color: #fff style L6 fill:#3498db,color: #fff style L7

fill: #9b59b6,color: #fff style Operations fill:#34495e,color: #fff style CX fill: #2c3e50,color: #fff

JeTanusauus METpPUK NO YPOBHAM

Mognens OSI:
YpoBeHb MeTpuku|lMpumepsl
L1/L2 Physical / Data B MoKpbiBaeTCs OTAENbHLIM node_exporter / aHanorom Ha
Link yposHe OC (He BXoOuUT B nepeyeHb MeTpuk ePDG)
L3 Network / IPSec 3 epdg gtpu packets total, epdg gtpu bytes total,
tunnels epdg gtpu errors total — GTP-U data plane
epdg network connection status — TCP K peers
L4 Transport 1 (PGW/AAA/HSS)
epdg session ike sa total,
L5 Session 3 epdg session child sa total,
epdg session gtp sessions total
epdg ikev2 messages total,
L6 3 epdg ikev2 request duration seconds,
Presentation/Security epdg ikev2 errors_total — IKEv2/IPSec wugposBaHune un
EAP-AKA' ayTeHTUMKayms
S epdg diameter * (SWm/SWx/S6b, 5 meTpuk), epdg gtp *
L7 Application ? (GTPv2-C, 4 meTpuKkn)
OnepaTopcKuii ypoBeHb:
YpoBeHb MeTpuku|lfipumepsl
. epdg service availability, epdg service uptime seconds,
Operations 1 epdg app * (3), epdg system * (4), epdg config * (2)
Customer epdg _service attach duration_seconds p95,
Experience 3 epdg _service attach total (success rate),
P epdg ikev2 request duration seconds p99

YposeHb 9: KayecTtBo Bocnpusatusa cepsuca VoWiFi

QoE-uHpukartop

MeTpUKU-UCTOYHUKHN

UnTepnpetauus

Bpems
noAaKAIoYeHus
VoWiFi

epdg service attach duration seconds p95

> 3 cek — aboHeHT
3aMeyaeT 3a4epXKKy npu
nepeknoyeHnmn Ha WiFi

HenpepbiBHOCTb

epdg session ike sa total delta

Maccosbiin cbpoc > 50
IKE SA = npobnema

bearer P99

cepBuca

LOCTYMHOCTU
YcnewHocTb . . > 5% = npobnema c
ayTeHTHHUKALMM ePDG_High Attach Failure Rate alert rate HSS/AAA peers
3apepxka . _ i . .
HasHaYeHus epdg gtp request duration seconds{msg=create-session}|> 500 mc — 3agepxka

rOTOBHOCTM voice path




QoE-uHpgukartop MeTpUKN-UCTOYHUKHN

WHTepnpeTaums

Owunbku GTP-U
tunnel

epdg gtpu_errors_total rate/epdg gtpu packets total

> 0.1% = perpagaums
Ka4yecTBa rosoca

IKEv2-HapéxHocTb|epdg ikev2 errors total no Tunam

NO_PROPOSAL CHOSEN /
AUTHENTICATION_FAILED
— npobnemsi ¢ certs / UE

10. CtaHpapThl U COBMECTUMOCTb

3GPP TS 33.402 non-3GPP access

CraHpapTt ObnacTb MpumeHeHune

3GPPTS 20273 SWx/SGb/SWm MeTogororis y&1a Dlameter-coobuierui

3GPP TS 24.302 SWu (IKEv2) COcl)'ldpeesp,eneHme IKEv2 message types u error
3GPP security for

EAP-AKA' / IKEv2 security parameters

Non-3GPP access

3GPP TS 23.402 .
architecture

CTpyKkTypa interfaces (SWu/SWm/SWx/S6b/S2b)

3GPP TS 32.421 Performance MeTogonorusa KPI cbopa
Measurement
3GPP TS 32.409 Performance , CTpyKTypa CHYETYNKOB
measurement charging
IETF RFC 7296 IKEv2 Message types, error notifications, SA states
IETF RFC 6733 Diameter Command codes, Result-Codes
IETF RFC 4187 EAP-AKA AyTeHTuunkauymsa yepes SIM
IETF RFC 3877 ALARM MIB CtpykTypa Enterprise MIB ons anapmos
IETF RFC 3418 SNMPv2 MIB CoBmecTuMocTb SNMP v2c

Prometheus

Exposition Format Metrics (v0.0.4)

dopmaT 3KCnopTa METPUK

OpenMetrics CNCF Standard

[NepcnekTBHas COBMeCTUMOCTb

11. Mopenb pa3BEépPTbIBaHUA

flowchart TB subgraph Host1["Cepsep ePDG"] EPDG["fast-epdg

(VoWiFi gateway)"] PLUGIN["/metrics endpoint

:9817"] EPDG -.-> PLUGIN end subgraph Host2["CepBep MoHuTOpuHra"] PROM["Prometheus"]
GRAF["Grafana"] AM["Alertmanager"] SNMPTRAP["SNMP Trap Sender
(webhook gateway)"] PROM --> GRAF PROM --> AM AM --> SNMPTRAP end subgraph Host3["BHelwHune

cuctembl"] NMS["OnepaTopckasa NMS
(HP OpenView /
NetAct / Tivoli)"] CHAT["ChatOps

(Telegram / PagerDuty)"] end PLUGIN -->|HTTP :9817/metrics| PROM SNMPTRAP -->|UDP 162| NMS

AM -->|Webhook| CHAT

XapaKTepucTuKu pasBépTbiBaHUA

MapameTp 3HauyeHue

Metrics footprint

In-process (~2 MB memory overhead)

BHewHue 3aBucumMmocTu CamogoctaTtoyHbln nakeT fast-epdg (rpm)




MapameTp 3HauyeHue

YnpaBneHue fast-epdg.service systemd
KoHdurypauus Cekuma monitoring B fast-epdg.conf
ObHoBneHue Hot reload kKoH(urypaumm 6e3 nayHtanma
oC Linux (RHEL/CentOS 8+, Ubuntu 22.04+)
MNopT 9817 TCP (listen 0.0.0.0, HacTpamnBaeTCa)
Bpemsa pa3BépTbiBaHuA |< 5 MMHYT (enable plugin B config + restart)

BapuaHTbl pa3MmeLwneHus

e On-premise — plugin paboTaeT B agpecHoM npocTpaHcTBe fast-epdg, Hyneson footprint
¢ Co-located Prometheus — Prometheus psigom c ePDG, scrape 4epes localhost
e LleHTpanusoBaHHbIN — eaunHbIN Prometheus cobrpaeT co Bcex ePDG y3noB (federation)

12. KoHchurypauumsa sKCnopTepa MeTpukK

Cekuusi monitoring B fast-epdg.conf:

monitoring {
enabled = yes
listen port = 9817
listen address = 0.0.0.0
update interval = 10

metrics {
ikev2 = yes
gtp = yes

diameter = yes
service = yes
session = yes
app = yes

system = yes

}

Kaxxzas rpynna MeTpuk MoXeT OblTb He3aBUCMMO BKJIIOYEHA/BbIK/IIOYEHa 6€3 NepekoMnuasuui.

13. NMnaH pa3BUTUA CUCTEMbl MOHUTOPUHrA

Cnegnylowme HanpaBaeHUs pPa3BUTUSA 3anJlaHUPOBaHbI B BavXanwmnx pennsax onaa paclimpeHuns
Habl04aeMoCTM 1 yNpoLLeHna HTerpaumm ¢ onepatopckmummn NOC-npoueccamu. Mpropmutnsauns
onpenenseTcs 3anpocamn KJIMEHTOB U incident-peTpocnekTnsamu.

13.1 PacwumMpeHue nepeyHs MeTpuUK



flowchart TB ROADMAP["Roadmap: Metrics Expansion"] ROADMAP --> NET["Network L3/L4
pacwmpeHne"] ROADMAP --> SESS["Session State

pacwupeHne"] ROADMAP --> KPI["Service KPI

pacwupeHne"] ROADMAP --> APP["Application

pacwmpeHune"] ROADMAP --> SYS["System

pacwupenune"] NET --> N1["packets/bytes/errors

per-interface counters"] SESS --> S1["ike sa_lifetime histogram"] SESS --> S2["gtp_bearers no QCI"]
SESS --> S3["diameter_sessions per-app"] SESS --> S4["subscribers_by apn"] KPI --> K1["detach
reasons"] KPI --> K2["bearer operations"] KPI --> K3["throughput per-direction"] KPI -->
K4["packets lost counters"] APP --> Al["memory allocations breakdown"] APP --> A2["IO operations /
wait time"] APP --> A3["event loop lag histogram"] APP --> A4["file descriptor limits"] SYS --> Y1["CPU
load average"] SYS --> Y2["disk 10 operations/time"] SYS --> Y3["system network counters"]

Bnok MnaHupyeMblie METPUKHU 3apaya

epdg _network packets total,
epdg network bytes total,
epdg network errors_total (no
interface/protocol/direction)

HOetanusauunsa L3/L4
Tpadmka 00 YPOBHSA
peer-interface

Network

epdg session ike sa lifetime seconds (Histogram),
Session epdg_session_gtp bearers_total (no apn/qci),

Extended |epdg session diameter sessions total (per-application),
epdg session subscribers by apn

Subscriber-level
analytics gns
capacity planning

epdg service detach total (no reason/initiator),
Service KPI |epdg service bearer operations total, MonHoueHHbIN set
Extended |epdg service throughput bytes per second, KPI ypoBHst QoE

epdg service packets lost total

epdg _app threads active,
epdg_app memory allocations total,

I epdg _app io operations total, nybokas app-level
Application epdg app io bytes total, observability aons
Extended . ) )

epdg _app io wait seconds total, performance tuning

epdg _app event loop lag seconds,
epdg app file descriptors limit

epdg system cpu load average (Im/5m/15m),
epdg system disk io operations total,
epdg system disk io time seconds total,
epdg system network bytes total,

epdg system network errors total

KoMnnekcHas
KapTWHa pecypcos
6e3 BHeLIHNX
node_exporter'os

System
Extended

13.2 NMnaHnpyeMbie PyHKUMUOHAJNIbHbIE PacLLUpPEHUs

HanpasneHue OnucaHue

OpenAPI 3.0-coBmecTumbin APl ¢ nounckom no IMSI/MSISDN/IP,
netanusauuen IKE SA / Child SA / GTP-bearer; Swagger Ul ons
WHTEPaKTUBHOIO UCNOJIb30BaHMWA

REST API pns
NpPoCMoOTpa ceccumn

Web Ul Session BcTpoeHHbIn web-nHTephenc ona Texnognepxku: real-time nonck ceccun,
Browser (SPA unbTpauma no APN/state, Busyanmsauuns IPSec SA u bearer lifetime

rotosble YAML-wabnoHbl Zabbix 7.0 c HTTP Agent + Prometheus Pattern

Zabbix Template pack preprocessing, auto-discovery items, dependent items, trigger expressions

Web-uHTepgenc cosgaHns/penaktuposanuns Prometheus alert rules 6e3

Alert Config Ul py4Horo YAML-penakTupoBaHus, ¢ validation n preview

Pacwupenue EPDG- |[oBeneHune SNMP OID nokpbiTusa go 60+ (Bkao4aa niaHoBbIE METPUKN U3
MIB §13.1), generation MIB-subtree Ha neTy nNpn n3MeHeHUN 3KCNOPTEpPa




HanpaBneHue OnucaHue

Distributed tracing OpenTelemetry export ana koppensuun IKEv2 -» Diameter - GTP-C latency
hooks B 04HOM trace (oTnagka end-to-end attach 3apepxek)

KoceBeHHas oueHka MOS / R-factor yepe3s packet loss + jitter estimation Ha

QoE MOS proxy GTP-U data plane (6e3 polling probe-peterui)

13.3 NHTerpaumoHHbIin roadmap

timeline title Roadmap 3Tanbl paclmpeHns MOHUTOPUHra PacwmpeHune MeTpuk : Network + Session
+ KPI + App + System REST API + SPA : Session Browser Ul + OpenAPI 3.0 Ops-tooling : Zabbix
templates + Alert Config Ul Advanced observability : OpenTelemetry + Distributed tracing QoE probe
: MOS/R-factor proxy Ha GTP-U

KOHKpEeTHbIe CPOKM peanm3aunm onpeaensaoTca 4OpoXHoN kapTon penunsos VAS Experts n
COrNacylTCs C KNNEHTCKMMM MPoeKTaMu.

14. 3akKnyeHue

VAS Experts ePDG Monitoring — BCTpoeHHbIi MOHUTOPUHT Wo3a VOWIiFi ¢ NOSIHbIM MNOKPbITUEM
Bcex nHTepgencos 3GPP EPC non-3GPP access:

1. CkBo3HOe nokpbiTue SWu - S2b — IKEv2 (SWu), Diameter SWm/SWx/Séb, GTPv2-C + GTP-U
(S2b), Ha Bcex ypoBHaAx L2-L9. 33 meTpuku 47 SNMP OID 14 trap notifications

2. CkopocTb pearupoBaHus — 10-cekyHAHbIN uunkn cbopa, 13+ anapmos ¢ hysteresis,
aBTo3CKanaumsa Yyepes Email/SNMP Trap/Webhook.

3. OTKpbITOCTb MHTEerpauum — Prometheus, SNMP v2c Enterprise MIB, Grafana, Alertmanager
webhooks. CoBmectumocTb ¢ Nokia NetAct, HP OpenView, IBM Tivoli, Zabbix, PRTG.

4. NMonHoTa Bu3yanusaumm — 4 gawboppa Grafana, 35+ naHenen, 34 recording rules gns
pre-aggregated KPI (attach success rate, p95/p99 latency, throughput).

5. MMHMManbHaa CTOMMOCTb BJlIafeHNa — CaMoJoCTaTO4HbIN nakeT fast-epdg, 6e3 BHeWHNX
areHToB / runtime-3aBNUCUMOCTEN, pa3BEPTbIBAHME 3a 5 MUHYT, HaTMBHLIN /metrics endpoint.

6. EpnmHbIn cTek ¢ EPC Monitoring — nosHas nHterpaums 8 obwuin
Prometheus/Grafana/Alertmanager onepaTtopa BmecTe ¢ DPI/SMF/PCEF/FastPCRF.

Cnepyowue waru

Ons nonyyeHns OEMOHCTPALUN, TEXHUYECKON cneunduKaumm an KOMMepPYeckoro npeasioxKeHuns:

e CauT: vasexperts.ru
* TexHn4yecKasa nogpepXxkKa: support@vasexperts.ru
e OTpen npopax: sales@vasexperts.ru

VAS Experts — poccuickuii pa3paboTyuk peLueHuvi riybokon nHcrnekummy tpaguka (DPI),
yrnpaseHns NoanTuKamm n Tapugukaumm, wao3os VoWiFi gas onepatopos MobuabHOV 1
¢hmkcmnpoBaHHoW cBA3n. MpoaykTbl VAS Experts ncrosib3yTcs onepaTopamMmu B Poccumn n ctpaHax


https://vasexperts.ru
mailto:mailto:support@vasexperts.ru
mailto:mailto:sales@vasexperts.ru

CHI gnsa COPM, BRAS, NAT/CG-NAT, QoS, nakeTHoro sapa LTE n VoWiFi.
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