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OcHOBHbIe npouecchl

KnneHTaM HegoBepeHHon He-3GPP-ceTu W03 npenocrasageT nHrepgenc SWu nocpeacrsom

npoTokoa IPSec, obecneymBas nHTepdenc asTopmsaumm SWa nocpenctsomM npoTokona IKEv2 u
MHTepdenc WdpoBaHHbIX 3allMleHHbIX TYHHesnen SWn nocpeacTsoM npoTokosa ESP.

1. AyTeHTU(UKaLMUA U aBTOpPU3aLUA

LWLnto3 B uenax ayTeHTudrKaumm n aBTopm3aLnm KJINeHTOoB NoAAEeP)XUBAET [Ba pexnma
B3aUMOLencTBusa ¢ komnoHeHTamm AAA n HSS agpa ceTn nocpeacTBoM npoTokona Diameter: ¢
NCcrnonb3oBaHMEM NHTepgenca SWm ana B3aumMogencTasns ¢ KOMNoHeHTOM AAA 1 C NCNOIb30BaHUEM
NHTepgenca SWx ons B3auMoLencTBma C KOMNOHEHTOM HSS.

Mpwu paboTe B pexxnme € NCNOJSIb30BaHNEM NHTepdenca SWm, nnarnH oCyLecTBASET aBTOPMU3aLINIO
noJib30BaTenen nNpu B3auMoAencTBMM C KOMNOHEHTOM AAA.

Mpwn paboTe B pexxnme SWX, nnarvH oCyLLeCTBASET aBTOPMU3aLINIO NONb30BaTENEN NPU NPSMOM
B3aMMOOENCTBUN C KOMNOHEHTOM HSS, aHanorn4yHo koMnoHeHTy AAA.

Ons amynaunmn pyHKUMA KoMnoHeHTa AAA, W3 NogaepXnBaeT cepBepHble NHTepdencol S6b ana
noadep>XKun 3arnpocoB aBTopusaumm ot KomnoHeHTa PGW, a Takxxe SWa (SWm) ans nogknio4eHun
BHELUHNX KOMMOHEHTOB CTOPOHHUX BEHA,0POB.

3anpockl B3anUMOAENCTBUS LLUJ03a C KOMMOHEHTAMK NOCPeACTBOM NpoTokosa Diameter moryT
6anaHCMpPOBaTLCS MEXY KIMEHTCKUMYN NOAKOYEHNSMN K MHOXXECTBY CEPBEPOB MCMOJIb3YEMOr0
NHTeptenca, TakXKe B TaKOM C/ly4ae NoaaepxnBaetcs 06xol 0TKasa KINEHTCKMUX NOAKJIIOYEHNIA.

banaHcMpoBKa OCyLeCcTBASETCA pacnpenesieHNeM akTUBHbBIX CECCUN ayTEeHTUUKaLnUm 1
aBTOPM3aLMM KJIMEHTOB LLU03a MEXAY CcepBepaMu NCMOSIb3yeMOro nHTepdenca B NponopLunm
YKa3aHHbIX MPYOPUTETOB CEPBEPOB MCX0as M3 0blienn cymmbl paBHon 100.

0O6xop 0TKa3a NPOM3BOAMTCS HanpaBleHMEM HEOTJIOXKHOMO 3anpoca NOBTOpa Npouecca
ayTeHTMUMKALMM 1 aBTOPM3aLMM BCEM KJIMEHTAM LW03a, UMEIOLLMM aKTUBHbIE CECCUU, CBSA3AHHbIE C
0TKa3aBLUMM KJIMEHTCKMUM MoAk/to4eHneMm. MNpn noBTope npoLecca ayTeHTURMKALUM 1 aBTopM3aLmMK
KJVEHTOM LUJI03a, Ceccus ayTeHTUUKaLMM 1 aBTOpU3aLMUM KIMeHTa Wto3a byneT pacnpenesneHa un
NpuBsi3aHa B COOTBETCTBMU C BaNaHCUPOBKON MeXAY (YHKLMOHUPYIOLWUMU KITMEHTCKUMU
NOAKJ/IYEHUAMMN K cepBepaM. B ciyyasx oTCyTCTBUSA (DYHKLMOHNPYIOWMNX KIMEHTCKUX MNOAK/IOYEHNI
K cepBepaM UM 0TKa3a ayTeHTUMUKaLUM 1 aBTopM3aLMm KINEHTA, KIIMEHT wWwito3a byaeT oTKIoYeH
B 0QJHOCTOPOHHEM MOpPSIAKE.

CepBepHble NHTepencol, NpefocTaBAseMble WA030M NOCPeACTBOM NpoToKoNna Diameter,
NoOLEPXKNBAOT MHOXECTBEHHbIE NOAKNOYEHNA OT COOTBETCTBYIOLLNX KIIMEHTOB.

B KayecTBe TpaHCNOPTHOrO NPOTOKOAA ANS NMPUMKNAAHOro NpoTtokona Diameter nogaepxunsaeTcs
ncnonb3oBaHne npotokonos TCP/SCTP/TLS2/DTLS2.



2. TyHHenupoBaHue

LLno3 noagepxmBaeT ABa pexnma B3auMo4enCcTBNS ¢ KoMnoHeHToM PGW sapa ceTn nocpeacTtsoM
npotokona GTP: ¢ ncnosb3oBaHneM nHTepdenca S5/S8 n ¢ ncnonb3oBaHNeM UHTepdenca S2b.

Mpwu paboTe c ucnonb3oBaHMeM nHTepgenca S5/S8 NCnonb3yrTCA KINEHTCKUE 3anpoChbl aHaNOMMYHO
KOMMOHeHTY SGW.

Mpun paboTe C ncnosb3oBaHNEM UHTepdenca S2b NCNoNb3yTCA KNIMEHTCKUE 3arpoCkl KOMMOHEHTa
EPDG.

Mpw B3aMMOZenCTBMM C KOMMNOHEHTOM PGW Lt03 NCNoNb3yeT BblbpaHHbI MHTepdenc B Lensax
co3faHma GTP-U TyHHenen nocpeacTsoM npoTtokosa GTP-C ons aBTOPM30BaHHbIX KJIMEHTOB LUJIKO3a
mMexnay EPDG v nakeTHon ceTbto, 0b6cnyxmsaemon PGW. Mocpeactesom npoTokona GTP-U
obecneymBaeTcq 06MeH TpaduKoM Mexay acCcounmpoBaHHbIMM SWn TYHHENAMU KAVEHTOB LW03a U
GTP-U TyHHEenamm B COOTBETCTBUN C 3aaHHbIMKN QOS.

3anpockl B3aMMoaencTems ¢ komrnoHeHToM PGW nocpenctsom npotokona GTP-C moryTt
H6anaHCcMpoBaThLCA MEXAY KJIMEHTCKUMU MNOLKIOYEHNAMUN K MHOXXECTBY CEPBEPOB.

AnropnTm 6anaHCcMpoBKK 1 06X0Mla 0TKa3a aHaIoOrMYeH anropuTMy onmcaHHOMY IS npouecca
ayTeHTUMKaLUM 1 aBTopr3aL MK, 3a 0TINYMEM, 4TO 06X04 O0TKa3a NPOU3BOAMUTCS HanpaBaeHUEM
HEOTJ/I0XKHOr0 3anpoca NOBTOPa YCTAaHOBKU SWn TyHHEeNel BCEM KJIMEHTAM LL03a, UMEIOLLINM
aKTUBHblE accounnpoBaHHble GTP-U TyHHeNN, CBSA3aHHbIE C 0TKA3aBLUNM KIMEHTCKUM
NOAKJIOYEHNEM.,

B KayecTBe TPaHCMOPTHOro NPOTOKONA A1 NPpUKagHOro npotokona GTP nogaepXxunsaeTcs
ncnoJsib3oBaHme npoTokosa UDP co ctaHoapTHLIMU HOMepamm nopToB 2123 ans npotokosia GTP-C n
2152 pnga npotokona GTP-U.

3. HazHayeHue IP-appecoB

LLno3 noonepxneBaeT ABa UCTOYHUKA Ha3HavyeHUs agpeca TyHHena SWn, agpecos DNS cepepos,
appecos P-CSCF knneHTy Wt03a: nosy4YeHHble NocpeacTBOM NpoTokosia Diameter n nony4yeHHble
nocpencTsom npotokona GTP.
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