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NnaHbl pa3BUTUA

CtaTbs B 6nore: Nogsoaum utorn 2024 roga

NMnaHbl pa3BuTua Ha nepuopn 2025-2029 roael

BRAS/BNG

e YBennyeHne Konn4yectea nopTos B pexume On-Stick|LAG ¢ pa3geneHmem nopTa no
VLAN|QinQ|PPPoE

e NMopnepxka Single Session ons IPv4/IPv6

e [Tognepxka SLAAC pna IPv6

e Pa3BuTme cxeMbl pesepsupoBaHma Active-Active n Active-Standby ona BRAS DHCP, PPPOE,
VRRP

e Nlognep>xKa KBOTbl Ha abOHEHTa U NOrMKK ONS NepPeKYeHns TapudHOro naaHa B ciayvyae
ncYyepnaHusa KBoTbl, B 3aBUCMMOCTY OT BpeMeHU CyToK (Ha 6a3e noruku fastPCRF)

e Co3faHvne OUHAMUYECKUX CEPBUCHBIX MHTEepdencos (To4ek focTyna) ana gnanasoHos DotlQ,
Q-in-Q € BO3MOXXHOCTbIO YKa3aHUSA TUNOB MOAKIIOYEHNA 419 KaXXA0r0 AnanasoHa

e Host Lockout - ®yHKUMOHanN, No3soasowmnin 610KMpoBaTb NONLITKM NOAKAYEHNA abOHEHTa

(He oTnpaBNATb 3anNpoc aBTopu3auunm Ha Radius cepsep), B C/ly4ae HEOQHOKPATHOro 0TKasa

aBTopu3auun

icnonb3oBaHue pasHbix Radius rpynn ons ayTeHTUgMKaumm

Peanuzauwns L3VPN

Pa3suTtne L2TP aBTOpM3aumm

e [Moponepxka ICMP rate-limit, ARP rate-limit

Pa3suTme Radius Proxy KOMMOHEHTbI 419 peann3aumm cLeHapres 6anaHCMpPOBKIY 1

pacnpeneneHnsa Harpy3ku Radius 3anpocos mexay fastPCRF n bunnmHrom

DPI

e [logaep»xkKa pasHbiX ANUH npedurkcoB ans IPv6 (cenvac ToNbKO (PUKCMPOBAHHLIN pa3mep /64
nnu /56 nnn /48)

e Pa3BuUTME CEPBMCA KACTOMHbIX CUTHATYpP

* 3epKanupoBaHue Tpatuka no VLAN

NAT

e NAT 64, N03BOANT NCMONb30BaTb 0AMH CTeK IPv6 1 n3bexxaTb NnepenosiHeHns Tabany
MapLpyTusaumnm

JononHutenbHoO


https://vasexperts.ru/blog/dajdzhest/itogi-2024-goda/

CoBmecTHOe pa3sutume ¢ Kaspersky netektuposaHus DDoS, Botnet, SPAM

Mopnepxka agpa cetn 5G

Moanepxka npotokona Diameter (nHTepdencol Gx, Gy, Gz)

Mopnepxka LDAP aBTopu3aumm nonb3oBaTenen ans rpaguyeckoro nHtepgenca DPIUI2
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