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HacTtpouka GUI, CKAT u WiFi HotSpot npu
BKJIOYEHHOM MeHe )XMeHTe CeCCUM

Tononorua cetTu

1.

Mookno4nTb o6opyp,OBaHv|e corJlaCHoO Torosiormn ceTn.

T
E 4‘% Interngt ':"‘
— N

- 3
SM3E RU GATEWAY

ISP SERVER ROOM

WIFI LOCATION

~—

it Sl T e
Mikrotik 10.0.0.6
100.64.0.1

|
\ ;

iph Intemel

— —

o =

=]

-I ‘ nternet

— intarnat

COPM

H'yueru.isc-r

T, P A
o0 | o | .
m . [
— —

dpiui_vm cp wifi vm 10002

10.0.0.3 10004

MocnepoBaTesIbHOCTb AEeUCTBUMA NPU aBTOPU3AL UM
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. AboHeHT nogkntoyaetcs Kk cetn WiFi

MosasnseTca welcome page ¢ nHpopmaLmen, 4To aboHEHT JOJIKEH OTKPbITb Opay3ep K
noeHTupununposaTh cebs

AboHeHT oTpbiBaeT bpay3ep, Npu nepexone Ha nobon URL nponcxoanT nepeagpecauns
aboHeHTa Ha CTpaHWLy MAEHTUdUKaL MK

ABOHeHT BBOAUT TeNedOHHbIN HOMep, 3anpallnBaeT Kog A0CTyna

Kogn oocTyna oTnpaBAseTcs Ha TeneoHHbIN HoMep Yyepe3 SMS

ABOHEHT BBOAUT MONYYEHHbIN KOG A0CTYMa

MponcxoamT 3anncb CECCUOHHBIX KYKWU Ha abOHEHTCKOe YCTPOMCTBO C COXPaHEHUEM 3aflaHHOrro
nepuoa, a Takxe nepexog Ha 3anpoleHHbln nonb3osatenem URL



YcTaHoBKa BUpPTYyaJibHbIX MawiuH (BM)

1. Co3paTb ABe BUPTYyasibHble MalUMHbI CO C/IeAYOWUMN MUHUMANbHbIMU XapaKTepUCTUKaMU:
o BM dpiui vm-1 cpu, 2Gb Ram, 50G hard disk, Guest OS Centos 7, nic 1
o BM cp wifi vm- 1 cpu, 1Gb Ram, 30G hard disk, Guest OS Centos 7, nic
2. YcTaHaBuTb nocnegHtoto Bepcmto CentOS 7 (build-2009 Ha MOMeHT HanucaHus) Ha obe
BUPTYasbHble MalUUHbI. [10 Xo4y YCTaHOBKMW BbIOpaTh MUHUMAbHYIO YCTaHOBKY (Minimal
install).
Mocne yctaHoBky OC OTKPbITb KOHCOJIb U YCTAHOBUTbL NakeTbl Ha 0be BM: cHavana

yum install epel-release
n nocne:

yum install nano tcpdump openssh-server openssh-clients

3. BbIKJ04NTL selinux Ha oboux BM:
o OTpepakTuposaTb (pann /etc/sysconfig/selinux
o 3afdaTb 3Ha4yeHue napameTpa SELINUX=disabled n nepesarpy3uts BM

YcTaHoBKa M HacTpouka dpiui_vm

1. YctaHoBuTb DPIUI Ha dpiui_ vm MO MHCTPYKLMM
2. HacTpouTb ceTb Ha oboux BM n CKAT:

BOOTPROTO=static
ONBOOT=yes
IPADDR=10.0.0.x
NETMASK=255.255.255.0
GATEWAY=10.0.0.1
DNS1=10.0.0.2

IPADDR — yKa3aTb A/ KaX[,0ro XocTa CorjlacHo cxeme (UM NCnonb30BaTb CBO
agpecauunio).

3. Bontu B GUI n nobasutb 06e BM n CKAT B pasgene «ObOPYOOBAHUE», cnenys MHCTPYKLMN:

YcTaHoBKa U HacTpouka cp wifi vm

1. YctaHoBuTb naket wifi hotspot Ha BM cp wifi vm no uHcTpyKumm:
2. OTpenakTnpoBaTb KOHGUr hann ana Hotspot:

nano /var/www/html/wifi hotspot/backend/.env

N3mMeHnTb/006aBUTL TONBKO 3TW CTPOYKN:

1. AAA_HOTSPOT_IP - 10.0.0.4
Apnpec NAS cepsepa, IPv4/IPv6, ecnn HenssecTHO - 0.0.0.0


https://wiki.vasexperts.ru/doku.php?id=dpi:dpi_components:dpiui:install_and_update:install:start
https://wiki.vasexperts.ru/doku.php?id=dpi:dpi_components:dpiui:user_guide:admin_section:equipment_management:start
https://wiki.vasexperts.ru/doku.php?id=dpi:dpi_components:module_wi-fi_hotspot:start

2. AAA_HOTSPOT_PORT - 0
MopT NAS cepsepa, 4ncso, ecnm Hens3secTHo - 0

3. AAA_HOTSPOT_ID - 2
NI ToYKM NOOKYEHNS K CETW NMepenadn daHHbIX, Lenoe Yncnao B gmanasoHe ot 0 oo
1000, HeobxoamMo 3anoNHATL ANns aboHeHToB nNybanyHbIX Wifi-To4yek, COoTBETCTBYET
NOEHTUPUKATOPY TOYKMU MOAKIIOYEHMSA B Noje 1 U3 BbIrPy3KM TOYEK NOOKI0YEHNS

4. AAA_EXPORT_ENABLED=1
BkntounTb akcnopT AAA

5. AUTH_CODE_LENGTH=4
lNoMeHATb KOM-BO CUMBOJIOB B KoAe ang SMS asTtopusaummn

Ecnv nponncanu napametp AUTH_CODE_LENGTH, To Hafo B hanne
/var/www/html/wifi_hotspot/frontend/env.js ycTaHOBUTb 3Ha4yeHue:

AppEnv.AuthCodePlaceHolder = "0000";
B KOHLe BbIMOMHUTL KOMaHAY:

php /var/www/html/wifi hotspot/backend/artisan queue:restart

YcTtaHoBka u HacTpouka dhcp-isc Ha cp_wifi_ vm

1. YcTaHoBuTb nakeT dhcp-isc — yum install dhcp expect
2. [anee HacTpamBaeM CKpUNTbl CTaTUYECKOro arp u koHpur ¢ann dhcpd.conf:
o CHavana koHtur cann dhcpd — nano /etc/dhcp/dhcpd.conf
MNMocTaBuTb CBOM 3Ha4YeHUs option domain-name u option ntp-servers!

ddns-update-style none;
authoritative;
db-time-format local;

log-facility local7;

subnet 100.64.0.0 netmask 255.255.252.0
range 100.64.0.3 100.64.3.254;
default-lease-time ;
max-lease-time ;
option subnet-mask 255.255.252.0;
option broadcast-address 100.64.3.255;
option routers 100.64.0.1;
option ntp-servers <ntp-server-;
option domain-name-servers 10.0.0.2;
option domain-name "name.local";

on commit
ClientIP = binary-to-ascii , 8, ".", leased-address);



ClientMac = concat

suffix (concat ("0", binary-to-ascii , 8, "",
substring(hardware, 1, ,2), "',

suffix (concat ("0", binary-to-ascii , 8, "",
substring(hardware, 2, ,2), ",

suffix (concat ("0", binary-to-ascii , 8, "",
substring(hardware, 3, ,2), ",

suffix (concat ("0", binary-to-ascii , 8, """,
substring(hardware, 4, ,2), ",

suffix (concat ("0", binary-to-ascii , 8, "",
substring(hardware,5, ,2), ",

suffix (concat ("0", binary-to-ascii , 8, "",
substring(hardware, 6, , c

log(concat("Request: IP: ", ClientIP, " Mac: ", ClientMac));

execute("/usr/local/etc/dhcpd/clients add drop.sh", "add",
ClientIP, ClientMac);
on release
ClientIP = binary-to-ascii , 8, ".", leased-address);
ClientMac = concat
suffix (concat ("0", binary-to-ascii , 8, "",
substring(hardware, 1, ,2), ",
suffix (concat ("0", binary-to-ascii , 8, "",
substring(hardware, 2, ,2), ",
suffix (concat ("0", binary-to-ascii , 8, "",
substring(hardware, 3, ,2), ",
suffix (concat ("0", binary-to-ascii , 8, "",
substring(hardware, 4, ,2), ",
suffix (concat ("0", binary-to-ascii , 8, "",
substring(hardware,5, ,2), ",
suffix (concat ("0", binary-to-ascii , 8, "",
substring(hardware, 6, ) ;

log(concat("Release: IP: ", ClientIP, " Mac: ", ClientMac) );
execute("/usr/local/etc/dhcpd/clients add drop.sh",
“drop rls", ClientIP, ClientMac);

on expiry
ClientIP = binary-to-ascii , 8, ".", leased-address);
log(concat("Timeout: IP: ", ClientIP));

execute("/usr/local/etc/dhcpd/clients add drop.sh",
"drop exp", ClientIP);

subnet 10.0.0.0 netmask 255.255.255.0

Co3naém ONpeKTopumM N U3MeHseM eé npasa:

mkdir /usr/local/etc/dhcpd chown dhcpd:dhcpd
usr/local/etc/dhcpd



touch /usr/local/etc/dhcpd/clients add drop mysql.sh touch
usr/local/etc/dhcpd/clients add drop.sh
chown dpiacc:dpiacc /usr/local/etc/dhcpd

chmod 755 /usr/local/etc/dhcpd

chmod 755 /usr/local/etc/dhcpd
Tenepb ckonupyem cnepyowmnn ckpunT B /usr/local/etc/dhcpd/clients_add_drop.sh:

#!/usr/bin/expect -f

METHOD [lindex $argv 0

IP ADDR [lindex $argv 1

MAC ADDR |[lindex $argv 2

MAC ADDR |[string toupper $MAC ADDR
# KJINEHTCKNN MHTEPHENC Ha MUKPOTUKE:

INT CLIENT “vWifi"

status 0

#3anuceieaem dhcp-lease (start and end) Bb6a3ze hotspot
spawn /usr/local/etc/dhcpd/./clients add drop mysql.sh "$METHOD"
"$IP_ADDR" "$MAC_ADDR"

expect "end mysql";

#[logkiro4aeMcs K poyTepy

spawn ssh -i /usr/local/etc/dhcpd/.ssh/id rsa admin+t©100.64.0.1 -
oStrictHostKeyChecking=no -oUserKnownHostsFile=/dev/null

expect

"password:" {send "\n";
"timeout" status 1;

II>II

$METHOD == "add" $status ==

send "ip arp add address=$IP_ADDR mac-address=$MAC_ADDR
interface=$INT_CLIENT\r";

expect ">";

send "ip firewall address-list remove \[find address=$IP_ADDR
1ist=DROP_CLIENTS\]\r";
expect ">";
send "log info \"ADD: $IP_ADDR -- $MAC_ADDR\"\r";

expect ">"



send "quit\r";

expect eof

elseif $METHOD == "“drop_rls" $status ==
send "ip arp remove \[find mac-address=$MAC_ADDR\ ]\r";
expect ">";

send "ip firewall address-list add address=$IP_ADDR
List=DROP_CLIENTS\r";

expect ">";

send "log info \"DROP RLS: $IP_ADDR -- $MAC_ADDR\"\r";
expect ">"

send "quit\r";

expect eof

elseif $METHOD == "drop_exp" $status ==
send "ip arp remove \[find address=$IP_ADDR\]\r";
expect ">";

send "ip firewall address-list add address=$IP_ADDR
list=DROP_CLIENTS\r";

expect ">";

send "log info \"DROP EXP: $IP_ADDR\"\r";
expect ">"

send "quit\r";

expect eof

elseif {$status ==

send "quit\r";

expect eof
exit 1;

status 0

#oaK04aeMCS K CKaTy U NPornuncbiBaeM CTaTUYEeCKYo 3anncb aboHa.
spawn ssh -i /usr/local/etc/dhcpd/.ssh/id rsa dpisu©l0.0.0.6 -
oStrictHostKeyChecking=no -oUserKnownHostsFile=/dev/null

expect
"password" {send "\r"
"timeout" status 1; exit 4
n \$ n

$status ==
send "/var/dpiui2/add captive portal auth ivstar.sh $IP_ADDR\r"
expect "\$"
send "exit\r";
expect eof
code=WN ckonupyem B /usr/local/etc/dhcpd/clients add drop mysql.sh
ckpunT gns pobaeneHusa B 6asy hotspot paHHbix 0 dhcp-lease:<code



bash>#!/bin/bash
METHOD=$1

IP ADDR=$2

MAC ADDR=$3

MYSQL CONNECT LEASEDB="mysql -u root -pvasexperts -Dwifi hotspot -
h 127.0.0.1"

"$METHOD" = "add" |;

echo "insert into hotspot aaa(TYPE,MAC, IP)
values("1",\""$MAC ADDR"\",\""$IP ADDR"\");"
$MYSQL CONNECT LEASEDB

"$METHOD" = "drop rls" |;
echo "insert into hotspot aaa(TYPE,MAC, IP)
Va-l_ues ( IIZII , \II II$MAC_ADDRII\II , \II II$IP_ADDRII\II) ; n
$MYSQL CONNECT LEASEDB

"$METHOD" = "drop exp" |;
echo "insert into hotspot aaa(TYPE,MAC, IP)
values("2",\"""\",\""$IP ADDR"\");" $MYSQL CONNECT LEASEDB

echo "end mysql”
Bknoyaem cepsep dhcpd n gobasmm npasuno B firewall:

systemctl enable dhcpd
systemctl start dhcpd
firewall-cmd --permanent —add-service=dhcp
firewall-cmd --reload

3. Co3paaum CKpunT 4518 nepeHoca ansa ceccum Ha ftp:

mkdir /srv/aaa

mkdir srv/aaa/processed

mkdir /srv/aaa/script

touch /srv/aaa/script/script.sh

CkonupyeM conep>xumoe B /srv/aaa/script/script.sh:
#!/bin/bash
FTP_ADDR="<ip ftp>"

FTP USER="<user ftp>"
FTP_PASS="<password ftp>"



#nmpektopus c aaa hotspot
DIR="/var/www/html/wifi hotspot/backend/storage/aaa events"

1s $DIR read f;
curl --user $FTP_USER:$FTP_PASS --upload-file $DIR/$f
ftp://$FTP_ADDR/ISP/aaa dev/null

mv $DIR/$f /srv/aaa/processed
1 0obaBMM Ha BbINOJSIHEHMWE B Cron:

crontab -e
srv/aaa/script/script.sh

4, Co3paauM OTKPbITbIN U 3aKPbITbIA KIHOY:

mkdir usr/local/etc/dhcpd/.ssh cd usr/local/etc/dhcpd/.ssh
ssh-keygen -t rsa

CeKkpeTHyto (hpa3y oCTaBnsgeM NyCcTomn
BHumaHue! NepeHocum id.pub Ha ckaT (10.0.0.6) u mukpoTuk (100.64.0.1)!
e ckaT (10.0.0.6): nepeHecTn dann no ssh Ha ckaT n fobasuTb B authorized keys
cat id.pub ~/.ssh/authorized keys
e MUKpOTUK (100.64.0.1): nepeHecTwn hann no ssh nam vepes web nHTepdenc n coenatb import

user ssh-keys import public-key-file=id.pub user=admin

HacTtpouka CKAT

1. HacTtpoum Ha ckaTe db ons 103epos:

nano /etc/dpi/fastdpi.conf
udr=

2. HacTtpoum cpunbTpauuio no henepanbHOMy CNUCKY:

black list sm=

federal black list=
#peanpeKkT Ha CTPaHUYKY

black list redirect=http://block. lan

3. Cpenaem kJiacc no ymosidaHuio: class_order=0

4. Bkao4nMm BbIrpy3ky ipfix:
o HacTpouTb nHTepgenc ethl: nano /etc/sysconfig/network-scripts/ifcfg-ethl



BOOTPROTO=none
ONBOOT=yes
IPADDR=<ip address
PREFIX=24

netflow=8

netflow dev=ethl

netflow timeout=20

netflow full collector type=2

netflow full collector=127.0.0.1:1500
netflow passive timeout=10
netflow active timeout=20
netflow rate limit=30

ipfix dev=ethl

ipfix tcp collectors=<ip:port ipfix collectors
ipfix meta tcp collectors=<ip:port ipfix collectors
ipfix observation=127

ipfix dns tcp collectors=<ip:port ipfix collectors
ipfix nat udp collectors=<ip:port ipfix collectors

5. Coenaem Tpaduk B class 7 MUHUMaNbHbLIM:

tbf class7=rate 1lkbit
tbf inbound class7=rate 1lkbit

6. BkJoynm pegupekT Ha captive portal: cp_server=10.0.0.4 (ip cp)
7. Bbiknoynm nat ons npusaTHbIX afpecos: nat_exclude_private=1
8. OcTanbHble HacTponku CKAT:

ctrl _port=29000

ctrl dev=Llo

scale factor=1l

num threads=2

class order=0
mem_tracking flow=1500000
mem_tracking ip=3000000
http parse reply=1

riimit fsize=32000000000

9. 3amMeHUTb cofepxmmoe ckpunTa /var/dpiui2/add_captive_portal auth_ivstar.sh Ha cnegytowme:

#!/bin/sh

fdpi ctrl load --service 5 --profile.name='hotspot white list profile’
--ip $1

fdpi_ctrl load --service 11 --profile.name='NAT PUBLIC WIFI' --ip $1
fdpi ctrl load --policing --profile.name='wifi hotspot auth policing' -
-ip $1

10. OobaBnTb OTKPLITLIA KNOY AN AoCTyna ¢ hotspot Ha ckaT B hann
/home/dpisu/.ssh/authorized_keys:



#!/bin/sh

fdpi ctrl load --service --profile.name="'hotspot white list profile’
--ip $1

fdpi ctrl load --service --profile.name="'NAT PUBLIC WIFI' --ip $1
fdpi ctrl load --policing --profile.name='wifi hotspot auth policing' -
-ip $1

CoxpaHsieM BCe usMeHeHus B hanne /etc/dpi/fastdpi.conf u nenaem reboot.
11. HacTtpoum nHTepdenc ethO ona goctyna Kk hotspot n dpiui

nano /etc/sysconfig/network-scripts/ifcfg-etho

BOOTPROTO=none
ONBOOT=yes
IPADDR=10.0.0.6
PREFIX=
DNS1=10.0.0.2

HacTtpouka DPI n Hotspot uepe3 DPIUI

HacTpoika NprMopuTr3aLun No NPoTOKoIaM

1. Mepexoanm Bo BKNagKy Ynpasnenue DPI - MPUOPUTU3ALKA MO NMPOTOKOJIAM (DSCP) -
PepakTop

e ¢s0 - 4yTO Nponyckaem
e sl - 4TO 3aXXMMaeM Tapudom
e CS7 - 4TO 3aXMMaeM rnobanbHO

Bittorrent cs7
default csl
dns csO

http cs0

https cs0O

2. CG-NAT B CKATe:

Mepexoaum BO BKNALKY YripassieHue ycayramm - Ycayru -» CGNAT
Co3paeM npounb:

OnucaHune: NAT _WIFI\\Tun: CGNAT

Nat IP nyn: <public ip>

Yucno tcp ceccmin: 1000 (Ha aboHeHTa)

Yucno udp ceccun: 1000 (Ha aboHeHTa)

HacTtpouka Hotspot:

1. Mepexonmm BO BKIaAKY YnpaBneHune ycnyramm = Hotspot
Web cepsep: WiFi-Hotspot (BM (cp_wifi_vm) 3aBegeHHas paHee B dpiui)



Captive portal URL: https://10.0.0.4 (url cp)

Bpems xu3Hu ceccum: 36000

URL ons pegupekTa: https://google.ru (CTpaHn4ka peamnpekTa nocae ycnewHon aBTopmsanmm)
2. Bkniovaem WiFi n SMS aBTopusaumio

SMS aBTopM3aumIo Yepes cepBmC sms.ru

MeTopa: Post

Url: https://sms.ru/sms/send
3. Teno (From):

api id = <id u3 numyHoro kabmHeTa sms.ru
to = [PHONE
msg = Bawkog ona WIFI: |[CODE

Hactponka Tapudgos Hotspot (B pepakTope):
1. Taput ons asTopm3saunn

htb inbound root=rate 5mbit ceil 5mbit burst 2500kbit cburst 2500kbit
htb inbound classO=rate 8bit ceil 5mbit burst 8bit cburst 2500kbit
htb inbound classl=rate 8bit ceil 8bit burst 8bit cburst 8bit

htb inbound class2=rate 8bit ceil 8bit burst 8bit cburst 8bit

htb inbound class3=rate 8bit ceil 8bit burst 8bit cburst 8bit

htb inbound class4=rate 8bit ceil 8bit burst 8bit cburst 8bit

htb inbound class5=rate 8bit ceil 8bit burst 8bit cburst 8bit

htb inbound class6=rate 8bit ceil 8bit burst 8bit cburst 8bit

htb inbound class7=rate 8bit ceil 8bit burst 8bit cburst 8bit

htb root=rate 100kbit ceil 100kbit burst 50kbit cburst 50kbit

htb classO=rate 8bit ceil 100kbit burst 8bit cburst 50kbit

htb classl=rate 8bit ceil 8bit burst 8bit cburst 8bit

htb class2=rate 8bit ceil 8bit burst 8bit cburst 8bit

htb class3=rate 8bit ceil 8bit burst 8bit cburst 8bit

htb class4=rate 8bit ceil 8bit burst 8bit cburst 8bit

htb class5=rate 8bit ceil 8bit burst 8bit cburst 8bit

htb class6=rate 8bit ceil 8bit burst 8bit cburst 8bit

htb class7=rate 8bit ceil 8bit burst 8bit cburst 8bit

2. Tapud ons 6ecnnatHoro WiFi:

htb inbound root=rate 10mbit ceil 10mbit burst 5mbit cburst 5mbit
htb inbound classO=rate 8bit ceil 10mbit burst 8bit cburst 5mbit
htb inbound classl=rate 8bit ceil 10mbit burst 8bit cburst 5mbit
htb inbound class2=rate 8bit ceil 10mbit burst 8bit cburst 5mbit
htb inbound class3=rate 8bit ceil 10mbit burst 8bit cburst 5mbit
htb inbound class4=rate 8bit ceil 10mbit burst 8bit cburst 5mbit
htb inbound class5=rate 8bit ceil 10mbit burst 8bit cburst 5mbit
htb inbound class6=rate 8bit ceil 10mbit burst 8bit cburst 5mbit
htb inbound class7=rate 8bit ceil 8bit burst 8bit cburst 8bit
htb root=rate 10mbit ceil 10mbit burst 5mbit cburst 5mbit

htb classO=rate 8bit ceil 10mbit burst 8bit cburst 5mbit

htb classl=rate 8bit ceil 10mbit burst 8bit cburst 5mbit

htb class2=rate 8bit ceil 10mbit burst 8bit cburst 5mbit


https://10.0.0.4
https://google.ru
https://sms.ru/sms/send

htb class3=rate 8bit ceil 10mbit burst 8bit cburst 5mbit
htb class4=rate 8bit ceil 10mbit burst 8bit cburst 5mbit
htb class5=rate 8bit ceil 10mbit burst 8bit cburst 5mbit
htb class6=rate 8bit ceil 10mbit burst 8bit cburst 5mbit
htb class7=rate 8bit ceil 8bit burst 8bit cburst 8bit

3. Yonyru:
Mepexoaum K ynpasnieHuo ycnyramu n BknodaeM CGNAT u Boibrpaem npogunb NAT WIFI

4. benbln CNUCOK:

Mepexoaum BO BKNaAKY YNpaBieHme ycnyramm — ycayrin - 4yepHole u 6enble Cnmnckm
Bbibupaem HyXHbI npodnsib 1 co3faem cnucok: ip 10.0.0.4 (ip cp)

Ecnn onsa cp ectb 3anuch B dns, To fobaensem Tak: cn example.com
CoxpaHseM HaCTpPonKK Yepes nHTepgenc.

HacTtpounka MukpoTtuka 100.64.0.1

1. HacTpoWKa KJIMeHTCKOro nHTepgenca MMKpoTrKa
O6HoBMTbL A0 Router OS 6.48.x

interface vlan
add arp=reply-only arp-timeout=10m interface=sfpl name=vWifi vlan-id=

ip settings
icmp-rate-limit=5 rp-filter=strict

ip address
add address=100.64.0.1 interface=vWifi network=100.64.0.0

ip dhcp-relay
add dhcp-server=10.0.0.4 disabled=no interface=vWifi local-
address=100.64.0.1 name=relayl

ip dns
servers=10.0.0.2

ip route
add distance=1 dst-address=10.0.0.4 gateway=<yka3saTb Wwnw3> pref-
src=100.64.0.1

system clock
time-zone-name=Europe/Moscow



system ntp client
enabled=yes primary-ntp=<yka3aTb ntp cepsep

tool bandwidth-server
authenticate=no enabled=no

2. HactpouTsb ip cBsi3b Mexay dhcp/hotspot n MUKpOTUKOM

Hactpouka unifi network

1. HacTpouTb TO4KM ubiquiti:
o YcTtaHoBuTb unifi network Ha cepsep
o HacTpouTb dhcp AN BblAa4yn HaCTPOEK TOYKaAM
o ECNM TOYKM 1 KOHTPONEp B pa3Hblx nogceTax, To B dhcp ykasbiBaem option 43 u
nprcBavBaeM el 3HavyeHue ip KoHTpossiepa (B popmaTe hex). Ucnonb3ya MHCTPYKLUMIO:
https://help.ui.com/hc/en-us/articles/204909754-UniFi-Device-Adoption-Methods-for-Remo
te-UniFi-Controllers
BHuMaHue! Hy)XHO NepektoYnTbCA Ha CTapbi MHTEPMENC, And 3TOro Hafo oTXKaTb
pbl4axok B System Settings - New USER Interface
2. HactpouTb CeTb 1 npoyee:
o NepenTn B HacTponkn n ganee B Network
Co3paTb HOBOW CeTb M yKa3aTb vian 40 n Ha3BaHue WiFi-Client, w3 ykasaTb Kak
100.64.0.1/22, ocTanbHOe He NMeEeT 3Ha4YeHune
o [lepenTn B HacTponkn n ganee B Guest Control
B Pre-Authorization Access yka3aTb ip hotspot (10.0.0.4)
o MNepenTn B HacTponkun n nanee B Wireless Networks
» Co3paém wifi ceTb
= Cpa3y oTtkpbiBaem ADVANCED OPTIONS
* Bnucoiaem ntoboe nms/SSID
= CTaBuM rano4yky HanpoTtus Enabled
= CTaBuM ranoyky Hanpotus Open
= CTaBuM ranoyky Hanpotus Guest Policy
= B Network Bbibrpaem WiFi-Client
= CtaBuM ranoyky HanpoTums Block LAN to WLAN Multicast and Broadcast Data
= CTaBuM rano4yky Hanpotums Allow BSS Transition with WNM
= CtaBum rano4yky HanpoTums Block Tunneled Link Direct Setup (TDLS) connections
= CTaBuMM ranoyky HanpoTmus Isolates stations on layer 2 (ethernet) leve
o Haxnmaem Save


https://help.ui.com/hc/en-us/articles/204909754-UniFi-Device-Adoption-Methods-for-Remote-UniFi-Controllers
https://help.ui.com/hc/en-us/articles/204909754-UniFi-Device-Adoption-Methods-for-Remote-UniFi-Controllers
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