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BbiCTpbIK cTapT: TapudHbin nnaH u Captive
Portal (poctyn Kk C3P)

BBepeHue

IOna peanusaumn BRAS B laHHOM pasgesie npuBedeH npuMep Cco3faHns ABYX TapugHbIX N1aHOB
(policing):

e rate_10M - 6a308BbI1 TapUHbLIN N1aH, KOTOPbLIN UCNO/b3yeTCs Nocsie aBTopusaumnm aboHeHTa.
e blocked - TapunHbIN NAaH, KOTOPbIN NCNONbL3YeTCA Ana 6NOKMPOBKM abOHEHTa U
npenocTaBieHna AOCTYyrNa TONbKO NO ONpefesieHHbIM NPOTOKONAM.

JocTyn K benomy cnncky pecypcos u nepeagpecauns HTTP-3anpocos nonb3osatens Ha Captive
Portal nogkntoyaeTcsa vepes 5 unn 16 ycnyry. Huxe npueefeH npumep 4nsa 5 ycayru.

BapuaHTbl ncnosb3oBaHus 5 ycnyru my_white_list:

e 5 ycayra nogkoyaeTcs COBMeCTHO ¢ TapudHbiM nnaHoM blocked, T.k. no ymonyaHuio 5
ycnyra obpabaTtbiBaeT TonNbko TCP-coeanHeHus n gns orpaHuyeHnin UDP coegmHeHMN
MCNOJb3YeTCA TapugHbINA NMJaH C OrpaHNYeHNEM NO Kfaccam Tpaduka.

e 5 ycayra nogkatodaetcs 6e3 nsMmeHeHUs TapugHoro ninaHa. Oas 3Toro B KOHpuUrypaumm
FastDPI Heobxogumo pobasuTb napameTp udp_block=3.

MmeHa paHHbIX Npoduaen NONUMCUHIa U ycnyr Heobxoammo nepepaBaTb B
cooTBeTCTBYOWMX aTpmnbyTax coobuweHnn Radius Access-Accept unm Access-Reject.

VasExperts-Policing-Profile = "blocked"
VasExperts-Service-Profile = "5:my white list"

PacnpepneneHue Tpaduka no Kjaaccam ansa TapudHOro niaHa

Insi pa3aMeTKn NpUOpPUTETOB UCMONb3YeM ONumnio HasHavyeHre NpropuTETOB B 3aBUCMOCTU OT
NpoTOKONa.

1. Co3naem ¢pann protocols.txt c onncaHnem rpynn NpoTOKOJI0B, KOTOPLIE Mbl XOTUM BbIAE/INTb M3
obuwero Tpagumka, N Ha3HaYeHHbIX UM NPUOPUTETOB (KNaccoB.):

dns csO

ICMP cs0
http cs0O
https cs0O
QUIC csl1


https://wiki.vasexperts.ru/doku.php?id=dpi:bras_bng:general_setup:start
https://wiki.vasexperts.ru/doku.php?id=dpi:dpi_options:opt_capture:capt_description:start
https://wiki.vasexperts.ru/doku.php?id=dpi:dpi_components:platform:subscriber_management:subsman_cmd:start#настройка_блокировки_протоколов_tcp_и_udp
https://wiki.vasexperts.ru/doku.php?id=dpi:dpi_components:platform:subscriber_management:subsman_cmd:start#настройка_блокировки_протоколов_tcp_и_udp
https://wiki.vasexperts.ru/doku.php?id=dpi:bras_bng:radius_integration:radius_auth_server_integration:radius_auth_response:start
https://wiki.vasexperts.ru/doku.php?id=dpi:bras_bng:radius_integration:radius_auth_server_integration:radius_auth_response:start
https://wiki.vasexperts.ru/doku.php?id=dpi:bras_bng:radius_integration:radius_auth_server_integration:radius_auth_response:start
https://wiki.vasexperts.ru/doku.php?id=dpi:bras_bng:radius_integration:radius_auth_server_integration:radius_auth_response:start
https://wiki.vasexperts.ru/doku.php?id=dpi:bras_bng:radius_integration:radius_auth_server_integration:radius_auth_response:start
https://wiki.vasexperts.ru/doku.php?id=dpi:dpi_options:opt_priority:priority_config:start
https://wiki.vasexperts.ru/doku.php?id=dpi:dpi_options:opt_priority:priority_config:start

default cs2
bittorrent cs7

roe

e ¢s0 cooTBeTcTBYET NpropuTteTy 0, classO COOTBETCTBEHHO
e ¢sl - npuopuTeTy 1, classl
e CS7 - NpUoOpUTETY 7, HU3LWINIA KNacc

niaaHOB, BBOAA 014 HAX OTAEJIbHblE OrpaH4YeHnda, KpoMe TOro B COOTBTETBUN C HUMMK

@ BblaeneHHble Takum 06pa3oM KacCbl MOXXHO MCMOJIb30BaTb B ONMCAHUM TapugHbIX
OyneT Npon3BoAUTCS NpMopuUTE3aLIMs NPOTOKOJIOB B MOJIOCE.

2. KoHBepTupyem ero B popmaT dscp, KoTopbln noHMMaeT fastDPI
cat protocols.txt|lst2dscp /etc/dpi/protocols.dscp
3. NpMeHseM HaCTPOMKM

service fastdpi reload

Co3paHue TapudHOro njaHa

Insa opraHn3aunm aboHEHTCKOM NOJIOChl COMTACHO TapudHOMY naaHy UCMOJb3YeM OMNL M0
PacnpepeneHne KaHana focTyna Mexay aboHeHTaMmu,

1. Ins kaxxporo TapudHoro nnaaHa aboHeHTa B bunnmHre cosgaem ann KoHUrypaumm, ¢
onucaHnem ero HacTpoek ans DPI.

TapudHoro naaHa Ha DPI, coenaTb coBnagalowmm ¢ UMeHeM Tapu@HOro njaHa B

@ YnobHoe cornaweHune: nmeHa pannoB KOHpUrypauum, ¢ onMcaHMeM HaCTPONKM
bunnuHre.

Mpumep onucaHuns ana Tapudga 10mbit, Ha3BaHue B bunaunHre "rate 10M"

Co3paem ¢pann rate_10M.cfg

htb_inbound root=rate 10mbit

htb inbound classO=rate 4mbit ceil 1Ombit
htb inbound classl=rate 3mbit ceil 1Ombit
htb inbound class2=rate 8bit ceil 10mbit
htb inbound class3=rate 8bit ceil 10mbit
htb inbound class4=rate 8bit ceil 10mbit
htb inbound class5=rate 8bit ceil 10mbit
htb inbound class6=rate 8bit ceil 10mbit
htb inbound class7=rate 8bit ceil 10mbit


https://wiki.vasexperts.ru/doku.php?id=dpi:dpi_options:opt_bandwidth_mgmt:start

htb root=rate 10mbit

htb classO=rate 4mbit ceil 10mbit
htb classl=rate 3mbit ceil 10mbit
htb class2=rate 8bit ceil 10mbit
htb class3=rate 8bit ceil 10mbit
htb class4=rate 8bit ceil 10mbit
htb class5=rate 8bit ceil 10mbit
htb class6=rate 8bit ceil 10mbit
htb class7=rate 8bit ceil 10mbit

MpnmeYvaHus:

e htb class0-1 - umelOT rapaHTUPOBaHHYO CKOPOCTb B 4M6uT/C 1 3MBUT/C COOTBETCBEHHO
e htb_class7 - MuHMManbHyto nonocy 8bit, 4To 03HavaeT, 4TO MOXeT 3axumaTbcs B 0 MéuTt/c (0 -
YKa3blBaTb HEMb3A 3ape3epBMpPOBaHO)

2. Co3paeM TapudHbIA NiaH ¢ MeHeM rate_10M

fdpi ctrl load profile --policing /path/to/rate 10M.cfg --profile.name
rate 16M

3. YT06bl Hawm HAaCTPONKK ANd abOHEHTOB, KOTOPbLIE Mbl CAENAEM B AafIbHENLEM, HE Nponanu Npwu
nepesarpy3ke DPI nogkntovaem bl UDR

udr=1
4. NpuMeHseM HacTporKkK Yepes nepesanyck fastDPI

service fastdpi restart

Moarotoeka Captive Portal ¢ pocTtynom K naaTte>XxHbIM
cuctemam n CoumanbHO-3Ha4YMMbIM pecypcam (C3P)

Ycnyra 5 (benble cnuckn n Captive Portal) perynupyet goctyn Tonbko TCP-based
npoTokonam. Ong Toro, 4Tobbl OrpaHNUYMTbL OOCTYN K OCTaJlbHbIM pecypcaM C

@ MCNONb30BaHMEM pPa3/IMYHbIX MPOTOKONOB, HeobxoAMMO WMCNONbL30BaThb
COOTBETCTBYOLWLMIA NPODPUSIb TapUGHOI0 NaaHa, KOTOPbIA NPOMNyCKaeT TpaduK TONbKO
onpegnesieHHbIX KNaccos.

1.Co3paem onucaHue TapugHoro nnaHa ang aboHeHtos B 610knpoBke blocked.cfg. Pa3pelsaem
TONbKO Tpagmk ¢sO, C NPOTOKOIAMN COrlacHO CNncKa B .1.

htb inbound root=rate 10mbit

htb inbound classO=rate 1lmbit ceil 1Ombit
htb inbound classl=rate 8bit ceil 8bit
htb inbound class2=rate 8bit ceil 8bit
htb inbound class3=rate 8bit ceil 8bit


https://wiki.vasexperts.ru/doku.php?id=dpi:dpi_components:platform:dpi_admin:admin_db:start#активация_встроенной_бд
https://wiki.vasexperts.ru/doku.php?id=dpi:dpi_components:platform:dpi_admin:admin_db:start#активация_встроенной_бд

htb inbound class4=rate 8bit ceil 8bit
htb inbound class5=rate 8bit ceil 8bit
htb inbound class6=rate 8bit ceil 8bit
htb inbound class7=rate 8bit ceil 8bit
htb root=rate 10mbit

htb classO=rate 1mbit ceil 10mbit

htb classl=rate 8bit ceil 8bit

htb class2=rate 8bit ceil 8bit

htb class3=rate 8bit ceil 8bit

htb class4=rate 8bit ceil 8bit

htb class5=rate 8bit ceil 8bit

htb class6=rate 8bit ceil 8bit

htb class7=rate 8bit ceil 8bit

2. Co3paem TapudHbIn nnaH ¢ umeHem blocked ans 3a6noknpoBaHHOro aboHeHTa

fdpi ctrl load profile --policing /path/to/blocked.cfg --profile.name
blocked

3. Co3paem Cnmcok canToB, AOCTYNHbIX B pexxume Captive Portal. MoapobHee B onucaHum onuymm
benbin cnucok.

Co3zpnaem pann my_white_url_list.txt c url canTos nnaTexxHblx cucTeM. Kaxxgasa cTpoka anna
copepXxut oauH url (6e3 npedukca http://), pekomeHayeTCsa BKOYATb TakXe U Cy640MeHbI,
Hanpumep:

online.sberbank. ru
*.online.sberbank. ru

Ina nobasneHns CounmanbHO-3HAYUMbIX PeCcypcoB Heobxoammo ckadvaTb apxms ¢ VAS Cloud
pacnakoBaTb 1 806aBUTb cogepxmmoe (hainioB N3 apxMBa K BalMM CANCKaM 4,0 KOHBEpTaL K.
Conep>xaHue apxuBsa:

url list.txt - URL gna HTTP 3anpocos

cn_list.txt - Common Name pgna HTTPS 3anpocos

sni list.txt - Server Name Indication gna HTTPS 3anpocos
ip list.txt - IP agpeca

Ons opmupoBaHns 6es0ro Cnnucka peKoMeHayeMm 1Crosib30BaTb FOTOBbIA CMIMCOK.

2. CNncoK baHKOB NOArOTOBNIEHHbIA HALUMMKM NAapTHEPAMHM
3. CnucokK coumnanbHO-3Ha4YuMMbIX pecypcos Ha VAS Cloud

( J) 1. NMepeyeHb NnaTeXxHbix cucteM Ha github
N

4. KoHBepTMpOBaHWe BO BHYTPEHHUI hopMaT:

cat my white url list.txt|url2dic my url list.bin
cat my white cn list.txt|url2dic my cn list.bin


https://wiki.vasexperts.ru/doku.php?id=dpi:dpi_options:opt_capture:capt_make:start
https://cloud.vasexperts.ru/api/vase/free_internet
https://cloud.vasexperts.ru/api/vase/free_internet
https://github.com/cloudipsp/all_banks_ips
https://github.com/cloudipsp/all_banks_ips
https://api.lightbilling.cloud/static/library/skat/white.txt
https://cloud.vasexperts.ru/api/vase/free_internet
https://cloud.vasexperts.ru/api/vase/free_internet

cat my white sni list.txt|url2dic my sni list.bin
cat my white ip list.txt|ip2bin my ip list.bin

Jlloboi M3 CMNCKOB MOXXET OTCYTCTBOBaTh. MoapobHee B onnucaHnm onumm benbii Cnncok.

( YT06bl NCKO4YNTL 610KNMPOBKY AN HTTPS CanToB HY>KHO NOArOTOBUTL BenbIn CnnMcok
b ana CN n SNI ¢ cumBonoM *, curHanusumpyiowero 4to CN 1 SNI moxeT BbITb silobon.

5. Co3paem nuMeHoBaHHbIK npodunb a5 benoro cnucka

fdpi ctrl load profile --service 5 --profile.name my white list --

profile.json '{ "url list" : "/path/to/my url list.bin" , "sni list"

“/path/to/my sni list.bin", "cn list" : "/path/to/my cn list.bin", "ip list"
"/path/to/my ip list.bin", "redirect" : "mysite.ru/block" }'

roe

redirect - cTpaHuua nepeagpecauun™?

url_list: 6enbin cnucok URL

sni_list: 6enbin cnncok SNI

cn_list: 6enbiit cnncok Common Name”

ip_list: 6enbii cnncok IP agpecos Bkao4yatowun C3P

NHTerpauusa c omnnudrom 6e3 Radius

Ecnn y B ceTun Bce xe ncnonb3yetcsa Radius, HO Bbl He NpejnoJsiaraeTe HacTpanBaThb
B3aumopencTene CKAT ¢ BUNAnHrom Yyepes Hero n nmeeTe anHamuyeckume IP agpeca,
HeobxoxoaumMo ncnosb3oBaTb Radius-MoHMUTOpP, KOTOpbIN fo06aBuT cBA3KY IP-Login B
UDR.

1. MpoBOAMM MHTErpaLmnio C GUNINHIOM

BapuaHT nHTerpaumm 3aBuUCUT 0T TOro, obnaaaeT M BUASIMHT BO3MOXXHOCTbIO YNpaB/ieHus
obopynoBaHMeM No cobbITUAM UK HET.

1a. BUnaunHr ymeet ynpasnatb obopyaoBaHueM no codbbiTuaM: cospaHue aboHeHTa, CMeHa
TapudHoro nnaHa, 6n1okuposka

B 3TOM cnyvae Bbibupaem Tun obopynosaHus ¢ ynpasneHmem no SSH/RSH® nam ¢ nomoubio
BbIMOJIHEHMA NOKANbHbIX CKPUMNTOB U 3aHOCUM B HAaCTPOWKWN COOTBETCTBYIOLUNX KOMaHL (1aun
CKPUNTOB) KOMaHAbl MOAKIOYEHNSA (CMeHbI) TapUGHOro njaaHa:

fdpi ctrl load --policing ${rateplan}.cfg --ip ${ip address}
nnn
fdpi ctrl load --policing ${rateplan}.cfg --login ${login}


https://wiki.vasexperts.ru/doku.php?id=dpi:dpi_options:opt_capture:capt_make:start
https://wiki.vasexperts.ru/doku.php?id=dpi:dpi_components:radius:start
https://wiki.vasexperts.ru/doku.php?id=dpi:dpi_components:radius:start

roe

e ${rateplan} - nepemeHHas Kyaa bUnAMHr NONACTaBUT UMSA TapugHOro nnaHa aboHeHTa
rate_10M

e ${ip_address} - ciona bunnunHr noactasuT ip agpec 192.168.0.1 aboHeHTa (o115 abOHEHTOB C
(pMKCMpPOBaHHLIM ip)

e ${login} - ctopa 6GunnunHr noactasuT login aboHeHTa domlkv2 (ons abOHEHTOB C
ANHAMNYECKUM ip, HECKONBKMUMW ip, MK NMPOCTO Mbl XOTUM yNpaBaaTh Mo login)

16. BunnuHr He ymeeT ynpasnaTb obopyaoBaHueM no cobbiTuam

HacTpouMm BbIFpY3Ky AaHHbIX U3 BUNAMHIa No pacnucaHuto B crontab. B dannbl ¢ uMeHamu
UMA_TapugHOro _nnaHa.lst Beirpy>kaem n3 6unanHra cnncok aboHeHTOB C COOTBETBYHOLLUMY
TapuHbIMK NAaHaMM (CNUCOK MOXKET cofexaTb ip unu login) 1 3anyckaem 3arpysky 3TUX JaHHbIX B
dpi

fdpi ctrl load --policing rate 10M.cfg --file rate 10M.lst
fdpi ctrl load --policing rate 20M.cfg --file rate 20M.lst

nnu (ons Bcex cpasy)
for rateplan in *.cfg; do fdpi ctrl load --policing "$rateplan” --file
"${rateplan%%.*}".1lst; done

2. Nomewaem aboHeHTa B Captive Portal®

fdpi ctrl load --policing blocked.cfg --ip ${ip_address}
fdpi ctrl load --service 5 --ip ${ip address}

3. Mocne onnaTtbl oTKAO4YaeM aboHeHTy Captive Portal n BoccTaHaBAnBaeM ero TapuHbIA NaaH

fdpi ctrl load --policing ${rateplan}.cfg --ip ${ip address}
fdpi ctrl del --service 5 --ip ${ip address}

1)
BHMMaHWe ecnn yKasbiBaeTe https caiiT, To ob6s3aTenbHO TpebyeTcs AaHHbIA AOMEH BHECTW B CMIMCOK

SNI nHave gomeH byaet 3abnoknpoBaH
2)

[0, MpaMeTpPbl MOXHO AonucaTb (Mo npasunam http) Tonbko nocsie ? unu &, nx Hago obs3aTeNbHO

yKa3blBaTb B url ons 6enoro cnvucka u TyT Ha4o nogymaThb 3a dpi,uHaye dpi npunuweT /?
3)

NpoBepKa Mo ip:port 1AM cname oCyLLeCcTBASETCS eCav B 3anpoce OTCYTCTBYOT url unu sni
4)

Mpy HEOHBXOANMMOCTM MOXHO A0YCTaHOBUTL Ha dpi gononHuTensHoe MO, coBmecTumoe ¢ OS Linux,

AN5 paclUMpPeHnst BO3MOXXHOCTE yaaleHHOr o ynpaBfeHus, Hanpumep, telnet cepeep.
5)

Ecnn cobbiTMnHOE ynpaBsieHNe He NoAAEPXKUBAETCSH, TO AENAaEM Yepes Bbirpy3Ky 6J10KMPOBAHHLIX 1
pa3bnoknpoBaHHbIX aboHeHTOB B (hann blocked.Ist n unblocked.Ist
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