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Hactpouka akcnopta NetFlow no
NPOTOKOJIaM, HanpaBJIEHUAAM U OMNNUHTY

/I3MeHeHne HaCTPOEK NI OTKJIIOYEHME OMLUN OCYLLLECTBASETCA C MOMOLLbI0 PeaakTMpPoBaHUs danna
KOH(urypauum /etc/dpi/fastdpi.conf.

LO] MapameTpbl NetFlow siBnsoTCS X0N0AHbIMM 1 TpebyeTcs nepesanyck cepBuca.

OOLiMe HAaCTPOMKM 3KCNOPTA CTaTUCTUKHU

BkntoyeHne cbopa 1 3KCnopTa CTAaTUCTUKN:

netflow=1

0 NN He yKasaHo - onumsa OTKJI4YeHa

1 - 3KCnopT CTaTUCTWKM MO NPOTOKOSIaM (HOMepaM MopToB)

e 2 - 3KCMOPT CTAaTUCTUKM MO HarnpasaeHUAaM (HOMepaM aBTOHOMHbIX CUCTEM)
4 - 3KCNOPT CTaTUCTUKK ANa BunnuHra

8 - 3KCMopT NOJIHON CTAaTUCTUKMN MO CeCCMAM

3=1+2 — O,El,HOBpEMeHHbII7I SKCNOPT CTAaTUCTUKKN MO MPOTOKOJ1aM K MO

HarnpasneHUAaM (aHaNorM4yHO ANS ApYrux BapuaHToB)
12 = 8 + 4 — ogHoBpeMeHHbIn 3kcnopT Full NetFlow n 6unnuHroBon cTaTuCcTnKmn. B

4aCTHOCTKU ncnonb3lyetcs ana RADIUS Accounting

ms ceTeBoro nHTepgenca, Yyepes Kotopbin bynet otnpaenaTbcs netflow co ctaTucTukon:
netflow dev=eth2

MepnoanYHOCTb 3KCNOPTa AaHHbIX (B CEKYHAAX):

netflow timeout=10

Bpems oxxnpgaHusa ceccum:

e netflow passive timeout — Bpems 0XXUAaHUA aKTUBHOCTUW B CECCUUN NOCJIE KOTOPOro,
€CJin He OblNI0 aKTUBHOCTU, CECCUS CYMTAERTCA 3aBEePLUEHHON 1 NPOMCXOAUT nepefaya no Hew
NHMopMaLn

e netflow active timeout — Bpems, yepes KoTopoe coobLlaeTca UHMOPMALUSA NO OJANHHBIM
ceccusm (T.e. hakTUYeCKM ASIMHHBIE ceccumn pa3bmnBaoTCs Ha pparMeHTbl JaHHOM
NPOAO/IKUTENBHOCTHN)

Y7106bI CrNagnTb NUKN N PaBHOMEPHEE pacnpefennTb Harpy3Kky Ha KOJJIEKTOP YCTaHOBUTE


https://wiki.vasexperts.ru/doku.php?id=dpi:bras_bng:radius_integration:radius_accounting

HaCTpOeYHbIN NapaMeTp
netflow rate limit=60

roe 60 3To MakKCUManbHbIM NoTok netflow B MbuT/c.

3HayvyeHne nNapameTpa crnenyeT yCcTaHaBAMBaTb UCXOASA M3 pacyeTa: 6 Mbut/c Ha
Kaxxabl 1G BHewWHero KkaHana.

@ YCTaHOBKa HeOCTAaTOYHON BEIMYUHBI NpUBEeAEeT K 0TOpacbiBaHMIO AaHHbLIX YXX€ Ha
cTopoHe DPI.
NWHpopmauna o6 3ToM cobbiTum 6Gypet 3adukcmpoBaHa B nore
/var/log/dpi/fastdpi_alert.log.

Hy>XHO BblAeNnTb OTAENbHbLIN KONJIEKTOP ANA Ka)XAOro Tuna, 4Tobbl AaHHble He
CMeLUnBanuncCh!

MapameTpbl IPFIX/Netflow MoXXHO n3meHaTb 6e3 nepesarpysku fastDPI.
KoHurypaumoHHeln napameTp ipfix reserved no3BosisieT 3ape3epBupoBaThb
HeobxoAuMy NamMaTb A8 BO3MOXHOCTU BKIKOYEHUSA/M3IMEHEHEHMS NapaMeTpoB
( IPFIX/Netflow.
3 B cnyyvae 3amaHua napameTtpoB IPFIX/Netflow B KOHGurpyaunoHHoMm chainne,
aBTOMaTUYeCKMN BKJIOHAETCA pe3epBupoBaHue namatu ansa IPFIX/Netflow, napameTpbl

M HoBble Tunbl 3KcnopTepos IPFIX/Netflow MOXHO n3MeHATb 6e3 nepesarpysku
fastDPI.

NetFlow no npoTtokonam

IP agpec n Homep nopTa KonnekTopa NetFlow co CTaTUCTUKON NO NPOTOKONAM:

netflow collector=192.168.0.1:9997

NetFlow no HanpaBneHusam

IP appec n Homep nopTta Konnektopa NetFlow co cTaTUCTVKOM NO HaNpaBsIEHUAM:
netflow as collector=192.168.0.1:9998
HanpasneHns no KOTOPbIM NPOM3BOANTCSA COOP CTAaTUCTUKKN U arperaums:

netflow as direction=1

e 1 - TONbKO A5 BHELIHUX aBTOHOMHbIX CUCTEM (MOAXOANT AJ1S JOMOBbIX OMEPAaTOPOB, TaK Kak C
OJlIHOW 13 CTOPOH KPOME CaMoro ornepaTopa APYrux aBTOHOMHbIX CUCTEM HET)



® 2 - TOJIbKO A5 BHYTPEHHUX aBTOHOMHbIX CUCTEM

e 3=1+2-n0ooXoANT A5 TPAH3UTHbLIX ONEepPaToOpPOoB, HO TaK Kak no AS Npon3BoauTCH
He3aBMCUMas arperauns, TO B 3KNOPTUPYEMYIO CTAaTUCTUKY AaHHbIe MonaayT 2 pa3a - 4
Ka)xgom n3 AS, y4aCTHMKOB nepegayu

NetFlow pnsa OunnuHra

IP appec n Homep nopTa kKosinektopa NetFlow co cTaTUCTUKOM ANA OMANMHTA, HY)XHO BblAEINTb
OTAENbHbIA KOMIEKTOP, 4T0bbl faHHble He CMeLUMBaNNCL C APYron CTaTUCTUKON:

netflow bill collector=192.168.0.1:9995

bunnnHroeasa cTaTUCTUKa nepegaeTcd To/IbKO Mo aboHeHTaMm, KOTOPbIM NMOAK/O4YeHa

ycnyra 9.
B IPFIX He nepepaeTca mHdopmauma o host IP:port, ¢ KoTopbiM abOHEHT
obMeHnBaeTCa MHGpOpMaLmen.

OnpepeneHne opMaTa nepegasaemMon MHGopMaLnn:

netflow bill collector type=2

e 0 - netflow_v5 ( default )
e 1-ipfixudp
e 2 - ipfix tcp

Mo yMOIHaHUIO CYUTAETCA NOJIHbIN 06beM NepefaBaeMon MHGOPMaLUK, BKJIOYAA 3ar0/10BKK
nakeTtoB L1-L7, 4yTobbl yunTtbiBanuch payload n Tonbko L3-L7 3aronoskn Heobxoammo ykasaTb
napameTp:

netflow bill method=1

B netflow none TOS cTtaTncTukm ana bunnuHra nepefaeTca kaacc Tpagurka, Ha3HadyeHHbIn DPI,
KOTOPbIA MOXHO UCMOJIb30BaTb A1 CO34aHUSA MMOKMX Tapu@HbIX NJIaHOB.

OTnpaBska template B IPFIX

1. TpaHcnopTHbIA NnpoTokoa TCP.
Template oTnpaBnseTca oguH pa3 nocne yctaHosneHus TCP-ceccum.

2. TpaHcnopTHbIN npoTokos UDP.
Template oTnpasnseTcs no ymony4aHuio Kaxgble 20 cekyHA,. PerynvpyeTtcs napameTpoMm
ipfix_udp template timer.


https://wiki.vasexperts.ru/doku.php?id=dpi:dpi_components:platform:dpi_billing
https://wiki.vasexperts.ru/doku.php?id=dpi:dpi_options:opt_priority:priority_config
https://wiki.vasexperts.ru/doku.php?id=dpi:dpi_options:opt_priority:priority_config

NMpuMep KoHdUrypauum

Mpumep HacTponkn onucaH B pasaene QokE Stor: KoHgurypauwns DPI


https://wiki.vasexperts.ru/doku.php?id=dpi:qoe_analytics:implementation_administration:configuration_setup:dpi
https://wiki.vasexperts.ru/doku.php?id=dpi:qoe_analytics:implementation_administration:configuration_setup:dpi
https://wiki.vasexperts.ru/doku.php?id=dpi:qoe_analytics:implementation_administration:configuration_setup:dpi
https://wiki.vasexperts.ru/doku.php?id=dpi:qoe_analytics:implementation_administration:configuration_setup:dpi
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