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HacTpouka akcnopta NetFlow ¢ netflow dev

i3MeHeHne HacTpoeK Nan OTKKYEHNE ONUMK OCYLLECTBAAETCS C MOMOLLbIO pefakTUpoBaHus anna
KoHGurypauum /etc/dpi/fastdpi.conf.

LO] MapameTpbl NetFlow aBAsOTCA X0N04HBIMU U TpebyeTcs nepe3anyck cepauca.

OOLiMe HAaCTPOMKM IKCNPOTA CTAaTUCTUKHU

BkoveHune c60pa N 3KCNOPTa CTaTUCTUKN:

netflow=1

e 0 MK He yKa3aHo - onuus OTKJIYeHa

1 - 3KCNOPT CTaTUCTUKKN NO NPOTOKOIaM (HOMepaM NOpPTOB)

2 - 3KCMOPT CTAaTUCTUKM NO HanpasaeHNAM (HOMepaM aBTOHOMHbIX CUCTEM)
4 - 3KCNOPT CTaTUCTUKK ANa BunnunHra

e 8 - 3KCMOPT MOJIHON CTAaTUCTUKM MO CECCUAM

3 =1+ 2 — 0OAHOBPEMEHHbLIN IKCMNOPT CTAaTUCTUKKN MO NMPOTOKONAAM WU MO

HanpaBaeHnsM (aHaNIOrMYHO AN APYrmx BapnuaHToB)
12 = 8 + 4 — onHoBpeMeHHbIN 3kcnopT Full NetFlow n 6unanHroson CTaTUCTUKK. B

4acTHOCTM ucnosb3yeTcsa gna RADIUS Accounting

ims ceTeBoro nHTepgenca, Yyepes Kotopbin byaet otnpasnaTbcs netflow co ctaTucTukon:
netflow dev=eth2

MepnoAnYHOCTb 3KCNOPTa AaHHbIX (B CEKYHAAX):

netflow timeout=10

Bpemsa oxnpgaHus ceccum:

e netflow passive timeout — BpeMs 0XMOaHWA aKTUBHOCTU B CECCUM MOCJSIE KOTOPOTO,
ecnn He BblN0 aKTUBHOCTU, CECCUA CHUTAETCH 3aBEPLUEHHON 1 NPOUCXOAMUT nepenaya no Hem
NHGopMaLnm

e netflow active timeout — Bpems, yepe3 KoTopoe coobLiaeTcs MHhoOPMaLMs No AANHHBIM
ceccuam (T.e. pakTUYeCKN ANUHHBIE ceccumn pa3brBatoTcs Ha parMeHTbl AaHHOW
NPOAOJIKUTESIbHOCTK)

YT0b6bl CraanTb MUKW 1 paBHOMEpPHEE pacnpefeninTb HarpysKky Ha KOJIJIEKTOP YCTaHOBUTE
HaCTPOEYHbI NapameTp


https://wiki.vasexperts.ru/doku.php?id=dpi:bras_bng:radius_integration:radius_accounting

netflow rate limit=60

rae 60 3To MakCMMasibHbIM NOTOK netflow B MbuT/C.

3HayvyeHne nNapameTpa crnenyeT yCcTaHaBAMBaTb UCXOASA M3 pacyeTa: 6 Mbut/c Ha
Kaxxabl 1G BHewWwHero kaHana.

@ YcTaHOBKa HEeOCTAaTOYHON BEMYUHBI NpuBEeLEeT K 0TOpacbiBaHMIO AaHHbLIX YXX€E Ha
cTopoHe DPI.
Nudbopmaunma o6 3TomM cobbiTum 6bypgeT 3auKkCcMpoBaHa B nore
/var/log/dpi/fastdpi_alert.log.

Hy>XHO BblAeNnTb OTAENbHbLIN KOMIEKTOP ONA Ka)XAOro Tuna, 4Tobbl AaHHble He
CMeLUnBanncChb!

MapameTpbl IPFIX/Netflow MOXXHO n3mMeHATb 6e3 nepesarpysku fastDPI.
KoHdurypaumoHHeln napameTp ipfix reserved no3BoJsisieT 3ape3epBupoBaThb
HeobxoanmMy NaMsATb ONS BO3MOXXHOCTU BKJIIOYEHUA/M3MEHEHEHNSA NapaMeTpoB

( IPFIX/Netflow.

3 B cnyyae 3apaHma napameTpoB IPFIX/Netflow B KOH(urpyalunoHHOM daitne,
aBTOMaTUYeCKMN BKJIOHAETCa pe3epBupoBaHue namaty ansa IPFIX/Netflow, napameTpbl
M HoBble Tunbl 3KcnopTepoB IPFIX/Netflow MOXHO W3MeHATb 6e3 nepesarpysku
fastDPI.

OTnpaska nonHoro NetFlow

IP agpec n Homep nopTa KonsekTopa NetFlow ¢ NOJIHOW CTaTUCTUKOM, HY>XXHO BbIAENUTb
OTAENbHbIA KONIEKTOP, YTOObI faHHbIe He CMELUMBAJIUCL C APYron CTaTUCTUKON:

netflow full collector=192.168.0.1:9996

B bopmaTe netflow5 B MOSHOM CTaTUCTUKE COXPAHEHbI OPUTrNHaIbHblIE HOMEpa NOPTOB, a
NHOPMaLMs 0 AETEKTUPOBaAHHbIX MPOTOKOax nepefaeTcs B 00bIYHO HENCNOb3yeMbIX banTax
46-47. Ecnn TpebyeTcsa NpoaHann3npPoBaTb UCMOJIb3yeMble MPOTOKOJbl, TO MOXKHO YCTAaHOBUTb
HaCTPOWNKY, MO KOTOPOW NHGOpMaLma 0 NpoTokonax byaeT nepefaBaTbCsA B HOMepe nopTa:

netflow full port swap=1
19 COBMECTUMOCTI CO CTapbiMy KOJIIEKTOPaMM 3Ta HAaCTPOMKa AencTeyeT n ana opmaTta IPFIX, HO

NCrnonb30BaTb ee COBMECTHO C IPFIX He pekoMeHayeTCa, T.K. UHGOPMaLLA 0 MPOTOKOEe NepenaeTcs
B IPFIX B oTAeNbHOM cheumanbHOM none.



Takxe HeobxoauMo onpefennTb popmaT 3KcnopTa nonHoro NetFlow:
netflow full collector type=2

Bo3MOXXHble 3HaYeHUS:

e 0 - 3kcnopT B popmaTe NetFlow5 (3HavyeHme No yMon4aHuto).
e 1 - 3kcnopT IPFIX Ha UDP KonnekTop.
e 2 - 3kcnopT IPFIX Ha TCP konnekTop.

PekomeHpgyem ucnonb3oBatb nepepauy MonHoro NetFlow B popmaTte IPFIX
yepes TCP (3HayeHue napameTpa 2).
MpoTokon NetFlow He rapaHTUpyeT A0CTaBKY NakeToB (T.K. paboTaeT nosepx UDP) n
eCcJIN KONJIEKTOP He CnpaBiseTcs C MPUEMOM [aHHbIX, TO YaCTb MakeTOB MPOCTO
TepseTca. [lNepepada nonHon cTtatucTukm netflow gna kaHana 10GTpebyeT oT
H KONNEKTOPA BO3MOXHOCTU NPUHMMATb AaHHble CO CKOPOCTbIO HE MeHee 60 MbuT/c.
MpoBepbTe BO3MOXHOCTM Ballero KoNeKTopa nepes HanpasneHWeM Ha Hero netflow
Tpaguka. B Toxe Bpema npu nepepadve netflow n3 DPlI mMOryT KpaTKOBpPEMEHHO
BO3HMKaTb NnKK Ao 100 MbuT/c. Takon NOTOK AaHHbIX 6e3 noTepb CNOCOBHbLI NPUHATD
HeMHorue KosnekTopbl, Hanpumep, nfsen/nfdump.

[lononHuTeNbHbIe MNOTOKHU

NetFlow no npoTtokonam

IP anpec u Homep nopTa konnektopa NetFlow co CTaTUCTVKO NO NPOTOKONAM:

netflow collector=192.168.0.1:9997

NetFlow no HanpaBneHusam

IP agpec n Homep nopTa konnekTopa NetFlow co cTaTUCTUKOM NO HanpaBAEHUAM:
netflow as collector=192.168.0.1:9998
HanpaBneHns No KOTOPbLIM NPOM3BOANTCS COOP CTAaTUCTUKKU U arperayms:

netflow as direction=1

e 1 - TOMbKO 4151 BHELHMX aBTOHOMHbIX CUCTEM (MOAXOAMT ANS LOMOBbLIX OMNEepPaTopPOB, Tak Kak C
O[IHOW 13 CTOPOH KPOME CaMoro onepaTopa ApYrux aBTOHOMHbIX CUCTEM HET)

* 2 - TONIbKO A5t BHYTPEHHUX aBTOHOMHbIX CUCTEM

e 3=1+ 2-noAXoANT ANS TPAH3UTHbIX ONEPATOPOB, HO Tak Kak no AS Npon3BoAUTCS
He3aBNCMMas arperawus, To B 3KMNOPTUPYEMYIO CTAaTUCTUKY AaHHbIe nonaayT 2 pasa - Ans
KaXxaomn 13 AS, y4aCTHIUKOB nepepayn



NetFlow ona ounnuura

IP appec n Homep nopTa kKosinekTopa NetFlow co cTaTUCTUKOM ANA OMANMHTA, HY)XHO BblAEINTb
OTHAENbHbIA KOMIEKTOP, 4T0bbl faHHble He CMeLUMBaNNCL C APYron CTaTUCTUKON:

netflow bill collector=192.168.0.1:9995

bunnnHroeasa cTaTUCTUKa nepegaeTcd ToNIbKO Mo aboHeHTaMm, KOTOPbIM NMOAK/04YeHa

ycnyra 9.
B IPFIX He nepepaeTca mHpopmauma o host IP:port, ¢ KoTopbiM aboOHEHT
obMeHnBaeTCa MHGOpMaLmen.

OnpepeneHne opMaTa nepegasaeMon NHGopMaLnn:

netflow bill collector type=2

e 0 - netflow_v5 ( default )
e 1-ipfixudp
e 2 - ipfix tcp

Mo yMOIHaHUIO CYUTAETCA NOJIHbIN 06beM NepefaBaeMon MHOPMaLUK, BKIIOYAA 3ar0/10BKU
nakeTtoB L1-L7, 4yTobbl yunTtbiBanuch payload n Tonbko L3-L7 3aronoskn Heobxoammo ykasaTb
napameTp:

netflow bill method=1

B netflow none TOS cTaTuCTMkn Ang GunanHra nepefaeTcs Knacc Tpaduka, HazHavyeHHbIn DPI,
KOTOPbIA MOXXHO MCMOJIb30BaTb A48 CO3AaHUA TMOKNUX TapugHbIX NAaHOB.

OTnpaBska template B IPFIX

1. TpaHcnopTHbIK NnpoTokoa TCP.
Template oTnpaBnseTca oguH pas nocne yctaHosneHus TCP-ceccum.

2. TpaHcnopTHbIN npoTokos UDP.
Template oTnpasnseTcs no ymonydaHuio Kaxagble 20 cekyHA,. PerynvpyeTtcs napameTpoMm
ipfix_udp_ template timer.

MpuMmep KOHUrypauum

MNpumep HacTponkn onucaH B pasaene QokE Stor: KoHdurypauwns DPI


https://wiki.vasexperts.ru/doku.php?id=dpi:dpi_components:platform:dpi_billing
https://wiki.vasexperts.ru/doku.php?id=dpi:dpi_options:opt_priority:priority_config
https://wiki.vasexperts.ru/doku.php?id=dpi:dpi_options:opt_priority:priority_config
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