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HacTpouka akcnopta NetFlow ¢ netflow dev

i3MeHeHne HacTpoeK Nan OTKKYEHNE ONUMK OCYLLECTBAAETCS C MOMOLLbIO pefakTUpoBaHus anna
KoHGurypauum /etc/dpi/fastdpi.conf.

LO] MapameTpbl NetFlow aBAsOTCA X0N04HBIMU U TpebyeTcs nepe3anyck cepauca.

OOLiMe HAaCTPOMKM IKCNPOTA CTAaTUCTUKHU

BkoveHune c60pa N 3KCNOPTa CTaTUCTUKN:

netflow=1

e 0 MK He yKa3aHo - onuus OTKJIYeHa

1 - 3KCNOPT CTaTUCTUKKN NO NPOTOKOIaM (HOMepaM NOpPTOB)

2 - 3KCMOPT CTAaTUCTUKM NO HanpasaeHNAM (HOMepaM aBTOHOMHbIX CUCTEM)
4 - 3KCNOPT CTaTUCTUKK ANa BunnunHra

e 8 - 3KCMOPT MOJIHON CTAaTUCTUKM MO CECCUAM

3 =1+ 2 — 0OAHOBPEMEHHbLIN IKCMNOPT CTAaTUCTUKKN MO NMPOTOKONAAM WU MO

HanpaBaeHnsM (aHaNIOrMYHO AN APYrmx BapnuaHToB)
12 = 8 + 4 — onHoBpeMeHHbIN 3kcnopT Full NetFlow n 6unanHroson CTaTUCTUKK. B

4acTHOCTM ucnosb3yeTcsa gna RADIUS Accaunting

ims ceTeBoro nHTepgenca, Yyepes Kotopbin byaet otnpasnaTbcs netflow co ctaTucTukon:
netflow dev=eth2

MepnoAnYHOCTb 3KCNOPTa AaHHbIX (B CEKYHAAX):

netflow timeout=10

Bpemsa oxnpgaHus ceccum:

e netflow passive timeout — BpeMs 0XMOaHWA aKTUBHOCTU B CECCUM MOCJSIE KOTOPOTO,
ecnn He BblN0 aKTUBHOCTU, CECCUA CHUTAETCH 3aBEPLUEHHON 1 NPOUCXOAMUT nepenaya no Hem
NHGopMaLnm

e netflow active timeout — Bpems, yepe3 KoTopoe coobLiaeTcs MHhoOPMaLMs No AANHHBIM
ceccuam (T.e. pakTUYeCKN ANUHHBIE ceccumn pa3brBatoTcs Ha parMeHTbl AaHHOW
NPOAOJIKUTESIbHOCTK)

YT0b6bl CraanTb MUKW 1 paBHOMEpPHEE pacnpefeninTb HarpysKky Ha KOJIJIEKTOP YCTaHOBUTE
HaCTPOEYHbI NapameTp


https://wiki.vasexperts.ru/doku.php?id=dpi:bras_bng:radius_integration:radius_accounting

netflow rate limit=60

rae 60 3To MakCMMasibHbIM NOTOK netflow B MbuT/C.

3HayvyeHne nNapameTpa crnenyeT yCcTaHaBAMBaTb UCXOASA M3 pacyeTa: 6 Mbut/c Ha
Kaxxabl 1G BHewWwHero kaHana.

@ YcTaHOBKa HEeOCTAaTOYHON BEMYUHBI NpuBEeLEeT K 0TOpacbiBaHMIO AaHHbLIX YXX€E Ha
cTopoHe DPI.
Nudbopmaunma o6 3TomM cobbiTum 6bypgeT 3auKkCcMpoBaHa B nore
/var/log/dpi/fastdpi_alert.log.

Hy>XHO BblAeNnTb OTAENbHbLIN KOMIEKTOP ONA Ka)XAOro Tuna, 4Tobbl AaHHble He
CMeLUnBanncChb!

MapameTpbl IPFIX/Netflow MOXXHO n3mMeHATb 6e3 nepesarpysku fastDPI.
KoHdurypaumoHHeln napameTp ipfix reserved no3BoJsisieT 3ape3epBupoBaThb
HeobxoanmMy NaMsATb ONS BO3MOXXHOCTU BKJIIOYEHUA/M3MEHEHEHNSA NapaMeTpoB

( IPFIX/Netflow.

3 B cnyyae 3apaHma napameTpoB IPFIX/Netflow B KOH(urpyalunoHHOM daitne,
aBTOMaTUYeCKMN BKJIOHAETCa pe3epBupoBaHue namaty ansa IPFIX/Netflow, napameTpbl
M HoBble Tunbl 3KcnopTepoB IPFIX/Netflow MOXHO W3MeHATb 6e3 nepesarpysku
fastDPI.

MonHbin NetFlow

IP agpec n Homep nopTa KonsekTopa NetFlow ¢ NOJIHOW CTaTUCTUKOM, HY>XXHO BbIAENUTb
OTAENbHbIA KONIEKTOP, YTOObI faHHbIe He CMELUMBAJIUCL C APYron CTaTUCTUKON:

netflow full collector=192.168.0.1:9996

B dopmaTe netflow5 B nosHOM CTaTUCTUKE COXPaHEHblI OPUrMHaibHblE HOMEpPa NopTOoB, a
NH(OPMaLIMS 0 OeTEKTMPOBAHHLIX MPOTOKONax NnepenaeTcs B 06bI4HO Hencnonb3yembix bantax
46-47. Ecnmn TpebyeTcsa NpoaHann3npoBaTb UCMNOJb3yeMble MPOTOKOJbl, TO MOXHO YCTAaHOBUTb
HaCTPOWKY, N0 KOTOPOWN MHDOpMaLMs 0 NPOTOoKOax byaeT nepefaBaThCa B HOMepe nopTa:

netflow full port swap=1
01 COBMECTUMOCTM CO CTapbiMy KOIIEKTOPaMM 3Ta HaCTPOMKa AencTByeT 1 ansa opmaTta ipfix, HO

NCrnosab30BaTb ee COBMECTHO C IPFIX He pekoMeHayeTCa, T.K. MHGOpPMaLKUA 0 MPOTOKOE NnepenaeTca
B ipfix B 0TAENbHOM CrieunasibHOM noJie.

PekomeHayeM ncnonb3oBaTb nepenady MonHoro NetFlow B hopmaTe IPFIX yepes TCP.


https://wiki.vasexperts.ru/doku.php?id=dpi:dpi_options:opt_statistics:statistics_ipfix
https://wiki.vasexperts.ru/doku.php?id=dpi:dpi_options:opt_statistics:statistics_ipfix
https://wiki.vasexperts.ru/doku.php?id=dpi:dpi_options:opt_statistics:statistics_ipfix
https://wiki.vasexperts.ru/doku.php?id=dpi:dpi_options:opt_statistics:statistics_ipfix
https://wiki.vasexperts.ru/doku.php?id=dpi:dpi_options:opt_statistics:statistics_ipfix
https://wiki.vasexperts.ru/doku.php?id=dpi:dpi_options:opt_statistics:statistics_ipfix

MpoTokon NetFlow He rapaHTUpyeT AOCTaBKYy NakeToB (T.K. paboTaeT nosepx udp) u
€C/IN KONJIEKTOP He CNpaBaseTCs C MPUEMOM [aHHbIX, TO YaCTb MakeTOB MPOCTO
TepseTcs. lNepenavya nonHom ctatucTukm netflow gns kaHana 10G TpebyeTr oT

S KOJINEKTOpPa BO3MOXHOCTM NMPUHUMATb AaHHbIE CO CKOPOCTbIO He MeHee 60 M6buT/c.

MpoBepbTe BO3MOXHOCTM BalLEro KoJIJIeKTopa nepes HanpasJsieHnem Ha Hero netflow
Tpamka. B Toxe Bpems npu nepenaye netflow mn3 dpi MOrytT KpaTKOBpPEMEHHO
BO3HMKaTb NnKK 0o 100 MbuT/c. Takon NOTOK AaHHbIX 6e3 noTepb CNOCOBHbLI NPUHATD
HEeMHOrve KosinekTopbl, Hanpumep, nfsen/nfdump.

[lonoJjiHUTeIbHble NOTOKMU

NetFlow no npoTtokonam

IP agpec n Homep nopTta KosekTopa NetFlow Co CTaTUCTUKON NO NPOTOKONAM:

netflow collector=192.168.0.1:9997
NetFlow no HanpaBneHusm

IP agpec n Homep nopTta Konnektopa NetFlow co cTaTUCTVKOM NO HaNpaBsIEHUAM:
netflow as collector=192.168.0.1:9998
HanpasneHns no KOTOpbIM NPOn3BoANTCA COOP CTAaTUCTUKN U arperauuns:

netflow as direction=1

e 1 - TONbKO ONS BHELIHNX aBTOHOMHbIX CUCTEM (MOAXOANT A9 AOMOBbIX ONEPaTOPOB, Tak Kak C
OAHOWN M3 CTOPOH KPOME CaMOro onepaTopa ApYrux aBTOHOMHbIX CUCTEM HET)

e 2 - TONIbKO AN BHYTPEHHUX aBTOHOMHbIX CUCTEM

e 3=142-n0AXOANT ON14 TPAH3UTHbIX ONepaTopoB, HO Tak Kak No AS Npon3BoAUTCS
He3aBMCUMas arperauns, To B 3KNOPTUPYEMYIO CTAaTUCTUKY AaHHbIe nonagyT 2 pas3a - 4S4
Ka)xgom n3 AS, y4aCTHMKOB nepegayu

NetFlow pns Ounnuura

IP agpec n Homep nopTta KonnekTopa NetFlow co cTaTucTUKON anA OMANMHIA, HY)XHO BbIAENUTD
OTOENbHbIN KONNEKTOP, YTObObl AaHHble HE CMELUNBANNCL C APYron CTaTUCTUKON:

netflow bill collector=192.168.0.1:9995

ycnyra 9.

@ BunnnHroeas ctaTucTMKa nepefaeTcs TOJbKO N0 aboHeHTaM, KOTOPbIM NOAK/0YEHa
B IPFIX He nepepaeTcsa uHdopmaumnsa o host IP:port, ¢ kKoTopbiM aboHeHT


https://wiki.vasexperts.ru/doku.php?id=dpi:dpi_components:platform:dpi_billing

{!\ obMeHVBaeTCca MHGopMaLmen.

OnpenenexHne dopMaTa NepeaaBaeMoin NHGopMaLun:

netflow bill collector type=2

e 0 - netflow_v5 ( default )
e 1-ipfix udp
e 2 - ipfix tcp

Mo yMONYaHUIO CHUTAETCS MOJHLIN 06BbEM nepefaBaemMon MHADOPMaLMK, BKIKOYaA 3aro0BKU
nakeTtoB L1-L7, 4yTobbl yunTtbiBanuch payload n Tonbko L3-L7 3aronoskn Heobxoammo ykasaTb
napameTp:

netflow bill method=1

B netflow none TOS cTaTUCTMKK Ang BunanHra nepefaeTcs knacc Tpaduka, HazHavyeHHbIn DPI,
KOTOPbIA MOXXHO MCMOJIb30BaTb AJ18 CO3AaHUA TMOKNUX TapUgHbLIX MNJaHOB.

OTnpaBka template B IPFIX

1. TpaHcnopTHbIN NnpoTokoa TCP.
Template oTnpasnseTcs 0AnH pa3 nocse yctaHosneHus TCP-ceccun.

2. TpaHcnopTHbIA NpoTokon UDP.
Template oTnpasnseTcs no ymonyaHuio Kaxable 20 cekyHA. PerynvpyeTtcs napameTpoMm
ipfix udp template timer.

MpuMmep KOHUrypauum

Mpumep HacTponkn onucaH B pasaene QokE Stor: KoHgurypauwns DPI
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