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HacTpouka akcnopta NetFlow ¢ netflow dev

i3MeHeHne HacTpoeK Nan OTKKYEHNE ONUMK OCYLLECTBAAETCS C MOMOLLbIO pefakTUpoBaHus anna
KoHGurypauum /etc/dpi/fastdpi.conf.

LO] MapameTpbl NetFlow aBAsOTCA X0N04HBIMU U TpebyeTcs nepe3anyck cepauca.

OOLiMe HAaCTPOMKM IKCNPOTA CTAaTUCTUKHU

BkoveHune c60pa N 3KCNOPTa CTaTUCTUKN:

netflow=1

e 0 MK He yKa3aHo - onuus OTKJIYeHa

1 - 3KCNOPT CTaTUCTUKKN NO NPOTOKOIaM (HOMepaM NOpPTOB)

2 - 3KCMOPT CTAaTUCTUKM NO HanpasaeHNAM (HOMepaM aBTOHOMHbIX CUCTEM)
4 - 3KCNOPT CTaTUCTUKK ANa BunnunHra

e 8 - 3KCMOPT MOJIHON CTAaTUCTUKM MO CECCUAM

3 =1+ 2 0OAHOBPEMEHHbIN 3KCNOPT CTAaTUCTMKM MO NPOTOKOJIAaM 1 MO HanpasBJIeHNAM
(aHanornyHo ona opyrnux BapuaHToB)

ims ceTeBoro nHTepdenca, yepes Kotopbin byaet oTnpaenaTbcs netflow co ctaTucTukon:
netflow dev=eth2

MepnoanYHOCTb 3KCNOPTa AaHHbIX (B CEKYHAaX):

netflow timeout=10

Hy>XHO BblAeNnTb OTAENIbHbLIN KOMIEKTOP ONA Ka)XAOro Tuna, 4Tobbl AaHHble He
CMeLUnBanunuch!

MapameTpbl IPFIX/Netflow MoXXHO n3mMeHATb 6e3 nepesarpysku fastDPI.
KoHurypaumoHHeln napameTp ipfix reserved no3BosisieT 3ape3epBupoBaThb
HeobxoAuMy NamMaTb A8 BO3MOXHOCTU BKIKOYEHUSA/M3MEHEHEHNS NapaMeTpoB

( IPFIX/Netflow.

3 B cnyyvae 3amaHua napameTtpoB [IPFIX/Netflow B KOHGurpyaunoHHoMm hainne,
aBTOMaTUYeCKN BKJIOHAETCA pe3epBupoBaHue namatu ansa IPFIX/Netflow, napameTpbl
M HoBble Tunbl 3KcnopTepoB IPFIX/Netflow MOXHO n3MeHATH 6e3 nepesarpysku
fastDPI.



NetFlow no npoTokonam

IP agpec n Homep nopTa KosnekTopa NetFlow co cTaTUCTUKOM NO NPOTOKONAM:

netflow collector=192.168.0.1:9997

NetFlow no HanpaBneHusam

IP agpec n Homep nopTa konnekTopa NetFlow co cTaTUCTUKOV NO HanpaBAEHUAM:
netflow as collector=192.168.0.1:9998
HanpaBneHns No KOTOPbLIM NPOM3BOANTCS COOP CTAaTUCTUKKU W arperayms:

netflow as direction=1

e 1 - TOMbKO 4151 BHELHWUX aBTOHOMHbIX CUCTEM (MOAXOAMT ANS LLOMOBbLIX OMNEepPaTopPOB, Tak Kak C
O[ZIHOW 13 CTOPOH KPOME CaMoro onepaTopa ApYrux aBTOHOMHbIX CUCTEM HET)

e 2 - TONIbKO A5t BHYTPEHHUX aBTOHOMHbIX CUCTEM

e 3=1+ 2-noAXoANT ANS TPAH3UTHbIX ONEPATOPOB, HO Tak Kak no AS Npon3BoAUTCS
He3aBNCMMas arperawuus, To B 3KMNOPTUPYEMYIO CTAaTUCTUKY AaHHbIe nonaayT 2 pasa - Ans
KaXxgomn 13 AS, y4aCTHINKOB nepepayn

NetFlow opnsa OunnuHra

IP anpec n Homep nopTa konnektTopa NetFlow co cTaTUCTUKOW AN OUANMHIA, HY)XXHO BbIAEINTb
OT[Ee/IbHbIA KONNEKTOP, YTOObI JaHHble He CMELIMBAINCL C APYrON CTAaTUCTUKON:

netflow bill collector=192.168.0.1:9995

bunnuHroeas ctaTucTuka nepepaeTcd ToNbKO Mo aboHeHTaM, KOTOPbIM NMNOoAKAO4YeHa

ycnyra 9.
B IPFIX He nepenaeTtcsa uHgopmaunsa o host IP:port, ¢ KoTopbiM aboHeHT
obMeHnBaeTCa MHGpOopMaLmen.

Onpegnenenve chopmaTa nepefaBaeMon MHopmaLnn:

netflow bill collector type=2

¢ 0 - netflow _v5 ( default)
e 1-ipfixudp


https://wiki.vasexperts.ru/doku.php?id=dpi:dpi_components:platform:dpi_billing

e 2 - ipfix tcp

M0 yMONYaHUIO CHUTAETCH MOJHLIN 06BEM NnepefaBaeMon MHOPMaLUK, BKIKOYasa 3aro0BKU
nakeToB L1-L7, 4Tobbl yynTeiBanuch payload v TosbKo L3-L7 3aronoBku HeobxoamMmo ykasaTb
napameTp:

netflow bill method=1

B netflow none TOS cTtatncTukm ana bunnmHra nepenaeTcsa Kaacc Tpadurka, Ha3HayveHHbIn DPI,
KOTOPbIA MOXXHO UCMONb30BaTh AJ11 CO34aHUSA TMOKMX TapudHbIX NJIaHOB.

NMonHbin NetFlow

IP anpec u Homep nopTa kosinektTopa NetFlow ¢ NONHOM CTaTUCTUKOM, HY>KHO BbIAENUTb
OT[Ee/IbHbIA KONNEKTOP, YTOObI JaHHble HE CMELIMBANCL C APYrON CTAaTUCTUKON:

netflow full collector=192.168.0.1:9996
netflow passive timeout=30
netflow active timeout=300

roe

e netflow_passive_timeout=30 BpeMsa 0XX1aaHNa akTUBHOCTY B CECCUW MOCJSIE KOTOPOro, eC/n He
ObIN10 aKTUBHOCTM, CECCUS CYATAETCA 3aBEPLUEHHON N MPOUCXOAMNT Nepenaya no Hew
NHgopMaLnm

e netflow_active_timeout=300 BpemMs, 4epe3 KoTopoe coobLLaeTca NHGOPMaLLMSA NO OJNHHBIM
ceccmam (T.e. haKTUYeCKN OJMHHbIE Ceccun pa3buBatoTcs Ha hparMeHTbl AaHHOM
NPOAOJIKUTESIbHOCTK)

B hopmaTe netflow5 B monHoOM CTaTUCTUKE COXPaHEHbI OPUrMHAIbHbIE HOMEpPa MOPTOB, a
NH(OPMaLIMS 0 LeTEKTUPOBAHHLIX MPOTOKOMaxX nepenaeTcs B 06bI4HO Hencnonb3yembix bantax
46-47. Ecnu TpebyeTcsa npoaHanu3npoBaTb UCMOJIb3yeMble MPOTOKOJIbI, TO MOXHO YCTaHOBUTb
HaCTPOWKY, N0 KOTOPOWN MHPOPMaLMs O NPOTOKOaX byaeT nepefaBaThCa B HOMepe nopTa:

netflow full port swap=1

NS COBMECTUMOCTU CO CTapbIMU KOJITEKTOPaMM 3Ta HaCTPOWKa AenCTBYeT U ansa opmata ipfix, HO
MCMN0Sb30BaTb €e COBMECTHO C ipfix He pekomeHAyeTCH, T.K. MHhopMaLmsa 0 NPOTOKONE nepefaeTcs
B ipfix B 0TAENbHOM CreunasbHOM MNone.

PekomeHayeMm ncnonb3oBaTb nepenaydy MonHoro NetFlow B hoopmaTe IPFIX yepes TCP.
MpoTtokon NetFlow He rapaHTUpyeT OOCTaBKy NakeToB (T.K. paboTaeT nosepx udp) v
) eC/N KOJIJIEKTOP He CrnpaBaseTCs C NPUeMOM AaHHbIX, TO YaCTb MakeToB MPOCTO
TepseTca. lNepepada nonHon ctatuctuku netflow gna kaHana 10G TpebyeT oT
KOJIJIEKTOPa BO3MOXXHOCTW NPUHUMATb AaHHbIE CO CKOPOCTbIO He MeHee 60 MbuT/c.
MpoBepbTe BO3MOXHOCTM BalLEro KoJIJIeKTopa nepes HanpasseHnem Ha Hero netflow
Tpathnka. B Toxe Bpems npu nepefnade netflow mn3 dpi MOryt KpaTKOBpeMEHHO
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2 BO3HMKaTb NnKK 0o 100 MbuT/c. Takon NOTOK AaHHbIX 6e3 noTepb CNOCOBHbLI NPUHATH
H HeMHorue KonsiekTopbl, Hanpumep, nfsen/nfdump.

YT0b6bl CragnTb MUKW 1 PpaBHOMEpPHEE pacnpeleninTb HarpysKky Ha KOJIJIEKTOP YCTaHOBUTE
HaCTPOEeYHbI NapameTp

netflow rate limit=60

rae 60 3To MakCMMasibHbIM NOTOK netflow B MbuT/C.

3HayvyeHne NapameTpa craenyeT yCcTaHaB/AMBaTb UCXOASA M3 pacyeTa: 6 MbuT/c Ha

@ Kaxablh 1G BHelWHero KkaHana. YCTaHOBKa HegOCTAaTOYHOW BEINYUHBI NpuBeaeT K
oTObpacbiBaHNIO AaHHbIX y>Ke Ha cTopoHe DPI. Hdopmaums 06 3ToM cobbiTum bynet
3admkcmpoBaHa B fiore /var/log/dpi/fastdpi_alert.log.

OTnpaBka template B IPFIX

1. TpaHcnopTHbIN NnpoTokoa TCP.
Template oTnpasnseTcs oauH pas rnocne yctaHosneHmsa TCP-ceccum.

2. TpaHcnopTHbIN npoTokosa UDP.
Template oTnpasnseTca no ymondaHuo kaxxable 20 cekyHg. Perynnpyetcsa napameTpom
ipfix udp template timer.

NMpumep KOHPUrypauum

MpuMep HacTponky onucaH B pasaene QoE Stor: KoHdpurypauwms DPI
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