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HacTpouka cepsuca

i3MeHeHne HacTpoeK Nan OTKKYEHNE ONUMK OCYLLECTBAAETCS C MOMOLLbIO pefakTUpoBaHus anna
KoHgurypauun etc/dpi/fastdpi.conf.

LO] MapameTpbl NetFlow aBAsOTCA X0N04HBIMU U TpebyeTcs nepe3anyck cepauca.

OOLiMe HAaCTPOMKM IKCNPOTA CTAaTUCTUKHU

BkoveHune c60pa N 3KCNOPTa CTaTUCTUKN:

netflow=1

e 0 MK He yKa3aHo - onuus OTKJIYeHa

1 - 3KCNOPT CTaTUCTUKKN NO NPOTOKOIaM (HOMepaM NOpPTOB)

2 - 3KCMOPT CTAaTUCTUKM NO HanpasaeHNAM (HOMepaM aBTOHOMHbIX CUCTEM)
4 - 3KCNOPT CTaTUCTUKK ANa BunnunHra

e 8 - 3KCMOPT MOJIHON CTAaTUCTUKM MO CECCUAM

3 =1+ 2 0OAHOBPEMEHHbIN 3KCNOPT CTAaTUCTMKM MO NPOTOKOJIAaM 1 MO HanpasBJIeHNAM
(aHanornyHo ona opyrnux BapuaHToB)

ims ceTeBoro nHTepdenca, yepes Kotopbin byaet oTnpaenaTbcs netflow co ctaTucTukon:
netflow dev=eth2
MepnoanYHOCTb 3KCNOPTa AaHHbIX (B CEKYHAaX):

netflow timeout=10

Hy>XHO BblAeNnTb OTAENIbHbLIN KOMIEKTOP ONA Ka)XAOro Tuna, 4Tobbl AaHHble He
CMeLUnBanunuch!

NetFlow no npoTtokonam

IP agpec n Homep nopTa KosekTopa NetFlow co CTaTUCTUKON NO NPOTOKONAM:

netflow collector=192.168.0.1:9997



NetFlow no HanpaBneHusaMm

IP anpec n Homep nopTa Konnektopa NetFlow Co CTaTUCTVKOM NO HanpaBNIEHUAM:
netflow as collector=192.168.0.1:9998
HanpasneHns No KOTOpPbIM NPOU3BOANTCA COOP CTAaTUCTUKN U arperauus:

netflow as direction=1

e 1 - TO/IbKO 019 BHELHNX @aBTOHOMHbIX CUCTEM (NOAXOAUT AN OMOBLIX ONepaTopoB, Tak Kak C
OZlHOW N3 CTOPOH KPOMe CaMoro ornepaTtopa ApYrnx aBTOHOMHbIX CUCTEM HET)

® 2 - TOJIbKO OJ11 BHYTPEHHUX aBTOHOMHbIX CUCTEM

e 3=142-n0AXOAUT 024 TPAH3UTHbIX ONepaTopoB, HO Tak Kak no AS Npon3BoanTCS
He3aBuCUMas arperauns, To B 3KNOPTUPYEMYIO CTaTUCTUKY OaHHbIe nonagyT 2 pasa - 414
Ka)xgom n3 AS, y4aCTHMKOB nepegayu

NetFlow pnsa Ounnudra

IP apnpec n Homep nopTa kosnektopa NetFlow co cTaTUCTUKOM ANA OMANMHTA, HY)XHO BblAENNTb
OTHOENbHbIA KOMIEKTOP, 4T0bbl faHHble He CMeLUMBAINCL C APYrON CTaTUCTUKON:

netflow bill collector=192.168.0.1:9995

bunnvHroeas CTaTUCTMKa NepepaeTcs ToJbKO No aboHeHTaM, KOTOPLIM NOAKIOYEHA
ycnyra 9.

Onpegnenenuve chopmaTa nepefaBaeMon MHopmaLnn:

netflow bill collector type=2
e 0 - netflow v5 ( default)
e 1 -ipfix udp
e 2 - ipfix tcp

Mo yMONYaHUIO CHMTaAETCS NoJHbIA 06beM NepefaBaemMoi MHOPMaLIMK, BKIOYas 3arol0BKU
nakeToB. YTo6bl y4MTbIBANACh TOMLKO NONe3Hast Harpyska ' Heo6xoanMo ykasaTk napameTp

netflow bill method=1

B netflow none TOS cTtaTncTukm ana bunnuHra nepefaeTcsa kKaacc Tpadurka, HasHadyeHHbIn DPI,
KOTOPbIA MOXHO MCMOb30BaTh 411 CO34aHMA rMBKUX TapudHbIX NIaHOB.


https://wiki.vasexperts.ru/doku.php?id=dpi:dpi_components:platform:dpi_billing:start
https://wiki.vasexperts.ru/doku.php?id=dpi:dpi_options:opt_priority:priority_config:start
https://wiki.vasexperts.ru/doku.php?id=dpi:dpi_options:opt_priority:priority_config:start

MonHbin NetFlow

IP agpec n Homep nopTa KosnekTopa NetFlow ¢ noNHOW CTaTUCTUKOM, HY)XXHO BblIAENTb
OTOENbHbIN KOMIEKTOP, 4T0bbl aHHble HE CMeLUMBANNCL C APYrON CTaTUCTUKON:

netflow full collector=192.168.0.1:9996
netflow passive timeout=30
netflow active timeout=300

roe

 netflow_passive_timeout=30 BpemMsa oXXngaHnsa akTUBHOCTW B CECCUW MOCE KOTOPOro, eC/in He
OblN10 aKTUBHOCTM, CECCUS CYATAETCA 3aBEPLUEHHON 1 MPOUCXOAMNT Nepenaya no Hew
NHMopMaLnn

e netflow_active_timeout=300 BpemMs, 4epe3 KoTopoe coobLLaeTCa NHGOPMaLLIMS NO OJNHHbBIM
ceccmam (T.e. haKTUYeCKN OJIMHHbIE Ceccun pa3buBatoTCs Ha pparMeHTbl AaHHOM
NPOAO/IKUTENBHOCTHN)

B bopmaTe netflow5 B MOSHON CTaTUCTUKE COXPaAHEHbI OPUTrMHaIbHbIE HOMEpPa NOPTOB, a
NHOPMaLNS O AETEKTUPOBAHHBIX MPOTOKONAX nepenaeTcs B 06bI4HO HENCNOIb3yeMbIX banTax
46-47. Ecnn TpebyeTcsa NpoaHaAn3nNpoBaTb UCMOJb3yeMble MPOTOKOJIbl, TO MOXHO YCTaHOBUTb
HaCTPOWNKY, MO KOTOPOW NHGOpPMaLma 0 NpoTokonax byaeT nepefaBaTbCsA B HOMepe nopTa:

netflow full port swap=1

NS COBMECTUMOCTU CO CTapbIMU KOJITIEKTOPaMM 3Ta HaCTPOWKa AeNCTBYeT 1 ansa opmarta ipfix, HO
MCMNOSb30BaTb €e COBMECTHO C ipfix He pekomeHAyeTCH, T.K. MH(popMaLmMa 0 NPOTOKoNE NnepefaeTcs
B ipfix B 0TAENBHOM CreunasbHOM Mnone.

PekomeHayeM ncnonb3oBaTb nepenady MonHoro NetFlow B hoopmaTe IPFIX yepes TCP.
MpoTtokon NetFlow He rapaHTupyeT LOCTaBKy NakeToB (T.K. paboTaeT nosepx udp) u
eC/In KOJIJIEKTOP He CnpaBaseTcs C NMPUEMOM [aHHbIX, TO YaCTb NMakKeTOB MPOCTO

@ TepseTcs. lNepenavya nonHom ctatucTukm netflow ons kaHana 10G TpebyeTr oT

KOJIIEKTOPa BO3MOXHOCTMW NMPUHUMATb AaHHbIE CO CKOPOCTbIO He MeHee 60 M6buT/c.
MpoBepbTe BO3MOXHOCTMW BalLero KoJIJIeKTopa nepes HanpassieHnem Ha Hero netflow
Tpaduka. B ToXe Bpemsa npu nepepade netflow n3 dpi MOryT KpaTKOBpPEMEHHO
BO3HMKaTb NnKK 0o 100 MbuT/c. Takon NOTOK AaHHbLIX 6e3 noTepb CNOCOBHbLI NPUHATD
HEeMHOrve KoJnekTopsbl, Hanpumep, nfsen/nfdump.

YT0b6bl CragnTb MUKW 1 paBHOMEpPHEE pacnpeleninTb HarpysKky Ha KOJIJIEKTOP YCTaHOBUTE
HaCTPOEeYHbI NapameTp

netflow rate limit=60

rae 60 3To MakCMMasibHbIM NOTOK netflow B MbuT/C.


https://wiki.vasexperts.ru/doku.php?id=dpi:dpi_options:opt_statistics:statistics_ipfix:start
https://wiki.vasexperts.ru/doku.php?id=dpi:dpi_options:opt_statistics:statistics_ipfix:start
https://wiki.vasexperts.ru/doku.php?id=dpi:dpi_options:opt_statistics:statistics_ipfix:start
https://wiki.vasexperts.ru/doku.php?id=dpi:dpi_options:opt_statistics:statistics_ipfix:start
https://wiki.vasexperts.ru/doku.php?id=dpi:dpi_options:opt_statistics:statistics_ipfix:start
https://wiki.vasexperts.ru/doku.php?id=dpi:dpi_options:opt_statistics:statistics_ipfix:start

3HayYyeHne NapameTpa crnenyeT yCcTaHaB/AMBaTb UCXOASA M3 pacyeTa: 6 MbuT/c Ha

@ Kaxabln 1G BHelwHero KaHana. YCTaHOBKa HEAOCTAaTOYHON BEANYUHbLI NPUBELOET K
oTbpacbiBaHNIO AaHHbIX y>Ke Ha cTopoHe DPI. NHdopmaums 06 3Tom cobbiTum bynet
3admkcmpoBaHa B fiore /var/log/dpi/fastdpi_alert.log.

Mpumep KoHUrypauum

Mpumep HacTponkn onucaH B pasaene QokE Stor: KoHgurypauwns DPI

1)

6e3 y4yeTa 3aroJIoBKOB MaKeTOB OHa MOXXET 0Ka3aTbCs B 3,5 pa3a MeHbLUe YeM MOJIHbIN 06BbeM,
Hanpumep, Npu MUHNUManbLHOM pa3Mepe udp NakeTa 4S9 ToOppeHToB 64 banTa, pa3mep 3aronoBka
udp cocTtaBuT 28 6anT, a ethernet ppenma 18, B pesynbtaTe u3 64 6anT nonesHas Harpyska
COCTaBUT BCero 18 6ant


https://wiki.vasexperts.ru/doku.php?id=dpi:dpi_components:qoestor:configuration:dpi:start
https://wiki.vasexperts.ru/doku.php?id=dpi:dpi_components:qoestor:configuration:dpi:start
https://wiki.vasexperts.ru/doku.php?id=dpi:dpi_components:qoestor:configuration:dpi:start
https://wiki.vasexperts.ru/doku.php?id=dpi:dpi_components:qoestor:configuration:dpi:start
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