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2 HacTpouka cepBuca

i3MeHeHne HacTpoeK Nan OTKKYEHNE ONUMK OCYLLECTBAAETCS C MOMOLLbIO pefakTUpoBaHus anna
KoHgurypauun etc/dpi/fastdpi.conf.

LO] MapameTpbl NetFlow aBAsOTCA X0N04HBIMU U TpebyeTcs nepe3anyck cepauca.

OOLMe HACTPOUKHU IKCNPOTa CTAaTUCTUKM:

BkntouyeHne cbopa 1 3KCNOpTa CTaTUCTUKMK:

netflow=1

e 0 MK He yKa3aHo - onuus OTKJIYeHa

e 1 - 3KCMOPT CTAaTUCTUKM MO NPOTOKOaM (HOMepaM NMopToB)

e 2 - 3KCMOPT CTATUCTUKM MO Harnpas/ieHNAaM (HOMepam aBTOHOMHbIX CUCTEM)
e 4 - 3KCNOPT CTAaTUCTUKK ANa BunnaunHra

e 8 - 3KCMOPT MOJSIHON CTAaTUCTUKMN NO CECCMAM

3 =1+ 2 0AHOBPEMEHHbIN 3KCMOPT CTAaTUCTMKM MO NPOTOKOJSIaM 1 MO HanpaBeHUAM
(aHanornyHo ona opyrux BapuaHToB)

msa ceTeBoro nHTepgenca, Yepes kotopein byaet oTnpaensaTbcs netflow co cTaTUCTMKON:
netflow dev=eth2
MepnoanYHOCTb 3KCMOpTa AaHHbIX (B CEKyHAaX):

netflow timeout=10

HacTpouka Kaxporo tuna NetFlow:

IP agpec n Homep nopTta KosiekTopa NetFlow Co CTaTUCTUKON NO NPOTOKONAM:

netflow collector=192.168.0.1:9997

Hy>XHO BblAeNnTb OTAENbHbIN KONIEKTOP ONA Ka)A0ro Tuna, 4Tobbl AaHHble He
cMeLwmBanuch!

IP agpec n Homep nopTa KosnekTopa NetFlow co cTaTUCTUKOM NO HaNpPaBNEHUAM:



netflow as collector=192.168.0.1:9998
HanpasneHns no KOTOPbIM NPOn3BOANTCA COOP CTAaTUCTUKN U arperauus:

netflow as direction=1

e 1 - TONbKO ONS BHELIHNX aBTOHOMHbIX CUCTEM (MOAXOANT A9 AOMOBbIX ONEPaATOPOB, Tak Kak C
OAHOWN M3 CTOPOH KPOME CaMOro onepaTtopa ApYrux aBTOHOMHbIX CUCTEM HET)

e 2 - TONIbKO A1 BHYTPEHHUX aBTOHOMHbIX CUCTEM

e 3=142-n0AXOANT ON4 TPAH3UTHbIX ONepaTopoB, HO Tak Kak No AS Npon3BOAUTCS
He3aBMCUMas arperauns, To B IKNOPTUPYEMYIO CTAaTUCTUKY AaHHbIe nonagyT 2 pas3a - 44
Ka)xgom n3 AS, y4aCTHMKOB nepegayu

IP agpec n Homep nopTa KosuiekTopa NetFlow co cTaTUCTUKOM ANs OUANMHIaA, HY)KHO BblAEINTb
OTAENbHbIA KONNEKTOP, 4TOObI AaHHbIE HE CMELLMBANNCh C APYrOA CTaTUCTUKON:

netflow bill collector=192.168.0.1:9995

BunnnHroeas ctaTucTmMka nepepaeTcs TOAbKO Mo aboHeHTaM, KOTOPLIM NOAKIOYEHA
ycnyra 9.

OnpepeneHne opMaTa nepegasaeMon MHopMaLnn:

netflow bill collector type=2
e 0 - netflow_v5 ( default )
e 1-ipfixudp
e 2 - ipfix tcp

Mo yMONYaHUO CYATAETCS NOJHbI 06beM NepefaBaeMoi MHAOPMALMK, BKOYAS 3ar0JI0BKY
nakeToB. YTo6bl y4MTbIBANACk TOLKO NoJsie3Hast Harpyska ' Heo6xoaMMo yKkasaTb napameTp

netflow bill method=1

B netflow none TOS cTaTUCTMKK Ansa GUNANHra NnepefaeTcs Knacc Tpaduka, HasHavyeHHbIn DPI,
KOTOPbIA MOXXHO UCNONb30BaTh AJ11 CO34aHUSA TMOKMX TapudHbIX NJIaHOB.

IP agpec n Homep nopTa KosiekTopa NetFlow ¢ noNHOW CTaTUCTUKOM, HY)XHO BblAE/INTb
OTHENbHbIA KOMIEKTOP, Y4TObbl aHHble He CMeLUMBANNCL C APYron CTaTUCTUKON:

netflow full collector=192.168.0.1:9996
netflow passive timeout=20
netflow active timeout=60

rape

 netflow_passive_timeout=20 BpemMsa oXXngaHns akTUBHOCTW B CECCUW MOCNE KOTOPOro, eC/in He


https://wiki.vasexperts.ru/doku.php?id=dpi:dpi_components:platform:dpi_billing:start
https://wiki.vasexperts.ru/doku.php?id=dpi:dpi_options:base_functionality:opt_priority:priority_config
https://wiki.vasexperts.ru/doku.php?id=dpi:dpi_options:base_functionality:opt_priority:priority_config

Ob1710 aKTUBHOCTW, CECCUS CHMTAETCA 3aBEPLUEHHOW M NMPOMCXOAUT nepenaya no Hew
NHMopMaLn

* netflow_active_timeout=60 Bpems, yepe3 koTopoe coobLiaeTcs nHopMaLmsa Mo AJANHHBIM
ceccusm (T.e. haKTUYECKM ANMHHbIE ceccumn pa3bmnBatoTcs Ha hparMeHThl 4aHHON
NPOAO/IKNTENBHOCTW)

B nonHoOM cTaTUCTUKE COXPaHEHbI OPUrMHasbHbIE HOMEpa NOPTOB, @ UH(hopMaLns O
[leTEKTUPOBAHHbLIX MPOTOKONaxX nepenaeTcs B 06bl4HO Hemcnonb3yembix bantax 46-47. Ecam
TpebyeTca NpoaHann3nMpPoOBaTb UCMOJb3yeMblE MPOTOKOJbl, TO MOXKHO YCTAaHOBUTbL HAaCTPOWKY, N0
KOTOpOW MHopMaLmns o0 NpoTokoax byaeT nepenaBaThCs B HOMeEpe nopTa:

netflow full port swap=1

MpoTokon netflow He rapaHTUpyeT OOCTaBKy NakeToB (T.K. paboTaeT nosepx udp) u
eC/N KOJIJIEKTOP He CnpaBaseTCs C NPUeMOM AaHHbIX, TO YaCTb MakeToB MPOCTO
TepseTcsa. lNepegada nonHon ctatucTukm netflow gns kaHana 10G TpebyeT ot
KONIIEKTOPA BO3MOXHOCTU MPUHUMATb AaHHbIE CO CKOPOCTbIO He MeHee 60 MbuT/c.
MpoBepbTe BO3MOXHOCTM BalLero KOJNEKTOpa nepes HanpasiaeHWeM Ha Hero netflow
Tpacduka. B Toxe Bpema npu nepepadve netflow u3 dpi MoryT KpaTKOBPEMEHHO
BO3HMKATb NMKK A0 100 M6uT/C. Takom NOTOK AaHHbIX 6e3 noTepb CNOCOOHbLI NPUHATL
HEeMHOrve KoinekTopbl, Hanpumep, nfsen/nfdump.

YT0b6bl CraanTb MUKW 1 PpaBHOMEpPHEE pacnpefeninTb HarpysKky Ha KOJIJIEKTOP YCTaHOBUTE
HaCTPOEYHbI NapameTp

netflow rate limit=60

rae 60 3To MakCMMasibHbIN NOTOK netflow B MouT/C.

o

3HayeHMe NapameTpa cneayeT yCTaHaBAMBaTb UCXOAS U3 pacyeTa: 6 MOGut/c Ha
Kaxablh 1G BHeWHero KaHasla. YCTaHOBKa HeQOCTAaTOYHOM BENYNHbLI MPUBEAET K
oTbpackiBaHMIO OaHHbIX Y>Xe Ha cTopoHe DPI. NHdopmaumsa 06 3Tom cobbiTum byaet
3amkcunpoBaHa B nore /var/log/dpi/fastdpi_alert.log.

NMpumep KoHPUrypauuu:

Mpumep HacTponkn onucaH B pasaene QokE Stor: KoHgurypauwns DPI

1)

6e3 y4yeTa 3aroJIoBKOB NMaKeTOB OHa MOXXET 0Ka3aTbCA B 3,5 pa3a MeHbLUe YeM MOJHbIN 06BbEM,
Hanpumep, Npu MUHNUManbHOM pa3Mepe udp NakeTa 4S9 TOPpeHTOB 64 6alnTa, pa3mep 3arosoBka
udp cocTtaBuT 28 6anT, a ethernet ppenma 18, B pesynbtaTe u3 64 6anT nonesHas Harpyska
cocTaBuT Bcero 18 banTt


https://wiki.vasexperts.ru/doku.php?id=dpi:dpi_components:qoestor#%D0%BA%D0%BE%D0%BD%D1%84%D0%B8%D0%B3%D1%83%D1%80%D0%B0%D1%86%D0%B8%D1%8F
https://wiki.vasexperts.ru/doku.php?id=dpi:dpi_components:qoestor#%D0%BA%D0%BE%D0%BD%D1%84%D0%B8%D0%B3%D1%83%D1%80%D0%B0%D1%86%D0%B8%D1%8F
https://wiki.vasexperts.ru/doku.php?id=dpi:dpi_components:qoestor#%D0%BA%D0%BE%D0%BD%D1%84%D0%B8%D0%B3%D1%83%D1%80%D0%B0%D1%86%D0%B8%D1%8F
https://wiki.vasexperts.ru/doku.php?id=dpi:dpi_components:qoestor#%D0%BA%D0%BE%D0%BD%D1%84%D0%B8%D0%B3%D1%83%D1%80%D0%B0%D1%86%D0%B8%D1%8F
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