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Hactpouka akcnopta Full NetFlow B popmaTe
IPFIX

Obwue obsasaTenbHblie HacTpouku otnpaBku NetFlow

BktoveHune c60pa N 3KCNOPTa CTaTUCTUKN:

netflow=1

e 0 MK He yKa3aHo - oNuus OTKJIYeHa

1 - 3KCNOPT CTAaTUCTMKK MO NPOTOKOMaM (HOMepaM NopToB), NnoapobHee B pa3gene HacTpolika
skcnopTa NetFlow no npoTokonam, HanpaBAEHUAM 1 BUAANHIY

2 - 3KCMOPT CTAaTUCTUKM NO HanpasaeHNAM (HOMepaM aBTOHOMHbIX CUCTeM), nogpobHee B
pa3aene Hactponka akcnopTta NetFlow no npoTokonam, HanpaBaeHUSAM U BUNAUHTY

4 - 3KCNOpPT CTaTUCTUKK onsa bunnmHra, nogpobHee B pasaene Hactponka akcrnopta NetFlow
Mo NPOTOKO1aM, HanpaBJIEHNAM U BUAANHTY

8 - 3KCNopT NonHoM cTaTUCTMKKM No ceccusam, Full NetFlow B hopmaTe NetFlow v5 nnn IPFIX

OpHoBpeMeHHbIn 3kcnopT Full NetFlow 1 6GMnAMHroBON CTaTUCTUKK BKAKOYaETCS

@ yepe3s 6utoBylo Macky netflow=12 (8 + 4). Cratuctuka pna 6unnauHra
KoHBepTupyeTca B RADIUS Accounting 4yepe3 FastPCRF npu BKAOYEHUN
enable_acct=1. Hactporka RADIUS Accounting

Hy>XHO BblAeNnTb OTAENbHbLIN KONJEKTOP ONA Ka)XAOro Tuna, 4Tobbl AaHHble He
CMeLUnBanncCh!

Nms ceTeBOro MHTEpdeNca, Yepes KoTopbii ByneT oTnNpaBnaTbcs netflow co CTaTUCTUKOIA:

netflow dev=eth2

MapameTpsbl IPFIX/Netflow MOXHO n3MeHATb 6e3 nepesarpy3ku fastDPI.
KoHgurypaumoHHeln napameTtp ipfix reserved no3BosisieT 3ape3epBupoBaThb
HeobxoanMylo NaMsATb ONS BO3MOXXHOCTU BKJIIOYEHUA/M3MEHEHEHNSA NapaMeTpoB

( IPFIX/Netflow.

b B cnyyvae 3amaHua napameTtpoB |IPFIX/Netflow B KOHGuUrpyaunoHHoMm daine,
aBTOMATMYECKUN BKJIlOYaeTCa pesepsupoBaHue namaTtu ans IPFIX/Netflow, napameTpbl
M HoBble Tunbl 3kcnopTepoB IPFIX/Netflow MOXHO n3MeHATH 6e3 nepesarpysku
fastDPI.

MporpaMMHbIA NpoayKT Ans cbopa ctatuctmkm QoE Store n padguyecknin MHTepgenc

Ona npuema, obpaboTkm n xpaHeHusa IPFIX pekomeHayeTcs MCNONb30BaATb
®
DPIUI2.
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3 Onsa cbopa nHgpopmaunm B hopmaTte IPFIX nogonpeT nobon yHnsepcanbHbix IPFIX
\J) KONNEKTOP, MOHMMaOLWMA WwabnoHsl, nnn ytunuta IPFIX Receiver.

MpuMep KoHbUrypauum

MprMep HacTponky onucaH B pasaene QoE Stor: KoHdpurypauwns DPI

Obwimne pononHuTenbHblie HACTPOUKU oTnpaBku NetFlow

MepnoanYHOCTb 3KCNOopTa AaHHbIX (B CEKYHOaXx):
netflow timeout=10

Bpems oxxnpgaHusa ceccum:;

e netflow passive timeout — BpeMs 0XXMAOaHWA aKTUBHOCTW B CECCUM MOCSIE KOTOPOTO,
ecnn He BblN0 aKTUBHOCTU, CECCUA CHUTAETCH 3aBEPLUEHHON 1 NPOUCXOAMUT nepenaya no Hem
NHgopMaLnm

e netflow active timeout — Bpems, Yepe3 KoTopoe coobLiaeTcs MHMOPMALNS NO AJIMHHBIM
ceccuam (T.e. PakTUYECKN ONHHBIE ceccumn pa3brBaloTCsa Ha PparMeHTbl JaHHOW
NPOLOJIKUTESIbHOCTK)

YT0b6bl Cr1afnTb MUKW 1 paBHOMEpPHEe pacnpeleninTb HarpysKky Ha KOJIJIEKTOP YCTaHOBUTE
HaCTPOEYHbI NapameTp

netflow rate limit=900

rae 900 3To MakcMMaJibHbIN NOoTOK netflow B MbuT/C.

3Ha4yeHue napameTpa cienyeT yCTaHaBAMBaTb MCXOAS M3 pacyeTa: 4TO Kaxxabin DPI
reHepupyeT IPFIX noTtok Ha ckopocTu oT 0,5% 0o 1% OT CKOPOCTU peasibHOro

Tpadmka.

@ YcTaHOBKa HeOCTAaTOYHON BEMYUHBI NpuBeLeT K 0TOpacbiBaHMIO AaHHbIX YXXe Ha
cTopoHe DPI.
NHbopmaunma o6 3TomM cobbiTum OypaeT 3aukcmpoBaHa B nore
/var/log/dpi/fastdpi_alert.log.

OTnpaBka template B IPFIX

1. TpaHcrnopTHbIN npoTokon TCP.
Template oTnpaBngeTca 0AnH pa3 nocne ycTaHoneHusa TCP-ceccuum.
2. TpaHcnopTHbIA NpoTokon UDP.
Template oTnpaBnseTca no ymondaHuo kaxxable 20 cekyHa. PerynnpyeTtcsa napameTpom
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ipfix_udp_ template timer.

Hactpouka Full NetFlow

Yka3aTb IP agpec n Homep nopTta konnektopa Full NetFlow, Hy>XHO BblAENNTb OTAE/bHbIN
KoNnekTop Ans kaxxgoro FastDPI, 4yTobbl faHHbIE HE CMELUMBAIUCL C APYro CTaTUCTUKON:

netflow full collector=192.168.0.1:9996

Yka3aTb popmaT 3kcnopTa Full NetFlow:

netflow full collector type=2

BO3MOXXHble 3HaYeHUS:

e 0 - 3kcnopT B popmaTe NetFlow5 (3HavyeHme No yMon4yaHuo).
e 1 -3kcnopT IPFIX Ha UDP konnekTop.
e 2 - 3kcnopT IPFIX Ha TCP konnekTop.

PekomeHayem ucnonbsosatb nepenauy Full NetFlow B ¢popmaTe IPFIX yepes
TCP (3HayeHue napameTpa 2).

MpoTokon NetFlow He rapaHTUpyeT A0CTaBKY NakeToB (T.K. paboTtaeT nosepx UDP) n
eCcJIN KONJIEKTOP He CnpaBiseTcs C MPUEMOM [aHHbIX, TO YaCTb MakeToOB MPOCTO
TepsieTca. MNepenayva Full NetFlow nona Tpaduka Ha DPI B 10Gbps TpebyeT oT
KOJIJIEKTOPA BO3MOXXHOCTY MPMHMMATb AaHHbIe CO CKOPOCTbI0 He MeHee 60 Mbps.
MpoBepbTe BO3MOXHOCTU BaLlero KoJslekTopa nepej HanpassieHneM Ha Hero Full
NetFlow ctatuctuku. B Toxe Bpems npu nepenaye Full NetFlow 13 DPI moryT
KPaTKOBPEMEHHO BO3HUKaTb NukK Ao 100 Mbps npu Bcnieckax KoamyecTsa ceccun.

Mpwn oTnpaske No UDP MOryT BO3HWKAaTb OLWMOKM BUAA, HTO FOBOPUT O NoTepe AaHHbIX
Ha CTOPOHEe KONNeKTopa:

[ERROR ][2026/03/12-11:52:53:559204][0x7fdeba84b400] IPFIX ClickStream
udp:10.16.20.183:1502 : Error socket send to collector, rc=-1, errno=113 : No route to
host

[ERROR ][2026/03/12-11:52:53:559243][0x7fdeba84b400] IPFIX_ClickStream
udp:10.16.20.183:1502 : Error socket send to collector ( repeat error 2 ), now ok.

ODononHutensbHble napameTpbl Full NetFlow

MapameTtp netflow tos format onpenenset ¢popmat gaHHbIX nons TOS B IPFIX. BO3MOXHble

3Ha4YeHun4:

e 0 - nepepaeTca 3 bit (3HaYeHre No ymMo4aHuMIO).
e 1 - nepenaetca 6 bit (monHbin DSCP).

MapameTtp netflow plc stat onpenenset Habop nepefaBaeMblX AaHHbIX CTAaTUCTUKK



OTOPOLLEHHbIX NAaKEeTOB COraCHO NMpasua NoAMCKMHra unm drop. MapameTp ABngeTca butoson
MacCKoW.

Mo yMON4aHUIO Macka MMeeT 3HavyeHne 0x07 — nepefaeTca CTaTUCTMKA MO OTOPOLLEHHLIM AAHHbLIM
CEeCCUOHHOT0 + abOHEHTCKOro + MOJINCMHIa BUPTYasbHbIX KaHa0B.

o Bnaunset Ha dpopmumpoBaHme cHeT4ymkos DROPPED BYTES v DROPPED PACKETS.
3HaYeHuns, N3 KOTOPbIX CKaAblBaeTCA MacKa:

Oxff - nepepaeTca nwobon drop

e 0 - He cyMTaTb

1 - cyuTaTb AN CECCMOHHOMO NOJINCMHIA

2 - cqMTaTb AN abOHEHTCKOro NONCUHTa

4 - cynTaTb ONA NOJIMCUMHIA BUPTYasibHbIX KaHaI0B

8 - cymTtaTb npu oTbpoce (drop) MakeToB Mo NPOTOKOY
e 16 - CHMTaTb BO BCEX MHbIX C/yHaax

MapameTp ipfix mtu_ limit 3agaeT MmakcuManbHbIA pa3mep naketa UDP npu otnpaske IPFIX. Mo
YMON4aHMIO paBeH MUHUMabHOMY pa3Mepy MTU ncnonb3yembix A8 0TrpPaBKU UHTEP(ENCOB.

B napameTtpe tethering ttl allowed = 128:64 yka3biBaeTCs CNMCOK AONYCTUMbIX 3HAYEHUN
TTL pnsa Tpacduka oT aboHeHTa, KOTOpble He cynTatoTCs tethering. 3HaveHns nepeyncnaoTcsa Yepes

":'. Konn4yecTBo 3HavyeHun go 256 (0-255).

LLa6noH 3kcnopTta B ¢popmate IPFIX (Netflow v10) pnsn

npotokona IPv4

LWa6noH akcnopta ans IPv4
Ne |Kon-so/Tun IANA OnucaHue Mpumeyanne Wcnonbsosakue
0aWT |[paHHbIX B QoEStor
. Ananor B NetFlow v9
1 8 int64 0 OCTET_DELTA_COUNT IN_BYTES Wcnonb3yetcs
2 |8 int64 0  |PACKET DELTA COUNT franor 8 Netrlowvd ycnonsayercs
. AH_anor B NetFlow v9
4 1 int8 0 PROTOCOL_IDENTIFIER PROTOCOL Wcnonb3yeTtcs
5 |1 int8 0 |IP.CLASS OF SERVICE prianor B NetFlow v ycnonsayercs
. Ananor B NetFlow v9
7 2 intl6 0 SOURCE_TRANSPORT_PORT L4 SRC_PORT Wcnonb3yetca
8 |4 int32 0  |SOURCE_IPV4 ADDRESS Aranor 8 NetFlow v o0, sveres
PV IPV4_SRC_ADDR y
. AHanor B NetFlow v9
11 |2 intl6 0 DESTINATION_TRANSPORT_PORT L4 DST PORT Wcnonb3yeTca
. AHanor B NetFlow v9
12 4 int32 0 DESTINATION_IPV4_ADDRESS IPV4_DST ADDR Wcnonb3yeTca
16 4 int32 0  |BGP_SOURCE_AS_NUMBER éggnzg B NetFlow v3 1y o nb3yerca
17 |4 int32 0  |BGP DESTINATION_AS_NUMBER Aanor® NetFlow v3 | nonbayerca
152 |8 int64 0 FLOW_START_MILLISECOND B Ncnonb3yeTcs
153 (8 int64 0 FLOW_END_MILLISECOND Wcnonb3yeTca
10 |2 int16 0  |INPUT SNMP Aranor 8 NetFlow v9 1) o0, o1 ercs
- Ingressinterface




LWa6noH akcnopta ans IPv4

Ne |Kon-BoTun IANA |Onucanme Mpumeyanne Wcnonb3osanue
6adT |maHHbIX B QoEStor
14 |2 int16 0 |OUTPUT SNMP Aranor 8 NetFlow v9 | 0 veren
- Egressinterface
. Ananor B NetFlow v9
60 |1 int8 0 IP_VERSION IP_ PROTOCOL VERSION WNcnonb3yeTtca
2000(8 int64 43823|SESSION_ID Wcnonb3yeTca
2001- string 43823|/HTTP_HOST wnan CN_HTTPS Wcnonb3yetca
2002|2 intl6 43823|DPI_PROTOCOL Wcnonb3yeTtcs
2003|- string 43823|LOGIN ﬁ:r:r B Radius User- Ncnonb3yeTcs
225 |4 int32 0 POST_NAT SOURCE_IPV4_ADDRESS Wcnonb3yeTca
227 |2 intl6 0 POST_NAPT_SOURCE_TRANSPORT PORT Wcnonb3yeTcs
JenbTa
2010|2 intl6 43823|FRGMT_DELTA PACKS parMeHTMpoOBaHHbIX (/icNonb3yeTcs
nakeToB.
2011[2 intl6 43823|REPEAT DELTA_PACK fensta 3 McnonbayeTcs
- - peTpaHCMUCCU.
. 3agepxka (RTT/2) B MC
2012|4 int32 43823|PACKET _DELIVER TIME (RTT=round-trip time). Wcnonb3yeTtcs
Homep kaHana
(vchannel) nan mocTa.
Ecnn B KOHGMrypaumm
DPI HacTpoeHb!
2016|2 intl6 43823|BRIDGE_CHANNEL_NUM vchannel, Wcnonb3yeTca
To byneTt
nepenaBaTbCa HOMEP
KaHana, uHaye Homep
MOCTa.
6 2 intl6 0 TCP_FLAGS Bbutebl ynpasnexnnsa TCP [Micnonb3yeTca
58 |2 intl6 0 SRC_VLAN VLAN ID Wcnonb3yeTcs
59 |2 int16 0 DST VLAN Post VLAN ID Wcnonb3yetcs
56 |6 mac_address|0 SRC_MAC MAC-appec nctoqHuka [cnosb3yeTtcs
57 |6 mac_address|0 DST MAC MAC-appec WNcnonb3yeTtcs
- - nonyvyatens
2017|- raw 43823|MPLS Lables Ncnonb3yeTcs
HenbTa-cyeTt
COPOLLUEHHbIX OKTETOB.
Hanpumep: AaHHbIe
cbpackiBaroTcsi Ha T1 n
132 |8 int64 0 DROPPED_BYTES Ha T2 muHyTe. lenbTa |Vicnonb3yeTtcs
6yeT noka3biBaTb
pasHuLy KomyecTsa
oKTeToB mexay T1 n
T2 MUHYTOW.
JenbTa-cyer
CcOpOLLUEHHbIX NAKETOB.
Hanpumep: aaHHble
cbpackiBaroTcsi Ha T1 n
133 |8 int64 0 DROPPED_PACKETS Ha T2 muHyTe. lenbTta |Vicnone3yetca
byneTt nokasblBaTb
pasHuLy KoJn4yecTBa
naketos Mexay T1 n
T2 MUHYTOU.
OpvrnHanbHoe
20191 int8 43823|originalTOS 3HaveHve TOS n3 IP Wcnonb3yetca
3aroJioBKa
192 |1 int8 0 IP_TTL TTL nakeToB Wcnonb3yeTca




LWa6noH akcnopta ans IPv4

Kon-Bo Tun
0alT |paHHBbIX

IANA

OnucaHme

MpuMeyaHue

Ucnonb3oBaHue

B QoEStor

2020|2 intl6 43823|RATING_GROUP Homep rating group WNcnonb3yeTtcs

WH(popmauma o
MeTKax, KoTopble
nony4un flow B DPI.
JeTeKTUPOoBaHHbIN
tethering coobwaeTcs
no IPFIX B 6ute 1 nons
service flags.
JocTynHel 63 buTta ons
fanbHenwero
MCMO/b30BaHUS

2021 SERVICE_FLAGS Wcnonb3yeTtca

3ape3epBupoBaHo noa

2022
MeToq AeTeKuunn

DETECTION_FLAGS Wcnonb3yeTtcs

3ape3epBnpoBaHO Noj
nepenavy
WMHdopMauum o
nencrtemsx c flow

2023 ACTION_FLAGS Wcnonb3yeTtcs

LLIa6noH akcnopTta B popmaTte IPFIX (Netflow v10) pnsa
npotokona IPv6

LWabnoH aHanornyeH IPv4 3a UCKO4EeHMEM TOro, oTCyTCTBYIOT noss: SOURCE_IPV4_ADDRESS,
DESTINATION_IPV4_ADDRESSs, POST _NAT SOURCE IPV4_ADDRESS,
POST_NAT_SOURCE_TRANSPORT _PORT, - v NpucyTCTBYIOT CneayoLine:

LWabnoH akcnopTta ana IPve

Ne '6(:;';30 Tun paHHbiX [IANAOnucaHue NMpuMmeyaHue
, AHanor B NetFlow v9
27|16 int128 0 SOURCE_IPV6_ADDRESS IPV6_SRC_ADDR
28|16 int128 0  |DESTINATION IPV6 ADDRESSAHanor B NetFlow v9
- - IPV6_DST ADDR

HacTtpounka Netflow v5

B bopmaTe Netflow v5 B NoNHON CTaTUCTUKE COXPaHEHbI OPUrMHaJIbHbIE HOMepa NopPTOB, a
NH(OPMaLMS O OeTEKTMPOBAHHLIX MPOTOKOMaxX NepenaeTcs B 06bI4HO HeNCnoab3yeMbix banTax
46-47. Ecnn TpebyeTcsa NpoaHann3npoBaTb NCMOJIb3yeMblE MPOTOKOJIbl, TO MOXKHO YCTaHOBUTb
HaCTPOWNKY, MO KOTOPOW MHGOPMaLMs 0 NpoTokonax byaeT nepefaBaThbCs B HOMepe rnopTa:

netflow full port swap=1

[na COBMECTUMOCTM CO CTapbIMM KOJIIEKTOPaMM 3Ta HaCTponKa AencTeyeT u anda gopmata IPFIX, HO
NCrnonb30BaTb ee COBMeCTHO C IPFIX He pekoMeHayeTCq, T.K. UHGOPMaLILA 0 MPOTOKOE NepenaeTcs
B IPFIX B oToenbHOM crieunasibHOM roJie.
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