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Hactpouka akcnopta Full NetFlow B popmaTe
IPFIX

IP agpec n Homep nopTta KosnekTopa NetFlow ¢ noNHOW CTaTUCTUKOM, HY)XHO BblAE/INTb
OTHAENbHbIA KOMIEKTOP, Y4TObbl faHHble HE CMeLUMBANNCL C APYroN CTaTUCTUKON:

netflow full collector=192.168.0.1:9996

B dopmaTe netflow5 B nosHOM CTaTUCTUKE COXPaHEHblI OPUrMHabHbIE HOMEpPa NOpPTOB, a
NH(OPMaLMS O OeTEKTMPOBAHHLIX MPOTOKOMaxX nepenaeTcs B 06bI4HO Hencnonb3yembix banTtax
46-47. Ecnn TpebyeTcsa NpoaHann3npoBaTb UCNOJb3yeMble MPOTOKOJbl, TO MOXHO YCTaHOBUTb
HaCTPOWKY, N0 KOTOPON MHDOPMaLMs 0 NPOTOKOaxX byaeT nepefaBaThCa B HOMeEpe nopTa:

netflow full port swap=1

[na COBMEeCTUMOCTM CO CTapbIMU KOJIJIEKTOPaMM 3Ta HaCTponka AencteyeT u ans gopmata IPFIX, HO
NCrosb30BaTb ee COBMECTHO C IPFIX He pekoMeHayeTCa, T.K. MHGOpPMaLKUa 0 MPOTOKONE NnepenaeTcs
B IPFIX B 0TAeNbHOM CheumanbHOM rose.

Takxxe Heobxoammo onpenennTb opMaT akcnopTa noaHoro NetFlow:
netflow full collector type=2

Bo3MOXHble 3HaYeHUS:

e 0 - 3kcnopT B popmaTe NetFlow5 (3HavyeHMe No yMon4aHuo).
e 1 - 3kcnopT IPFIX Ha UDP konnekTtop.
e 2 - 3kcnopT IPFIX Ha TCP kKonnekTop.

PekoMmeHpyeM ucnonb3osatb nepepayy NonHoro NetFlow B popmaTe IPFIX
yepe3 TCP (3HayeHue napameTpa 2).
MpoTokon NetFlow He rapaHTUpyeT AOCTaBKY NakeToB (T.K. paboTtaeT nosepx UDP) n
eC/In KOJIJIEKTOP He CnpaBaseTcs C NMPUEMOM [aHHbIX, TO YaCTb NMakeTOB MPOCTO
TepseTca. [lNepenada nonHon cTatucTukm netflow gna kaHana 10GTpebyeT oT
ﬂ KOJIJIEKTOPa BO3MOXXHOCTW MPMHMMAaTb AaHHbIe CO CKOPOCTLI0 He MeHee 60 MbuT/c.
MpoBepbTe BO3MOXHOCTM BalLEro KoJIJIeKTopa nepes HanpassieHnem Ha Hero netflow
Tpaduka. B ToXe Bpems npu nepenayve netflow m3 DPI MoryT KpaTKOBpeEMEHHO
BO3HMKaTb NnKK 0o 100 MbuT/c. Takon NOTOK AaHHbLIX 6e3 noTepb CNOCOBHbLI NPUHATL
HEeMHOrve KosinekTopsl, Hanpumep, nfsen/nfdump.

MapameTtp netflow tos format onpenenset popmat gaHHbIx nons TOS B IPFIX. BO3MOXHbIe
3Ha4yeHus:



e 0 - nepepaeTca 3 bit (3HaYeHMe NO yMoN4aHMIO).
e 1 - nepenaetcs 6 bit (nonHbIn DSCP).

MapameTtp netflow plc stat onpenenset Habop nepefaBaeMblX AaHHbIX CTAaTUCTUKK
O0TOPOLLEHHbIX MAaKeTOB COrylacHO npasua nosanmcuHra uam drop. MNapameTp sBnseTcs butoson
MacCKoW.

Mo yMONYaHUIO MacKa MMeeT 3HavyeHne 0x07 — nepepaeTca CTaTUCTMKA N0 OTOPOLLEHHBIM AAHHBLIM
CEeCCUOHHOr0 + abOHEHTCKOro + MOJINCMHIa BUPTYasbHbIX KaHa0B.

o BnnseT Ha popmuposaHume cyetynkos DROPPED BYTES n DROPPED PACKETS.
3Ha4yeHus, N3 KOTOPbIX CKNaLblBaeTCA MacKa:

e Oxff - nepenaetcs nobon drop

* 0 - He cymTaTh

1 - cyuTaTb AN CECCMOHHOMO NOJINCMHIA

2 - cynTaThb AN abOHEHTCKOro NoanCKHra

4 - cynTaTb AN NOJMCUMHIA BUPTYasibHbIX KaHaN0B

e 8 - cyntaTb Npu oTbpoce (drop) NakeToB N0 NPOTOKONY
16 - cynTaTb BO BCEX MHbIX Cy4asax

MapameTp ipfix mtu limit 3agaeT MakcuManbHbIA pa3mep naketa UDP npu oTtnpaske IPFIX. Mo
YMOJI4aHWNIO paBeH MUHUMaNbHOMY pa3mepy MTU ncnonb3yembix A8 0TNPaBKN MHTEPDENCOB.

B napameTtpe tethering ttl allowed = 128:64 yka3biBaeTCs CMMCOK AOMYCTUMbIX 3HAYEHUNA
TTL ons Tpadumka oT aboHEHTa, KOTOpble He cHuTaloTCa tethering. 3HavyeHMa nepedncnaTca Yepes
"', KonnyecTtBo 3Ha4yeHun oo 256 (0-255).

Ons npuema, obpaboTkm n xpaHeHus IPFIX pekomeHAyeTCS MCMNOAb30BaThb
MporpaMMHbIA NPoayKT onsa cbopa ctaTnctmkn QoE Store u Mpadmyecknin nHTepdenc

DPIUI2.

¥
Onsa cbopa nHgpopmaunm B hopmaTte IPFIX nogonpeT nobon yHnsepcanbHbix IPFIX
KONIEKTOP, NOHMMatoLWmi WwabnoHsl, nan ytunuta IPFIX Receiver.

LLa6noH s3kcnopTta B popmate IPFIX (Netflow v10) pnsn
npotokona IPv4

LWa6noH akcnopta ans IPv4
Ne |Kon-so/Tun IANA OnucaHue Mpumeyanne Wcnonbsosakue
6alT |maHHbIX B QoEStor

. Ananor B NetFlow v9
1 8 int64 0 OCTET _DELTA_COUNT IN_BYTES Vcnonb3yeTcs
2 |8 int64 0 |PACKET DELTA COUNT franor e Netrlowvd - ycnonsayercs

. AH_anor B NetFlow v9
4 1 int8 0 PROTOCOL_IDENTIFIER PROTOCOL Vcnonb3yeTcs
5 |1 int8 0 |IP.CLASS OF SERVICE prianor 8 NetFlow v lncnonsayercs



https://wiki.vasexperts.ru/doku.php?id=dpi:qoe_analytics
https://wiki.vasexperts.ru/doku.php?id=dpi:qoe_analytics
https://wiki.vasexperts.ru/doku.php?id=dpi:dpi_components:dpiui
https://wiki.vasexperts.ru/doku.php?id=dpi:dpi_components:dpiui
https://wiki.vasexperts.ru/doku.php?id=dpi:dpi_components:utilities:ipfixreceiver2

LWa6noH akcnopta ans IPv4

Ne |Kon-BoTun IANA |Onucanme Mpumeyanne Wcnonb3osanue
6adT |maHHbIX B QoEStor
. Ananor B NetFlow v9
7 2 intlé 0 SOURCE_TRANSPORT _PORT L4_SRC_PORT Wcnonb3yeTcs
8 |4 int32 0  |SOURCE_IPv4_ADDRESS Ananor 8 NetFlow v | o0 5 eres
~IPVA IPV4_SRC_ADDR y
. Ananor B NetFlow v9
11 |2 intlé 0 DESTINATION_TRANSPORT _PORT L4 DST PORT Wcnonb3yeTcs
, AHanor B NetFlow v9
12 |4 int32 0 DESTINATION_IPV4_ADDRESS IPV4_DST ADDR Wcnonb3yeTca
16 |4 int32 0  |BGP_SOURCE_AS_NUMBER enanor® NetFlow v )y ronbayercs
17 4 int32 0  |BGP_DESTINATION_AS NUMBER g';”zg B NetFlow v3 1y o nb3yerca
152 |8 int64 0 FLOW_START_MILLISECOND ) Wcnonb3yetca
153 |8 int64 0 FLOW_END_MILLISECOND Wcnonb3yeTcs
. AHanor B NetFlow v9
10 |2 intlo 0 INPUT_SNMP Ingressinterface Wcnonb3yeTca
14 |2 int16 0  |OUTPUT SNMP Aranor 8 NetFlow v3 1) 00y o ercs
- Egressinterface
. Ananor B NetFlow v9
60 |1 int8 0 IP_VERSION IP_ PROTOCOL VERSION Wcnonb3yeTca
20008 int64 43823|SESSION_ID Wcnonb3yeTcs
2001|- string 43823[HTTP_HOST wnnn CN_HTTPS Wcnonb3yeTca
20022 intl6 43823|DPI_PROTOCOL Wcnonb3yeTca
2003/- string 43823|LOGIN pranor e Radius User ycnonsayercs
225 |4 int32 0 POST _NAT SOURCE_IPV4 ADDRESS Wcnonb3yeTcs
227 |2 int16 0 POST_NAPT_SOURCE_TRANSPORT_PORT Wcnonb3yetcs
HenbTa
2010|2 int16 43823|FRGMT_DELTA_PACKS pparMmeHTMpoBaHHLIX (/icnosib3yeTca
MaKeToB.
20112 int16 43823|REPEAT DELTA PACK Aenbra ; cnonb3yeTcs
- - pPeTPaHCMUCCUN.
20124 int32 43823|PACKET DELIVER TIME 3anepxka (RTT/2) BMC|) 00 oereq
- - (RTT=round-trip time).
Homep kaHana
(vchannel) nnn mocTa.
Ecnn B KOHGMrypaymm
DPI HacTpoeHbl
2016|2 intl6 43823|BRIDGE_CHANNEL_NUM vchannel, Wcnonb3yeTca
To bypeT
nepefaBaTbCa HOMEP
KaHana, MHavye HoMep
MoCTa.
6 2 intl6 0 TCP_FLAGS BuTbl ynpasneHus TCP [Ucnonb3yeTcs
58 |2 intl6 0 SRC_VLAN VLAN ID Wcnonb3yetca
59 |2 intl6 0 DST VLAN Post VLAN ID Wcnonb3yetcsa
56 |6 mac_address|0 SRC_MAC MAC-agpec nctovHuka (Micnonb3yeTcs
57 |6 mac_address|0 DST MAC MAC-appec Wcnonb3yeTca
- - nosyyaTtens
2017|- raw 43823|MPLS Lables Wcnonb3yeTcs




LWa6noH akcnopta ans IPv4

Kon-Bo
OanT

Tun
DaHHbIX

IANA

OnucaHme

MpuMeyaHue

Ucnonb3oBaHue

B QOoEStor

132

int64

DROPPED_BYTES

JenbTa-cyer
COPOLLEHHbIX OKTETOB.
Hanpumep: gaHHbIe
cbpaceiBaroTcsi Ha T1 n
Ha T2 muHyTe. [enbTa
b6yneTt nokasblBaTb
pasHuLy KoJmyecTBa
oKTeToB Mexay T1 n
T2 MUHYTOW.

Ncnonb3yeTcs

133

int64

DROPPED_PACKETS

JenbTa-cyer
COpOLIEHHbIX MAKETOB.
Hanpumep: faHHble
cbpaceiBaroTcss Ha T1 n
Ha T2 muHyTe. [enbTa
b6yneTt noka3sblBaTb
pasHULy Koan4yecTsa
rnaketos Mmexay T1 n
T2 MUHYTOW.

Ncnonb3yeTcs

2019

int8 43823

originalTOS

OpuruHanbHoe
3Ha4eHwue TOS n3 IP
3aroJsioBka

Ncnonb3yeTcs

192

int8 0

IP_TTL

TTL nakeToB

Wcnonb3yeTcs

2020

N

intl6 43823

RATING_GROUP

Homep rating group

Wcnonb3yetca

2021

SERVICE_FLAGS

NHdopmauns o
MeTKax, KoTopble
nony4un flow 8 DPI.
[leTeKTNPOoBaHHbLIN
tethering coobuiaetcs
no IPFIX B 6bute 1 nons
service flags.
[locTynHbl 63 6uTa ons
JanbHenLero
NCMOJIb30BaHMs

WNcnonb3yetca

2022

DETECTION_FLAGS

3ape3epBUpoOBaHO Noja
MeTon AeTeKLmm

WNcnonb3yetca

2023

ACTION_FLAGS

3ape3epBUpPOBaHO Nof
nepegavy
WH{opMauum o
pencremsax c flow

Wcnonb3yeTtca

LLa6noH 3kcnopta B ¢popmate IPFIX (Netflow v10) pnsn
npoTtokona IPv6

LWabnoH aHanorn4yeH IPv4 3a ncknto4eHMeM Toro, oTCyTCTBYOT nonsi: SOURCE_IPV4_ADDRESS,
DESTINATION_IPV4_ADDRESSs, POST_NAT_SOURCE_IPV4_ADDRESS,
POST_NAT _SOURCE_TRANSPORT _PORT, - 1 NpuCyTCTBYIOT CNneayloLine:

LWa6noH 3kcnopTta pnsa IPve

IPV6_DST ADDR

No g:;;so Tun paHHbIX [IANA(OnucaHue NMpumevyaHue

. AHanor B NetFlow v9
27(16 int128 0 SOURCE_IPV6_ADDRESS IPV6_SRC_ADDR

. AHanor B NetFlow v9
28|16 int128 0 DESTINATION_IPV6_ADDRESS
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