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dopmaTt akcnopTa Full NetFlow

MapameTtp netflow tos format onpenenset dopmat gaHHbIX nons TOS B IPFIX. Bo3MOXHble
3HaYeHus:

e 0 - nepenaetca 3 bit (3HaYeHMe No ymon4yaHuo).
e 1 - nepenaetca 6 bit (monHbn DSCP).

MapameTp netflow plc stat onpepenset Habop nepefaBaeMbiX AaHHbIX CTAaTUCTUKM
O0TOPOLLUEHHbIX MAaKeTOB COrlacHO NMpasua NoanMcuHra uam drop. MNapameTp sBnseTcs butoson
MacCKoW.

Mo ymMmon4aHUio Macka uMeeT 3HavyeHue 0x07 — nepefaeTcs CTaTUCTMKA NO OTOPOLUEHHbIM AAHHbLIM
CECCUOHHOro + abOHEHTCKOro + NOJIMCUHIa BUPTYasibHbIX KaHas0B.

o Bnaunset Ha dhopmumpoBaHue cHeTymkos DROPPED BYTES n DROPPED PACKETS.
3Ha4yeHuns, N3 KOTOPbIX CKJIaAblBaeTCA Macka:

oxff - nepenaetcsa nwobown drop

0 - He cunTaTb

e 1-cyntaTb 4NA CECCUOHHOrO NOJIMCUHTA

2 - cYMTaTb AN abOHEHTCKOro NONCUHTa

4 - cynTaTb ONA NOJIMCMHIA BUPTYasibHbIX KaHaN0B

8 - cymTaTb npu oTbpoce (drop) makeToB Mo NPOTOKOSY
16 - cynTaTb BO BCEX MHBIX Cly4asX

MapameTp ipfix mtu limit 3agaeT MmakcuManbHbIA pa3mep nakeTta UDP npu otnpaske IPFIX. Mo
YMO4aHMIO paBeH MUHUMabHOMY pa3Mepy MTU ncnonb3yembix a8 0TrpaBKU UHTEPGENCOB.

B napameTtpe tethering ttl allowed = 128:64 yka3biBaeTcs CNMCOK AONYCTUMbIX 3HAYEHUN
TTL ons Tpadumka oT aboHEHTa, KOTOpble He cYuTatTCa tethering. 3HavyeHMa nepedncnaTca Yepes
"', KonnyecTBo 3HavyeHn o 256 (0-255).

MapameTpbl IPFIX/Netflow Mo)xHO n3meHaTb 6e3 nepesarpysku fastDPI.
KoHdurypaumoHHbeln napameTp ipfix reserved Mno3BoJISET 3ape3epBUpoBaThb
Heobxo4MMY0 NamMsATb AN BO3MOXHOCTU BKJYEHUA/M3IMEHEHEHMS MapaMeTpoB

( IPFIX/Netflow.

3 B cnyyae 3apaHuma napameTpoB IPFIX/Netflow B KoH(urpyaunoHHOM aine,
aBTOMaTUYeCKMN BKJIOHAETCa pe3epBupoBaHue namatu ansa IPFIX/Netflow, napameTpbl
N HoBble TuNbl 3KkcnopTepoB IPFIX/Netflow MoOXHO n3MeHATb 6e3 nepesarpy3ku
fastDPI.

Ons npunema, obpaboTkm n xpaHeHus IPFIX pekomeHAyeTCsS MCNOAb30BaThb
MporpaMMHbIA NPoAyKT onsa cbopa ctaTucTMkn QoE Store u Mpadmyecknin nHTepdeinc

DPIUI2.

¥
Onsa cbopa nHgpopmaunmn B hopmaTte IPFIX nogonpeT nobon yHnsepcanbHbix IPFIX
KOJIIeKTOop, NOHUMaLWmin wabnoHsl, nnn ytunuta IPFIX Receiver.


https://wiki.vasexperts.ru/doku.php?id=dpi:qoe_analytics
https://wiki.vasexperts.ru/doku.php?id=dpi:qoe_analytics
https://wiki.vasexperts.ru/doku.php?id=dpi:dpi_components:dpiui
https://wiki.vasexperts.ru/doku.php?id=dpi:dpi_components:dpiui
https://wiki.vasexperts.ru/doku.php?id=dpi:dpi_components:utilities:ipfixreceiver2

LLa6noH 3kcnopTta B ¢popmate IPFIX (Netflow v10) pnsn
npotokona IPv4

LWa6noH akcnopta ans IPv4

Ne |Kon-so/Tun IANA OnucaHue Mpumeyanne Wcnonbsosanue
0alT |[paHHbIX B QoEStor
. Aranor B NetFlow v9
1 8 int64 0 OCTET _DELTA_COUNT IN_BYTES Wcnonb3yeTtcs
2 |8 int64 0  |PACKET DELTA COUNT frianor 8 Netrlowvd ycnonsayercs
. AH_anor B NetFlow v9
4 1 int8 0 PROTOCOL_IDENTIFIER PROTOCOL Wcnonb3yeTtcs
5 |1 int8 0  |IP_CLASS OF SERVICE pranors NetFlow v3 | nonbayerca
. AHanor B NetFlow v9
7 2 intl6 0 SOURCE_TRANSPORT_PORT L4 SRC_PORT Wcnonb3yetca
8 |4 int32 0  |SOURCE_IPV4 ADDRESS Aranor 8 NetFlow v o0 sveres
VA IPV4_SRC_ADDR y
. AHanor B NetFlow v9
11 |2 intl6 0 DESTINATION_TRANSPORT_PORT L4 DST PORT Wcnonb3yeTca
. Ananor B NetFlow v9
12 4 int32 0 DESTINATION_IPV4_ADDRESS IPV4_DST ADDR Wcnonb3yeTcs
16 |4 int32 0  |BGP_SOURCE_AS_NUMBER ananor® NetFlow v3 | nonbayerca
17 4 int32 0  |BGP DESTINATION_AS NUMBER gg?”zg B NetFlow v 1) 00 ayercs
152 (8 int64 0 FLOW_START_MILLISECOND ) Ncnonb3yeTcs
153 |8 int64 0 FLOW_END_MILLISECOND Wcnonb3yetca
10 |2 int16 0 |INPUT SNMP Aranor 8 NetFlow v9 |10, o ereq
- Ingressinterface
14 |2 int16 0 |OUTPUT SNMP Aranor 8 NetFlow v9 | 10y o1 ereq
- Egressinterface
. Ananor B NetFlow v9
60 |1 int8 0 IP_VERSION IP_PROTOCOL_VERSION Wcnonb3yeTtcs
2000/8 int64 43823|SESSION _ID Wcnonb3yeTtcs
2001|- string 43823|HTTP_HOST nnn CN_HTTPS Wcnonb3yeTca
2002|2 intl6 43823|DPI_PROTOCOL Wcnonb3yetcs
2003|- string 43823|LOGIN ﬁ:r:r B Radius User- Wcnonb3yetcs
225 |4 int32 0 POST_NAT _SOURCE_IPV4_ADDRESS Wcnonb3yetcs
227 |2 intlée 0 POST_NAPT SOURCE_TRANSPORT PORT Wcnonb3yeTcs
JenbTa
2010|2 intl6 43823|FRGMT _DELTA PACKS pparMeHTMpoBaHHbLIX (icnonb3yeTcs
NMakKeToB.
2011[2 intl6 43823|REPEAT DELTA_PACK fensra ) WcnonbayeTcs
- - pPeTPaHCMUCCHA.
20124 int32 43823|PACKET DELIVER TIME 3anepxka (RTT/2) B MC|) 0o overes
- - (RTT=round-trip time).
Homep kaHana
(vchannel) nan mocTa.
Ecnin B KOHUMrypauuu
DPI HacTpoeHbI
2016|2 int16 43823|BRIDGE_CHANNEL NUM vchannel, WNcnonb3yeTtcs
To byner

nepegasaTbCA HOMEP
KaHaJla, "Ha4e HoOMep
MOCTa.




LWa6noH akcnopta ans IPv4

Kon-Bo
OanT

Tun
DaHHbIX

IANA

OnucaHme

MpuMeyaHue

Ucnonb3oBaHue

B QOoEStor

int16

TCP_FLAGS

buTebl ynpasneHus TCP

Wcnonb3yeTcs

intl6

SRC_VLAN

VLAN ID

Wcnonb3yetcs

int16

DST VLAN

Post VLAN ID

WNcnonb3yeTcs

mac_address

SRC_MAC

MAC-agpec UCTOYHUKA

WNcnonb3yetcs

O O IN|IN(IN

mac_address

0
0
0
0
0

DST_MAC

MAC-appec
nosnyyarens

Wcnonb3yetcs

2017

raw

43823

MPLS Lables

Wcnonb3yetcsa

132

int64

DROPPED_BYTES

JenbTa-cyer
COPOLLEHHbIX OKTETOB.
Hanpumep: gaHHbIe
cbpaceiBaroTcss Ha T1 n
Ha T2 muHyTe. [JenbTa
b6yneTt noka3sblBaTb
pasHnLy KoJmyecTBa
OKTeToB Mexay T1 n
T2 MUHYTOMW.

Ncnonb3yeTcs

133

int64

DROPPED_PACKETS

JenbTa-cyer
COpPOLIEHHbIX MAKETOB.
Hanpumep: faHHble
cbpaceiBaroTcss Ha T1 n
Ha T2 muHyTe. [enbTa
b6yaneTt noka3sblBaTb
pasHULy Koan4ecTsa
naketos Mmexay T1 n
T2 MUHYTOW.

Ncnonb3yeTcs

2019

int8

43823

originalTOS

OpuruHanbHoe
3Ha4eHve TOS n3 IP
3arosioBka

Ncnonb3yeTcs

192

int8

0

IP_TTL

TTL nakeToB

WNcnonb3yetcs

2020

N

int16

43823

RATING_GROUP

Homep rating group

Wcnonb3yetca

2021

SERVICE_FLAGS

NHdopmauns o
MeTKax, KoTopble
nony4un flow 8 DPI.
[leTeKTNPOBaHHbIN
tethering coobuiaetcs
no IPFIX B 6ute 1 nons
service flags.
[locTynHbl 63 6uTa ons
JanbHenLero
NCMOJIb30BaHMs

WNcnonb3yetca

2022

DETECTION_FLAGS

3ape3epBUpPOBaHO Nofa
MeTon AeTeKLmnm

WNcnonb3yetca

2023

ACTION_FLAGS

3ape3epBUpPOBaHO Nof
nepegavy
UH{opMauum o
nencremsax c flow

Wcnonb3yetca

LLa6noH 3kcnopTta B ¢popmate IPFIX (Netflow v10) pnsn
npoTtokona IPv6

LLabnoH aHanornyeH IPv4 3a ncknto4eHMeM Toro, oTCyTCTBYOT nons: SOURCE_IPV4_ADDRESS,
DESTINATION_IPV4_ADDRESSs, POST _NAT_SOURCE_IPV4_ADDRESS,
POST_NAT _SOURCE_TRANSPORT _PORT, - n NpuCyTCTBYIOT CneayloLine:




LWabnoH 3kcnopTta pnsa IPve

Ne g:;;ao Tun paHHbIX IANA|/OnucaHue NMpuMmevyaHue

, AHanor B NetFlow v9
27|16 int128 0 SOURCE_IPV6_ADDRESS IPV6_SRC_ADDR
28|16 int128 0 |DESTINATION IPV6 ADDRESS|AHa”or B NetFlow v3

IPV6_DST_ADDR
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