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Hactpouka akcnopta Full NetFlow B popmaTe
IPFIX

MapameTtp netflow tos format onpenenset ¢popmat gaHHbIX nons TOS B IPFIX. BO3MOXHble
3Ha4yeHusa:

e 0 - nepepaeTca 3 bit (3HaYeHMe NO yMo4aHMIO).
e 1- nepenaetcs 6 bit (nonHbin DSCP).

MapameTtp netflow plc stat onpenenset Habop nepefaBaeMblX AaHHbIX CTAaTUCTUKK
O0TOPOLLEHHbIX MAaKeTOB COrlacHO npasua nosamcuHra uam drop. MNapameTp sBnseTcs butoson
MaCKOW.

Mo yMON4aHUIO MacKa MMeeT 3HavyeHne 0x07 — nepepaeTca CTaTUCTMKA N0 OTOPOLLUEHHBIM AAHHBLIM
CEeCCUOHHOr0 + abOHEHTCKOro + MOJINCMHIa BUPTYasbHbIX KaHa0B.

o Bnnset Ha popmuposaHue cyet4ynkos DROPPED BYTES n DROPPED PACKETS.
3HayYyeHus, N3 KOTOPbIX CKNaAblBaeTCA MacKa:

Oxff - nepepaeTca nobon drop

0 - He cynTaTh

1 - cyuTaTb AN CECCMOHHOMO NOJINCMHIA

2 - cyMTaTb AN abOHEHTCKOro NoNCMHra

4 - cynTaTb AN NOJMCUMHIA BUPTYasibHbIX KaHaN0B

8 - cymTaTb npu oTbpoce (drop) NakeToB MO NPOTOKOY
16 - cymTaTb BO BCEX MHbIX Clly4anX

MapameTp ipfix mtu limit 3agaeT MakcuManbHbIA pa3mep naketa UDP npu otnpaske IPFIX. Mo
YMOJI4aHWNIO paBeH MUHUMaNbHOMY pa3mepy MTU ncnonb3yembix A8 0TNPaBKN MHTEPDENCOB.

B napameTtpe tethering ttl allowed = 128:64 yka3biBaeTCs CMCOK AOMYCTUMbIX 3HAYEHUNA
TTL ans Tpadumka oT aboHEHTa, KOTOpble He cHuTaloTCsa tethering. 3HavyeHMa nepedncnaTCa Yepes
"', KonnyecTtBo 3Ha4yeHun oo 256 (0-255).

MapameTpsbl IPFIX/Netflow MoXHO n3MeHATb 6e3 nepesarpy3ku fastDPI.
KoHgurypaumoHHeln napameTp ipfix reserved no3BosisieT 3ape3epBupoBaThb
Heobxoanmylo NaMsATb A8 BO3MOXXHOCTU BKJIIOYEHUA/M3MEHEHEHUSA NapaMeTpoB

( IPFIX/Netflow.

h B cnyyvae 3amaHua napameTtpoB [IPFIX/Netflow B KOHGurpyaunoHHoMm dainne,
aBTOMATMYECKUN BKJIKOYaeTCa pesepsupoBaHue namaTtu ans IPFIX/Netflow, napameTpbl
M HoBble Tunbl 3kcnopTepos IPFIX/Netflow MOXHO n3MeHATH 6e3 nepesarpysku
fastDPI.

Ona npuema, obpaboTkm n xpaHeHusa IPFIX pekomeHayeTcs MCNONb30BaATb
] MporpaMMHbIN NpoAyKT Ans cbopa ctatuctmkm QoE Store n padguyecknin MHTEpgenc
DPIUI2.
\

Ona cbopa nHdopmaunn B popmaTte IPFIX nogonpet noboin yHMBepcanbHbix IPFIX


https://wiki.vasexperts.ru/doku.php?id=dpi:qoe_analytics
https://wiki.vasexperts.ru/doku.php?id=dpi:qoe_analytics
https://wiki.vasexperts.ru/doku.php?id=dpi:dpi_components:dpiui
https://wiki.vasexperts.ru/doku.php?id=dpi:dpi_components:dpiui

Q KONNEKTOP, MOHMMaoWMA WwabnoHsl, nnn ytunuta IPFIX Receiver.

LLa6noH 3kcnopta B ¢popmate IPFIX (Netflow v10) pnsn
npoTtokona IPv4

LWa6noH akcnopta ans IPv4

Ne |Kon-so/Tun IANA OnucaHue Mpumeyanne Wcnonbsosanue
6alT |maHHbIX B QoEStor
. Ananor B NetFlow v9
1 8 int64 0 OCTET_DELTA_COUNT IN_BYTES Wcnonb3yeTtcs
2 |8 int64 0  |PACKET DELTA COUNT frianor 8 Netrlowvd ycnonsayercs
. AH_anor B NetFlow v9
4 1 int8 0 PROTOCOL_IDENTIFIER PROTOCOL Wcnonb3yetca
5 1 ints 0  |IP_CLASS OF SERVICE .?gg”or B NetFlow v3 |y o nbayerca
. AHanor B NetFlow v9
7 2 intl6 0 SOURCE_TRANSPORT_PORT L4 SRC_PORT Wcnonb3yeTca
8 |4 int32 0  |SOURCE_IPV4 ADDRESS Aanor 8 NetFlow v o0 sveres
VA IPV4_SRC_ADDR y
. Ananor B NetFlow v9
11 |2 intl6 0 DESTINATION_TRANSPORT PORT L4 DST PORT Wcnonb3yeTcs
. Ananor B NetFlow v9
12 |4 int32 0 DESTINATION_IPV4_ADDRESS IPV4_DST ADDR Ncnonb3yeTcs
16 |4 int32 0  |BGP_SOURCE_AS_NUMBER fnanor® NetFlow v3 | nonbayerca
17 |4 int32 0  |BGP_DESTINATION AS NUMBER ’SgaT”X; B NetFlow v3 |1 honb3yercs
152 (8 int64 0 FLOW_START_MILLISECOND ) Wcnonb3yetca
153 (8 int64 0 FLOW_END_MILLISECOND Ncnonb3yeTcs
10 2 int16 0 |INPUT SNMP Aranor 8 NetFlow v9 |0, o1 ereq
- Ingressinterface
14 2 int16 0 |OUTPUT SNMP Araror B NetFlow v3 |, 000 overeq
- Egressinterface
. Ananor B NetFlow v9
60 |1 int8 0 IP_VERSION IP_ PROTOCOL_VERSION Wcnonb3yeTtca
2000/8 int64 43823|SESSION_ID Wcnonb3yeTtcs
2001)- string 43823|/HTTP_HOST wnan CN_HTTPS Ncnonb3yeTcs
2002|2 intl6 43823|DPI_PROTOCOL Wcnonb3yeTtcs
2003|- string 43823|LOGIN ﬁ:‘x:r B Radius User- Ncnonb3yeTcs
225 |4 int32 0 POST_NAT _SOURCE_IPV4_ADDRESS Wcnonb3yeTcs
227 2 int16 0  |POST NAPT SOURCE_TRANSPORT PORT WcnonbayeTcs
JenbTa
2010|2 intl6 43823|FRGMT _DELTA PACKS parMeHTMpoOBaHHbIX (/icNonb3yeTcs
nakeToB.
20112 int16 43823|REPEAT DELTA _PACK flensta 3 Wcnonb3yeTcs
- - peTPaHCMUCCHIA.
2012/ int32 43823|PACKET DELIVER TIME 3apepxka (RTT/2) BMC|) 0 overeq

(RTT=round-trip time).



https://wiki.vasexperts.ru/doku.php?id=dpi:dpi_components:utilities:ipfixreceiver2

LWa6noH akcnopta ans IPv4

Kon-Bo
GET

Tvn
OaHHbIX

IANA

OnucaHme

MpuMeyaHue

WUcnonb3oBaHue

B QoEStor

2016

int16

43823

BRIDGE_CHANNEL_NUM

Homep kaHana
(vchannel) nan mocTa.
Ecnn B KOHurypauuu
DPI HacTpoeHbI
vchannel,

To bypeT
nepenasaTbCa HOMeEP
KaHana, uHa4ye Homep
MOCTa.

Ncnonb3yeTcs

intl6

TCP_FLAGS

BuTbl ynpasneHus TCP

WNcnonb3yeTcs

58

int16

SRC_VLAN

VLAN ID

WNcnonb3yetca

59

int16

DST VLAN

Post VLAN ID

Ncnonb3yeTcs

56

mac_address

SRC_MAC

MAC-afgpec NCTo4yHuKa

Wcnonb3yetca

57

O O[(N|N(IN

mac_address

0
0
0
0
0

DST_MAC

MAC-appec
nonyyaTens

Wcnonb3yetca

2017

raw

43823

MPLS Lables

WNcnonb3yeTcs

132

int64

DROPPED_BYTES

JenbTa-cyer
COPOLLUEHHbIX OKTETOB.
Hanpumep: AaHHbIe
cbpacbiBatoTCca Ha Tl n
Ha T2 muHyTe. [lenbTa
b6yaneTt noka3sblBaTb
pasHULy Koan4ecTsa
OKTETOB Mexay T1 n
T2 MUHYTOW.

WNcnonb3yeTcs

133

int64

DROPPED_PACKETS

JenbTa-cyer
COpOLUEHHbIX MAKETOB.
Hanpumep: AaHHbIe
cbpacbiBatoTca Ha Tl n
Ha T2 muHyTe. [lenbTa
b6yneTt noka3sblBaTb
pasHULYy Koan4yecTsa
rnaketos mexay T1 n
T2 MUHYTOMN.

WNcnonb3yetcs

2019

int8

43823

originalTOS

OpuruHasnbHoe
3HavyeHue TOS u3 IP
3aroJioBKa

WNcnonb3yetcs

192

int8

0

IP_TTL

TTL nakeToB

Wcnonb3yetcs

2020

N

int16

43823

RATING_GROUP

Homep rating group

Wcnonb3yeTcs

2021

SERVICE_FLAGS

NHpopmaumsa o
MeTKaX, KOTopble
nony4un flow B DPI.
[leTeKTNPOBaHHbLIN
tethering coobuiaeTcs
no IPFIX B 6bute 1 nons
service flags.
[locTynHbl 63 6uTa ons
nanbHenwero
NCMOJIb30BaHMs

WNcnonb3yeTcs

2022

DETECTION_FLAGS

3ape3epBUPOBaHO Nofa
MeToA AeTeKkuun

WNcnonb3yeTcs

2023

ACTION_FLAGS

3ape3epBUpPOBaHO Noja
nepepavy
NHopMaLum o
nencteusx c flow

Ncnonb3yeTcs




LLa6noH 3kcnopTta B ¢popmate IPFIX (Netflow v10) pnsn
npotokona IPv6

LWabnoH aHanornyeH IPv4 3a nckatodeHnem Toro, oTcyTcTByoT nons: SOURCE IPV4_ADDRESS,
DESTINATION _IPV4 ADDRESSs, POST NAT SOURCE IPV4 _ADDRESS,
POST _NAT SOURCE_TRANSPORT PORT, - v NpuCyTCTBYIOT CnegytoLime:

LWa6noH 3kcnopTta pnsa IPve

Ne g:;;ao Tun paHHbix [IANA OnucaHme MpumevyaHue
. AHanor B NetFlow v9
27|16 int128 0 SOURCE_IPV6_ADDRESS IPV6_SRC_ADDR
28116 int128 0 |DESTINATION IPV6 ADDRESS ~Hasor B NetFlow vo
— YR IPV6_DST ADDR
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