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Hactpouka akcnopta Full NetFlow B popmaTe
IPFIX

MapameTtp netflow full collector type onpegenset hopmaT a3kcnopTa nosiHoro NetFlow.
Bo3MOXKHble 3Ha4YeHuns:

e 0 - 3kcnopT B popmaTe NetFlow5 (3Ha4yeHMe No yMon4aHuo).
e 1 -3kcnopT IPFIX Ha UDP konnekTop.
e 2 - 3kcnopT IPFIX Ha TCP konnekTop.

MapameTtp netflow tos format onpenenset ¢popmat gaHHbIX nons TOS B IPFIX. BO3MOXHble
3HaYeHus:

e 0 - nepepaeTca 3 bit (3HaYeHMe NO yMos4aHMIO).
e 1-nepenaetca 6 bit (monHbin DSCP).

MapameTtp netflow plc stat onpenenset Habop nepefaBaeMblX AaHHbIX CTAaTUCTUKK
oTbpoLLeHHbIX MaKeTOB COraiacHoO npasw NoamcuHra unu drop. MapameTp aBnseTcs 6Gutoson
MacCKOW.

Mo yMON4aHUIO Macka MMeeT 3HavyeHne 0x07 — nepefaeTcsa CTaTUCTMKA NO OTOPOLLEHHbLIM AAHHbLIM
CeCCUOHHOr0 + abOHEHTCKOro + MoJINCMHIa BUPTYasbHbIX KaHa0B.

o Bnuset Ha ¢popmumpoBaHme cyeTymkos DROPPED BYTES v DROPPED PACKETS.
3Ha4yeHus, N3 KOTOPbLIX CKNaAblBaeTCA MacKa:

e Oxff - nepenaetcs nobon drop

* 0 - He cymTaTb

e 1-cyntaTb AJ1 CECCUOHHOMO MOJIMCUHTa

e 2 - cyMTaTb AN9 abOHEHTCKOro NoANCKHIa

® 4 - cynTaTb ONSA NOJINCUHIA BUPTYasibHbIX KaHaNoB

e 8 - cyntaTb Npu oTbpoce (drop) NakeToB MO NPOTOKONY
e 16 - c4MTATb BO BCEX UHbIX CyYasx

MapameTp ipfix mtu limit 3agaeT MakcuManbHbIA pa3mep nakeTa UDP npu otnpaske IPFIX. Mo
YMON4aHUIO paBeH MUHUMaNbHOMY pa3sMepy MTU ncnonb3yemMbix Ans OTNpaBky UHTEPdEncos.

B napameTtpe tethering ttl allowed = 128:64 yka3biBaeTCs CMMCOK LONYCTUMbIX 3HAYEHUN
TTL pnsa Tpacuka oT aboHeHTa, KOTOopble He cynTatoTca tethering. 3HaveHUs nepedyncnaTCsa Yepes
''. KonnyecTBo 3HaveHun fo 256 (0-255).

MapameTpbl IPFIX/Netflow MoXXHO n3meHaTb 6e3 nepesarpysku fastDPI.
KoHurypaumoHHeln napameTp ipfix reserved no3BosisieT 3ape3epBupoBaThb
HeobxoAuMY MamMaTb 4SS BO3MOXHOCTU BKIOYEHUA/M3MEHEHEHMNA NapaMeTpoB

( IPFIX/Netflow.

3 B cnyyvae 3agmaHua napameTtpoB [IPFIX/Netflow B KOHGurpyaunoHHoM chainne,
aBTOMaTUYeCKMN BKJIOHAETCA pe3epBupoBaHue namatu ansa IPFIX/Netflow, napameTpbl
M HoBble Tunbl 3KcnopTepos IPFIX/Netflow MOXHO n3MeHATH 6e3 nepesarpysku
fastDPI.



Ona npuema, obpaboTkm n xpaHeHus IPFIX pekomeHAyeTCs MCNOJSIb30BaTh
MporpaMMHbIN NPoAYKT Ana cbopa ctatuctmkm QoE Store mn Mpadgmyecknin nHTepgenc

DPIUI2.

Ona cbopa nHdopmaunn B popmaTte IPFIX nogonpet noboin yHuBepcanbHbix IPFIX
KONNEKTOP, MOHMMaoWMA WwabnoHsl, nan ytunuta IPFIX Receiver.

LLla6noH 3kcnopTa B ¢popmate IPFIX (Netflow v10) pns
npoTtokona IPv4

LLUa6noH 3kcnopTta pgnsa IPv4

Ne KO{I-BO Tun IANA |OnucaHue MpuMeyaHue WUcnonbsosanue
6alT |[maHHbIX B QoEStor
. Ananor B NetFlow v9
1 8 int64 0 OCTET_DELTA_COUNT IN_BYTES Wcnonb3yeTca
2 8 int64 0  |PACKET DELTA_COUNT ﬁ\l”?,"K"TrSB NetFlow v 1)y ronbayercs
. AH_anor B NetFlow v9
4 1 int8 0 PROTOCOL _IDENTIFIER PROTOCOL Wcnonb3yeTca
5 |1 int8 0 |IP_CLASS_OF SERVICE fhanors NetFlow v3 | nonbayerca
. Ananor B NetFlow v9
7 2 intl6 0 SOURCE_TRANSPORT PORT L4 SRC_PORT WNcnonb3yeTtcs
8 4 int32 0  |SOURCE_IPV4 ADDRESS Aianor B NetFlow v3 1,00 5ercq
-IPVA IPV4_SRC_ADDR y
. AHanor B NetFlow v9
11 |2 intl6 0 DESTINATION_TRANSPORT _PORT L4 DST PORT WNcnonb3yeTtcs
. AHanor B NetFlow v9
12 4 int32 0 DESTINATION_IPV4_ADDRESS IPV4_DST ADDR WNcnonb3yeTtcs
16 |4 int32 0  |BGP_SOURCE AS_NUMBER granor® NetFlow v3 |1 nonbayerca
17 4 int32 0  |BGP_DESTINATION_AS NUMBER gg?”gg B NetFlow v3 1y o nb3yerca
152 (8 int64 0 FLOW_START_MILLISECOND ) Wcnonb3yeTca
153 |8 int64 0 FLOW_END_MILLISECOND WNcnonb3yeTtcs
. Ananor B NetFlow v9
10 |2 intl6 0 INPUT_SNMP Ingressinterface WNcnonb3yetca
14 2 int16 0  |OUTPUT SNMP Araror B NetFlow v8 1) 000 overeq
- Egressinterface
. AnHanor B NetFlow v9
60 |1 int8 0 IP_VERSION IP_ PROTOCOL_VERSION Wcnonb3yeTca
20008 int64 43823|SESSION_ID WNcnonb3yetca
2001|- string 43823[|HTTP_HOST nnm CN_HTTPS Wcnonb3yeTcs
2002|2 intl6 43823|DPI_PROTOCOL Wcnonb3yeTca
2003 - string 43823|LOGIN ﬁ:fr’]‘eor B Radius User- |1 nonb3yercs
225 |4 int32 0 POST _NAT SOURCE_IPV4 ADDRESS WNcnonb3yeTtcs
227 |2 intl6 0 POST_NAPT _SOURCE_TRANSPORT PORT Wcnonb3yetcs
HenbTa
20102 intl6 43823|FRGMT_DELTA_PACKS (bparMeHTMpPOBaHHbIX |Mcnonb3yeTcs
nakeToB.



https://wiki.vasexperts.ru/doku.php?id=dpi:qoe_analytics
https://wiki.vasexperts.ru/doku.php?id=dpi:qoe_analytics
https://wiki.vasexperts.ru/doku.php?id=dpi:dpi_components:dpiui
https://wiki.vasexperts.ru/doku.php?id=dpi:dpi_components:dpiui
https://wiki.vasexperts.ru/doku.php?id=dpi:dpi_components:utilities:ipfixreceiver2

LWa6noH akcnopta ans IPv4

Kon-Bo
GET

Tvn
OaHHbIX

IANA

OnucaHme

MpuMeyaHue

WUcnonb3oBaHue

B QoEStor

2011

int16

43823

REPEAT_DELTA_PACK

[denbTa
peTpaHCMUCCUR.

Ncnonb3yeTcs

2012

int32

43823

PACKET_DELIVER_TIME

3agepxka (RTT/2) B MC
(RTT=round-trip time).

Ncnonb3yeTcs

2016

intl6

43823

BRIDGE_CHANNEL_NUM

Homep kaHana
(vchannel) nan mocTa.
Ecnn B KOH(Mrypaumm
DPI HacTpoeHs!
vchannel,

To byneT
nepefasaTbCs HOMep
KaHana, uHaye Homep
MoCTa.

Wcnonb3yetcs

intl6

TCP_FLAGS

Butel ynpasneHus TCP

WNcnonb3yetca

58

int16

SRC_VLAN

VLAN ID

WNcnonb3yeTcs

59

intl6

DST_VLAN

Post VLAN ID

WNcnonb3yetcs

56

mac_address

SRC_MAC

MAC-agpec UCTOYHUKa

Wcnonb3yetca

57

A ([ O(N|NN

mac_address

0
0
0
0
0

DST_MAC

MAC-appec
nonyvyartens

WNcnonb3yeTcs

2017

raw

43823

MPLS Lables

Ncnonb3yeTcs

132

int64

DROPPED_BYTES

JenbTa-cyer
COpPOLLIEHHbIX OKTETOB.
Hanpumep: AaHHbIe
cbpacbiBatoTca Ha Tl n
Ha T2 muHyTe. [lenbTa
byneTt noka3sblBaTb
pasHULYy Koan4yecTsa
OoKTeToB Mexay T1 n
T2 MUHYTON.

Wcnonb3yetcs

133

int64

DROPPED_PACKETS

JenbTa-cyer
CcOpOoLUEHHbIX NAKETOB.
Hanpumep: aaHHble
cbpackiBaroTcsi Ha T1 n
Ha T2 muHyTe. [esbTa
byneTt noka3sblBaTb
pasHULYy Koan4ecTsa
naketos Mmexay T1 n
T2 MuHyTOW.

Wcnonb3yetca

2019

int8

43823

originalTOS

OpuvrnHanbHoe
3Ha4eHwe TOS n3 IP
3aronoBka

Wcnonb3yetca

192

int8

0

IP_TTL

TTL nakeToB

Wcnonb3yetca

2020

N

int16

43823

RATING_GROUP

Homep rating group

Ncnonb3yeTcs

2021

SERVICE_FLAGS

NHpopmaumsa o
MeTKaX, KOTopble
nony4un flow 8 DPI.
[eTeKTUPOBaHHbLIN
tethering coobwaeTcs
no IPFIX B 6bute 1 nons
service flags.
[locTynHbl 63 6uTa ons
NaNbHenLwero
NCMoNb30BaHNS

Ncnonb3yeTcs

2022

DETECTION_FLAGS

3ape3epBUpoBaHO Noja
MeTo 4 AeTekunn

Wcnonb3yeTcs




LWa6noH akcnopta ans IPv4

Ne |Kon-so/Tun IANA OnucaHue Mpumeyanne Wcnonbsosanue
0alT |[paHHbIX B QoEStor
3ape3epBnpoBaHO Nnog
2023 ACTION_FLAGS nepenaty cnonb3yeTcs
- NHopMaLnm o
nencteusx c flow

LLa6noH 3kcnopta B ¢popmate IPFIX (Netflow v10) pnsn
npoTtokona IPv6

La6noH aHanornyeH IPv4 3a nckao4eHnem Toro, oTCcyTcTBytoT noss: SOURCE_IPV4_ADDRESS,
DESTINATION_IPV4_ADDRESSs, POST_NAT_SOURCE_IPV4_ADDRESS,
POST NAT SOURCE TRANSPORT PORT, - v NpuUcyTCTBYIOT CnegytoLme:

LLa6noH akcnopTta pgna IPve

Ne g:;;no Tun paHHbix [IANA OnucaHue NMpuMmevyaHue

. AHanor B NetFlow v9
27|16 int128 0 SOURCE_IPV6_ADDRESS IPV6_SRC_ADDR
28|16 int128 0  |DESTINATION IPv6 ADDRESS|-Hasor B NetFlow v3

IPV6_DST ADDR
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