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Hactpouka akcnopta Full NetFlow B popmaTe
IPFIX

MapameTtp netflow full collector type onpegenset hopmaT a3kcnopTa nosiHoro NetFlow.
Bo3MOXKHble 3Ha4YeHuns:

e 0 - 3kcnopT B popmaTe NetFlow5 (3Ha4yeHMe No yMon4aHuo).
e 1 -3kcnopT IPFIX Ha UDP konnekTop.
e 2 - 3kcnopT IPFIX Ha TCP konnekTop.

MapameTtp netflow tos format onpenenset ¢popmat gaHHbIX nons TOS B IPFIX. BO3MOXHble
3HaYeHus:

e 0 - nepepaeTca 3 bit (3HaYeHMe NO yMos4aHMIO).
e 1-nepenaetca 6 bit (monHbin DSCP).

MapameTtp netflow plc stat onpenenset Habop nepefaBaeMblX AaHHbIX CTAaTUCTUKK
oTbpoLLeHHbIX MaKeTOB COraiacHoO npasw NoamcuHra unu drop. MapameTp aBnseTcs 6Gutoson
MacCKOW.

Mo yMON4aHUIO Macka MMeeT 3HavyeHne 0x07 — nepefaeTcsa CTaTUCTMKA NO OTOPOLLEHHbLIM AAHHbLIM
CeCCUOHHOr0 + abOHEHTCKOro + MoJINCMHIa BUPTYasbHbIX KaHa0B.

o Bnuset Ha ¢popmumpoBaHme cyeTymkos DROPPED BYTES v DROPPED PACKETS.
3Ha4yeHus, N3 KOTOPbLIX CKNaAblBaeTCA MacKa:

e Oxff - nepenaetcs nobon drop

* 0 - He cymTaTb

e 1-cyntaTb AJ1 CECCUOHHOMO MOJIMCUHTa

e 2 - cyMTaTb AN9 abOHEHTCKOro NoANCKHIa

® 4 - cynTaTb ONSA NOJINCUHIA BUPTYasibHbIX KaHaNoB

e 8 - cyntaTb Npu oTbpoce (drop) NakeToB MO NPOTOKONY
e 16 - c4MTATb BO BCEX UHbIX CyYasx

MapameTp ipfix mtu limit 3agaeT MakcuManbHbIA pa3mep nakeTa UDP npu otnpaske IPFIX. Mo
YMON4aHUIO paBeH MUHUMaNbHOMY pa3sMepy MTU ncnonb3yemMbix Ans OTNpaBky UHTEPdEncos.

Ona npuema, obpaboTkm n xpaHeHusa IPFIX pekomeHayeTcs MCNOMb30BaATb
MporpaMMHbIN NpoAyKT Ana cbopa ctatuctmkm QoE Store n paguyecknin MHTepgenc

DPIUI2.

¥
Onsa cbopa nHgpopmaunm B hopmaTte IPFIX nogonpeT nobon yHnsepcanbHbiX IPFIX
KONIEKTOP, NOHMMatoLWmi WwabnoHsl, nnn ytunuta IPFIX Receiver.


https://wiki.vasexperts.ru/doku.php?id=dpi:dpi_components:qoestor
https://wiki.vasexperts.ru/doku.php?id=dpi:dpi_components:qoestor
https://wiki.vasexperts.ru/doku.php?id=dpi:dpi_components:dpiui
https://wiki.vasexperts.ru/doku.php?id=dpi:dpi_components:dpiui
https://wiki.vasexperts.ru/doku.php?id=dpi:dpi_components:utilities:ipfixreceiver2

LLa6noH 3kcnopTta B ¢popmate IPFIX (Netflow v10) pnsn
npotokona IPv4

LWa6noH akcnopta ans IPv4

Ne |Kon-so/Tun IANA OnucaHue Mpumeyanmne Wcnonbsosanue
6alT |[paHHbIX B QoEStor
. Ananor B NetFlow v9
1 8 int64 0 OCTET _DELTA_COUNT IN_BYTES Wcnonb3yetcs
2 |8 int64 0  |PACKET DELTA COUNT frianor 8 Netrlowvd - ycnonsayercs
. AH_anor B NetFlow v9
4 1 int8 0 PROTOCOL_IDENTIFIER PROTOCOL WNcnonb3yeTtcs
5 |1 int8 0  |IP_CLASS OF SERVICE pranors NetFlow v3 | nonbayerca
. Ananor B NetFlow v9
7 2 intl6 0 SOURCE_TRANSPORT_PORT L4 SRC_PORT Wcnonb3yetca
8 |4 int32 0  |SOURCE_IPV4 ADDRESS Aanor 8 NetFlow v 00 sveres
PV IPV4_SRC_ADDR y
. AHanor B NetFlow v9
11 |2 intl6 0 DESTINATION_TRANSPORT_PORT L4 DST PORT Wcnonb3yeTca
. Ananor B NetFlow v9
12 4 int32 0 DESTINATION_IPV4_ADDRESS IPV4_DST ADDR Wcnonb3yeTcs
16 |4 int32 0  |BGP_SOURCE_AS_NUMBER enanor® NetFlow v3 | nonbayerca
17 4 int32 0  |BGP DESTINATION_AS NUMBER gg?”gg B NetFlow v ) 00 nayercs
152 (8 int64 0 FLOW_START_MILLISECOND ) Wcnonb3yeTcs
153 |8 int64 0 FLOW_END_MILLISECOND Wcnonb3yetca
10 |2 int16 0 |INPUT SNMP Aranor 8 NetFlow v9 | 10, o eres
- Ingressinterface
14 |2 int16 0 |OUTPUT SNMP Aranor 8 NetFlow v9 |0, o ereq
- Egressinterface
. Ananor B NetFlow v9
60 |1 int8 0 IP_VERSION IP_ PROTOCOL_VERSION Wcnonb3yetcs
2000/8 int64 43823|SESSION_ID WNcnonb3yeTtcs
2001|- string 43823/ HTTP_HOST maun CN_HTTPS Wcnonb3yeTca
2002|2 intl6 43823|DPI_PROTOCOL Wcnonb3syeTtcs
2003|- string 43823|LOGIN ﬁ:r:r B Radius User- WNcnonb3yetcs
225 |4 int32 0 POST_NAT_SOURCE_IPV4_ADDRESS Wcnonb3yetcs
227 |2 intlé 0 POST_NAPT SOURCE_TRANSPORT PORT Wcnonb3yeTcs
JenbTa
2010|2 intl6 43823|FRGMT _DELTA PACKS parMeHTMpoBaHHbIX [/icnonb3yeTcs
MakKeToB.
2011[2 intl6 43823|REPEAT DELTA PACK fensra ) WcnonbayeTcs
- - peTpPaHCMUCCHA.
20124 int32 43823|PACKET DELIVER TIME 3apepxka (RTT/2) B MC|) 0y o eren
- - (RTT=round-trip time).
Homep kaHana
(vchannel) nan mocTa.
Ecnin B KOHurypauuu
DPI HacTpoeHbI
2016|2 int16 43823|BRIDGE_CHANNEL NUM vchannel, WNcnonb3yeTtcs
To byneTt

nepefaBaTbCA HOMEP
KaHaJla, "Ha4e HoOMep
MOCTa.




LWa6noH akcnopta ans IPv4

Kon-Bo
OanT

Tun
DaHHbIX

IANA

OnucaHme

MpuMeyaHue

Ucnonb3oBaHue

B QOoEStor

int16

TCP_FLAGS

BuTel ynpasneHus TCP

Ncnonb3yeTcs

intl6

SRC_VLAN

VLAN ID

Ncnonb3yetcs

int16

DST VLAN

Mo4TOBbIN
naeHTudukaTop VLAN

Wcnonb3yeTcs

mac_address

SRC_MAC

MAC-agpec UCTOYHUKA

Ncnonb3yeTcs

S (OO NN

mac_address

0
0
0
0
0

DST_MAC

MAC-agpec
nonyyaTens

WNcnonb3yetcs

2017-

raw

43823

MPLS Lables

Wcnonb3yetcs

132

int64

DROPPED_BYTES

JenbTa-cyet
COpOLLEHHbIX OKTETOB.
Hanpumep: aaHHbIe
cbpackiBaroTcsi Ha T1 n
Ha T2 muHyTe. [lenbTa
byneTt nokasblBaTh
pasHnLy KoJn4yecTBa
OKTETOB Mexay T1 n
T2 MUHYTOU.

Wcnonb3yeTcs

133

int64

DROPPED_PACKETS

JenbTa-cyer
COpOLUEHHbIX MAKEeTOB.
Hanpumep: gaHHbIe
cbpackiBatoTcsi Ha T1 n
Ha T2 muHyTe. [esnbTa
6yAeT noka3biBaTb
pasHnLy KoJn4yecTBa
rnaketos mexay T1 n
T2 MUHYTOU.

Ncnonb3yeTcs

2019

int8

43823

originalTOS

OpuvrnHanbHoe
3Ha4yeHue TOS u3 IP
3aronoBka

Ncnonb3yeTcs

LLla6noH 3kcnopTa B ¢opmate IPFIX (Netflow v10) pns
npotokona IPv6

LWabnoH aHanornyeH IPv4 3a ncknto4eHneM Toro, oTcyTcTBYOT nonsi: SOURCE_IPV4_ADDRESS,
DESTINATION_IPV4_ADDRESSs, POST_NAT _SOURCE _IPV4_ADDRESS,
POST_NAT_SOURCE_TRANSPORT _PORT, - n NpucyTCTBYIOT CneayloLine:

LWa6noH 3kcnopTta pgnsa IPve

Ne g:;_;” Tun paHHbix [IANA OnucaHue NMpuMmevyaHue
. AHanor B NetFlow v9
27|16 int128 0 SOURCE_IPV6_ADDRESS IPV6_SRC_ADDR
28|16 int128 0 |DESTINATION IPV6 ADDRESSAHanor B NetFlow v9
- - IPV6_DST ADDR
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