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HacTtpouka skcnopta Full NetFlow B opmMaTe IPFIX ...






Hactpouka akcnopta Full NetFlow B popmaTe
IPFIX

Ons ynpaeneHus hopmaToM 3kcnopTa nonHoro NetFlow Heo6x0aMMo yKa3aTb HAaCTPOWMKY:

netflow full collector type=1

e 0 - 3kcnopT B popmaTe NetFlow5 (3HavyeHme No ymMonyaHuo).
e 1 - 3kcnopT IPFIX Ha UDP konnekTtop.
e 2 - 3kcnopT IPFIX Ha TCP konnekTop.

MapameTtp netflow tos format onpenenset popmat gaHHbIx nons TOS B IPFIX. BO3MOXXHbIe
3HaYeHus:

¢ 0 - nepenaetca 3 bit (3HaYeHMe No ymon4yaHuo).
e 1 - nepenaetcs 6 bit (nonHbIn DSCP).

Mapametp netflow plc stat=0xff onpenenser meTon coxpaHeHUs CTaTUCTUKN OTOPOLLEHHbIX
nakeToB nonaucuHra FullFlow. MapameTp sBnsieTca 6BUTOBON Mackoi. 10 yMO4aHNIO Macka umeeT
3Ha4YeHne 0x07 — CeCCMOHHbIN + abOHEHCKNIA MOMMCUHT + NOSIMCUHT BUPTYasibHbIX KAHAJ0B.

o BnvseTt Ha napameTpsbl wabsoHa DROPPED BYTES v DROPPED PACKETS.
Bo3MoXXHble 3HavyeHus:

e 0 - He cynTaTb

e 1-cyutaTb ONS CECCMOHHOMO MOJINCUHIa

e 2 -CYynuTaTbh AN aDOHEHTCKOro NoJINCUHTA

e 4 - cynTaTb AN NOJINCUHIA BUPTYaNbHbIX KaHa0B
e 8 - cynTaTb Npy 0TOpPOCE NAaKeTOB NO NPOTOKONY

¢ 16 - cYMTaTb BO BCEX NEPEYNUCEHHbIX CNYyYasnX

Huxe npeactasneH wabnoH akcnopTa B hopmaTe IPFIX (Netflow v10) nns npotokona IPv4.

LLUa6noH 3kcnopTa pgnsa IPv4
Kon-eo|Tun Ucnonb3oBaHue
Ne GaiT |maHHLIX IANA |OnucaHue MpumeyaHue 8 QoEStor
. Ananor B NetFlow v9
1 8 int64 0 OCTET_DELTA_COUNT IN_BYTES Wcnonb3yeTcs
2 8 int64 0  |PACKET DELTA_COUNT ﬁ\lH?D’E’T;B NetFlow v 1y nonbayercs
. AH_anor B NetFlow v9
4 1 int8 0 PROTOCOL_IDENTIFIER PROTOCOL Wcnonb3yeTca
5 |1 ints 0  |IP_CLASS OF SERVICE é\gg”or B NetFlow v3 1y onesyercs
. Ananor B NetFlow v9
7 2 int16 0 SOURCE_TRANSPORT PORT L4 SRC_PORT Ncnonb3yeTcs
8 |4 int32 0 |SOURCE_IPV4_ADDRESS Awanor 8 NetFlow va 1,1 5 ey
VA IPV4_SRC_ADDR y
. Ananor B NetFlow v9
11 |2 intl6 0 DESTINATION_TRANSPORT _PORT L4 DST PORT Ncnonb3yeTcs




AHanor B NetFlow v9

12 |4 int32 0 DESTINATION_IPV4_ADDRESS IPV4 DST ADDR Wcnonb3yeTca
16 |4 int32 0  |BGP_SOURCE_AS_NUMBER é;‘ua:“f\g B NetFlow v3 1) o nbayerca
17 | int32 0  |BGP_DESTINATION_AS_NUMBER Aranor® NetFlow v3 | nonbayerca
152 |8 int64 0 FLOW_START MILLISECOND ) Wcnonb3yeTcs
153 |8 int64 0 FLOW_END_MILLISECOND Wcnonb3yeTca
10 |2 int16 0  |INPUT SNMP Aranor 8 NetFlow v3 1) o0, o ercs
- Ingressinterface
14 2 int16 0  |OUTPUT SNMP Aranor 8 NetFlow v9 1) o0, o ercs
- Egressinterface
. Ananor B NetFlow v9
60 |1 int8 0 IP_VERSION IP_ PROTOCOL_VERSION WNcnonb3yetca
20008 int64 43823|SESSION_ID Wcnonb3yeTcs
2001|- string 43823|HTTP_HOST nnu CN_HTTPS Wcnonb3yeTca
2002|2 intl6 43823|DPI_PROTOCOL Wcnonb3yetca
2003 - string 43823|LOGIN ﬁ:fr’]‘gr B Radius User- |1 oo nbayercs
225 |4 int32 0 POST_NAT_SOURCE_IPV4_ADDRESS Wcnonb3yetca
227 |2 int16 0 POST_NAPT_SOURCE_TRANSPORT_PORT; Wcnonb3yeTcs
HdenbTa
2010|2 intl6 43823|FRGMT _DELTA PACKS parMmeHTMpoBaHHbLIX (Icnosb3yeTcs
MakeToB.
20112 int16 43823|REPEAT DELTA_PACK Aeneta y Wcnonb3yeTcs
- - peTpaHCMUCCHA.
20124 int32 43823|PACKET DELIVER TIME 3anepxka (RTT/2) BMC|) 00 oereq
- - (RTT=round-trip time).
Homep kaHana
(vchannel) nan mocTa.
Ecnv B KOHurypauuu
DPI HacTpoeHb!
2016/2 intlée 43823|BRIDGE_CHANNEL _NUM vchannel, Wcnonb3yeTcs
To bypeT
nepenasaTbCs HOMep
KaHana, MHavye HoMep
MocCTa.
6 2 intl6 0 TCP_FLAGS BuTbl ynpasneHus TCP [Ucnonb3yeTcs
58 |2 intl6 0 SRC_VLAN VLAN ID Wcnonb3yetca
. Mo4yTOBLIN
59 |2 intl6 0 DST VLAN naeHTUdMKaTop VLAN Wcnonb3yetcs
56 |6 mac_address|0 SRC_MAC MAC-afpec nctovyHuka |Micnonbsyetcs
57 |6 mac_address|0 DST MAC MAC-appec Wcnonb3yeTca
- - nonyyatens
2017|- raw 43823|MPLS Lables Wcnonb3yetcs
HenbTa-cyeTt
COpOLLEHHbIX OKTETOB.
Hanpumep: ecin
AaHHble cbpacbiBaloTCs
132 |8 int64 0  |DROPPED BYTES Ha T1 v Ha T2 MAHYTE, |1 0o sveres

aenbta byget
MoKa3blBaTb Pa3HuLy
KOJIMYECTBa MakeToB
mexay T1 n T2
MUHYTOU.




133

int64 0

DROPPED_PACKETS

HenbTa-cyeTt
CcOpOoLUEHHbIX NAKETOB.
Hanpumep: ecan
AaHHble cbpacbiBaloTCs
Ha T1 n Ha T2 MUHyTe,
aenbTa byaet
M0Ka3bIBaTb Pa3HULy
KOJIn4eCTBa NakeToB
mexay T1 nT2
MUHYTOM.

Wcnonb3yetcs

201

9|1

int8 43823

originalTOS

OpuvrnHanbHoe
3HayeHune TOS u3 IP Ncnonb3yeTcs
3aronoBka

Huxe npeacTtasneH wabnoH akcnopTa B hopmaTe IPFIX ona npotokona IPv6.
B naHHoM wabnoHe oTcyTcTBYIOT Nons: SOURCE_IPV4_ADDRESS,
DESTINATION_IPV4_ADDRESSs, POST_NAT_SOURCE_IPV4_ADDRESS,
POST_NAT _SOURCE_TRANSPORT _PORT, - 1 NpuCyTCTBYIOT CNneayloLine:

LWa6noH akcnopta pna IPve

No g:;;so Tun paHHbIX [IANA(OnucaHue NMpumeyaHue
, AHanor B NetFlow v9
2716 int128 0  |SOURCE_IPV6 _ADDRESS IPV6 SRC_ADDR
28|16 int128 0  |DESTINATION IPV6 ADDRESS AHasor B NetFlow vo
_IPVe_ IPV6_DST_ADDR

Ona npuema, obpaboTkm n xpaHeHusa IPFIX pekomeHayeTCcs MCNONb30BaATb
MporpaMMHbIA NPoayKT ansa cbopa ctaTucTmku QoE Store u padmyecknin nHTepdenc

DPIUI2.

Onsa cbopa nHgpopmaumm B chopmaTte IPFIX nogonpet nobon yHnsepcanbHbiX IPFIX
KOJIIEKTOpP, MOHUMatoWMiA wabnoHsl, nan ytunuta IPFIX Receiver.
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