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HacTtpouka akcnopta B ¢popmaTte IPFIX

Ina ynpasneHns popmaTom 3kcnopTa nosHoro NetFlow HeobxoanmMo yka3aTb HaCTPONKY:

netflow full collector type=1

e 0 - 3kcnopT B popmaTe NetFlow5 (3Ha4yeHMe No yMon4aHuto).
e 1 - 3kcnopT IPFIX Ha UDP KonniekTop.
e 2 - 3kcnopT IPFIX Ha TCP konnekTtop.

MapameTtp netflow tos format onpepenset hopmaTt gaHHbIX nons TOS B IPFIX.

e 0 - 3HaYeHne no ymoa4aHuio.
e 3 - bit (TonbKo NpropuTeT).

e 1 - 6-bit (monHbIn DSCP).

Huxe npeacTtasneH wabnoH akcnopTa B hopmaTe IPFIX (Netflow v10) ona npotokona IPv4.

LLUa6bnoH 3akcnopTta ansa IPv4

Ne |Koxn-BoTun IANA |OnucaHue Mpumeyanmne Wcnonbsosanue
0aWT |paHHbIX B QoEStor
. Ananor B NetFlow v9
1 |8 int64 0 OCTET_DELTA_COUNT IN_BYTES Wcnonb3yeTcs
2 I8 int64 0 |PACKET DELTA COUNT o’ NetFlow v3 | nonbayercs
. AH_anor B NetFlow v9
4 1 int8 0 PROTOCOL_IDENTIFIER PROTOCOL Vcnonb3yeTcs
5 |1 int8 0 |IP.CLASS OF SERVICE pranor 8 NetFlow v Incnonsayercs
. Ananor B NetFlow v9
7 2 intl6 0 SOURCE_TRANSPORT_PORT L4 SRC_PORT Wcrnonb3yeTcs
8 4 int32 0  |SOURCE IPV4 ADDRESS Aranor 8 NetFlow v9 o0, 5vereq
-IPVA IPV4_SRC_ADDR y
. AHanor B NetFlow v9
11 |2 intl6 0 DESTINATION_TRANSPORT_PORT L4 DST PORT Wcnonb3yeTca
. AHanor B NetFlow v9
12 4 int32 0 DESTINATION_IPV4_ADDRESS IPV4_DST ADDR Wcnosb3yetca
16 |4 int32 0  |BGP_SOURCE_AS_NUMBER é;g”f\g B NetFlow v3 1y onesyerca
17 4 int32 0  |BGP_DESTINATION_AS NUMBER g';aT”XE B NetFlow v3 1y o nesyercs
152 |8 int64 0 FLOW_START_MILLISECOND ) WNcnonb3yeTcs
153 |8 int64 0 FLOW _END_MILLISECOND Wcnonb3yetcs
10 |2 int16 0  |INPUT SNMP Aranor 8 NetFlow v3 1 00 o ereq
- Ingressinterface
14 |2 int16 0  |OUTPUT SNMP Aranor 8 NetFlow v3 1 00 o ereq
- Egressinterface
. Ananor B NetFlow v9
60 |1 int8 0 IP_VERSION IP_ PROTOCOL_VERSION Wcnonb3yeTcs
2000/8 int64 43823|SESSION_ID Wcnonb3yeTcs
2001|- string 43823/ HTTP_HOST maun CN_HTTPS Wcnonb3yetca
20022 int16 43823|DPI_PROTOCOL Wcnonb3yeTcs




LWa6noH akcnopta ans IPv4
No |Kon-BOTuUn IANA |Onucanme Mpumeyanne Wcnonbsosakue
0alT |paHHbIX B QoEStor
2003 - string 43823|LOGIN ﬁ:fr’]‘gr B Radius User- |\ 0o nuayercs
225 |4 int32 0 POST_NAT_SOURCE_IPV4_ADDRESS Vcnonb3yeTcs
227 |2 int16 0 POST_NAPT_SOURCE_TRANSPORT_PORT; Ncnonb3yeTcs
[OenbTa
2010|2 intl6 43823|FRGMT _DELTA PACKS (pparmeHTUpOBaHHLIX |Micnonb3yeTcs
MakeToB.
2011[2 int16 43823|REPEAT DELTA_PACK Aeneta y cnonb3yeTcs
- - peTpaHCMUCCUiA.
20124 int32 43823|PACKET DELIVER TIME 3anepxka (RTT/2) B M| 00 overeq
- - (RTT=round-trip time).
Homep KaHasna
(vchannel) nnn mocTa.
Ecnn B KOHUrypaumm
DPI HacTpoeHsl
2016/2 intlée 43823|BRIDGE_CHANNEL NUM vchannel, Wcnonb3yeTcs
To bypeT
nepenasaTbCs HOMep
KaHana, MHaye HoMep
MocCTa.
6 2 int16 0 TCP_FLAGS BuTbl ynpasneHus TCP (Acnonb3yeTca
58 |2 intl6 0 SRC_VLAN VLAN ID Wcnosb3yetca
. Mo4yTOBLIN
59 |2 intl6 0 DST_VLAN naeHTMdnKaTop VLAN Wcnonb3yetca
56 |6 mac_address|0 SRC_MAC MAC-agpec ncto4yHmka (Mcnonb3yeTtcs
57 |6 mac_address|0 DST_MAC MAC-anpec Ncnonb3yeTcs
nosnyyartens
2017- raw 43823|MPLS Lables Wcnonb3yeTcs
132 [8 int64 0  |DROPPED BYTES fenera-cier cnonb3yertcs
- COpOLUEHHbIX OKTETOB
133 |8 int64 0  |DROPPED_PACKETS AenbTa-cter WcnonbayeTcs
- CcObpOoLIEHHbIX MaKeTOB
OpuvrnHanbHoe
20191 int8 43823|originalTOS 3HavyeHne TOS n3 IP Wcnonb3yeTcs
3arosioBka

Huxe npeactasneH wabnoH skcnopTa B hopmaTe IPFIX ans npoTokona IPv6.
B naHHoM wabnoHe oTcyTcTBYIOT nons: SOURCE_IPV4_ADDRESS,
DESTINATION_IPV4_ADDRESSs, POST NAT SOURCE IPV4_ADDRESS,
POST_NAT_SOURCE_TRANSPORT _PORT, - v NpuCyTCTBYIOT CNneayloLine:

LWabnoH 3kcnopTta pnsa IPve

Ne g:;_;” Tun paHHbIX [IANA|/OnucaHue NMpuMmeyaHue
, AHanor B NetFlow v9
27|16 int128 0 SOURCE_IPV6_ADDRESS IPV6_SRC_ADDR
28|16 int128 0 |DESTINATION IPV6 ADDRESS AHanor B NetFlow v9
- = IPV6_DST ADDR

Ona npuema, obpaboTkm n xpaHeHus IPFIX pekomeHAyeTCs MCNOJSIb30BaTh
MporpamMMHbIA NpoayKT ansa cbopa ctaTucTmku QoE Store u Mpadhmyecknin nHTepdenc

DPIUI2.



https://wiki.vasexperts.ru/doku.php?id=dpi:dpi_components:qoestor:start
https://wiki.vasexperts.ru/doku.php?id=dpi:dpi_components:qoestor:start
https://wiki.vasexperts.ru/doku.php?id=dpi:dpi_components:dpiui:start
https://wiki.vasexperts.ru/doku.php?id=dpi:dpi_components:dpiui:start

; Onsa cbopa nHgpopmaunm B hopmaTte IPFIX nogonpeT nobon yHnsepcanbHbix IPFIX
\} KONNEKTOP, MOHMMaOLWMA WwabnoHsl, nnn ytunuta IPFIX Receiver.


https://wiki.vasexperts.ru/doku.php?id=dpi:dpi_components:utilities:ipfixreceiver2:start
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