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HacTtpouka akcnopta B ¢popmaTte IPFIX

Ina ynpasneHns popmaTom 3kcnopTa nosHoro NetFlow HeobxoanmMo yka3aTb HaCTPONKY:

netflow full collector type=1

raoe

e "0" - 3kcnopT B (hopmaTe NetFlow5 (3Ha4yeHMe nNo yMonyaHuio).
e "1" - 3kcnopT IPFIX Ha UDP konnekTop.
e "2" - 3kcnopT IPFIX Ha TCP KonnekTop.

Huxe npeactasneH wabnoH akcnopTa B hopmaTe IPFIX (Netflow v10) nns npotokona IPv4.

LLUa6noH 3kcnopTta gnsa IPv4

Ne Ko?-Bo Tun IANA (OnucaHue MpuMeyaHue Wcnonbsosanue
0aWT |paHHBIX B QoEStor
. AHanor B NetFlow v9
1 8 int64 0 OCTET_DELTA_COUNT IN_BYTES Wcrnonb3yeTcs
2 I8 int64 0 |PACKET DELTA COUNT ﬁ\lH?,”K"T"SB NetFlow v3 | nonbayercs
. AH_anor B NetFlow v9
4 1 int8 0 PROTOCOL_IDENTIFIER PROTOCOL Wcnonb3yeTca
5 1 ints 0  |IP_CLASS OF SERVICE .’?8";”” B NetFlow v3 1y onesyerca
. Ananor B NetFlow v9
7 2 intlé 0 SOURCE_TRANSPORT PORT L4 SRC_PORT Wcnonb3yeTcs
8 |4 int32 0  |SOURCE_IPv4 ADDRESS Awanor 8 NetFlow va 1,1 5vercs
VR IPV4_SRC_ADDR y
. Ananor B NetFlow v9
11 |2 intlé 0 DESTINATION_TRANSPORT PORT L4 DST PORT Wcnonb3yeTcs
. Ananor B NetFlow v9
12 |4 int32 0 DESTINATION_IPV4_ADDRESS IPV4_DST ADDR Wcnonb3yeTcs
16 |4 int32 0  |BGP_SOURCE_AS NUMBER pranor 8 Netrlowvd ycnonsayercs
. AHaJ_'IOF B NetFlow v9
17 |4 int32 0 BGP_DESTINATION_AS_NUMBER DST AS Vcnonb3yeTcs
152 (8 int64 0 FLOW_START_MILLISECOND ) Wcnonb3yetca
153 |8 int64 0 FLOW_END_MILLISECOND Wcnonb3yeTcs
10 2 int16 0 |INPUT SNMP Araror B NetFlow v3 ) 000 svereq
- Ingressinterface
14 2 int16 0 |OUTPUT SNMP Aranor 8 NetFlow v9 1 00 o ercs
- Egressinterface
. AHanor B NetFlow v9
60 |1 int8 0 IP_VERSION IP_ PROTOCOL VERSION Wcrnonb3yeTcs
20008 int64 43823|SESSION_ID Wcnonb3yeTcs
2001|- string 43823|HTTP_HOST wnnu CN_HTTPS Wcnonb3yeTcs
2002|2 intl6 43823|DPI_PROTOCOL Wcrnonb3yeTcs
2003|- string 43823|LOGIN ﬁ:iﬂ?r B Radius User- Wcnonb3yetcs
225 |4 int32 0 POST_NAT SOURCE_IPV4_ADDRESS Wcnonb3yeTcs
227 |2 intl6 0 POST _NAPT SOURCE_TRANSPORT PORT Wcnonb3yeTcs




LWa6noH akcnopta ans IPv4
No |Kon-BOTuUn IANA |Onucanme Mpumeyanne Wcnonbsosakue
0alT |paHHbIX B QoEStor
[JenbTa
2010|2 intl6 43823|FRGMT _DELTA PACKS parMeHTMpoBaHHbLIX [ACNoNb3yeTCs
NnakeToB.
20112 int16 43823|REPEAT DELTA_PACK flensta ) Wcnonb3syeTcs
- - peTpPaHCMUCCUIA.
20124 int32 43823|PACKET DELIVER TIME 3apepxka (RTT/2) B MC\) 00 vereq
- - (RTT=round-trip time).
Homep kaHana
(vchannel) nan mocTa.
Ecnn B KOHurypauuu
DPI HacTpoeHb!
2016|2 intl6 43823|BRIDGE_CHANNEL NUM vchannel, Wcnonb3yeTca
To byneT
nepenasaTbCs HOMep
KaHana, MHavye HoMep
MocCTa.
6 2 int16 0 TCP_FLAGS BuTbl ynpasneHus TCP (cnonb3yeTca
58 |2 intl6 0 SRC_VLAN VLAN ID Wcnonb3yeTca
. Mo4YTOBLIN
59 |2 intl6 0 DST VLAN naeHTUdMKaTop VLAN Wcnonb3yeTcs
56 |6 mac_address|0 SRC_MAC MAC-afpec nctoyHuka (Mcnonb3yeTcs
57 |6 mac_address|0 DST MAC MAC-appec Wcnonb3yeTcs
nosiyyaTens
2017|- raw 43823|MPLS Lables Ncnonb3yeTcs
132 |8 int64 0  |DROPPED BYTES AenbTa-cier WcnonbayeTcs
- COpOLUEHHbIX OKTETOB
133 |8 int64 0  |DROPPED_PACKETS AenbTa-ciet WcnonbayeTcs
- CcObpOoLIEHHbIX MAaKeTOB
OpurnHanbHoe
20191 int8 43823|originalTOS 3HayeHne TOS n3 IP Wcnonb3yeTcs
3arosioBka

Huxe npeactasneH wabnoH skcnopTa B hopmaTe IPFIX ans npoTokona IPv6.
B paHHOM wabnoHe oTcyTcTBYOT Nons: SOURCE IPV4_ADDRESS,
DESTINATION_IPV4 ADDRESSs, POST NAT SOURCE IPV4_ADDRESS,
POST_NAT_SOURCE_TRANSPORT _PORT, - v NpuCyTCTBYIOT CNneayloLine:

LWa6noH 3kcnopTta pnsa IPve

Ne g:;;ao Tun paHHbix [IANA OnucaHme NMpuMmeyaHue
, AHanor B NetFlow v9
27|16 int128 0 SOURCE_IPV6_ADDRESS IPV6_SRC_ADDR
28116 int128 0 |DESTINATION IPV6 ADDRESS ~Hasor B NetFlow vo
— YR IPV6_DST ADDR

Ona npuema, obpaboTkm n xpaHeHus IPFIX pekomeHAyeTCsS MCNOJSIb30BaTh
MporpaMMHbIN NPoAYyKT aAna cbopa ctatuctmkm QoE Store n Mpadmyecknin nHTepgenc
DPIUI2.

Ona cbopa nHdopmaunn B popmaTte IPFIX nogonpet nobonn yHMBepcanbHbix IPFIX
KONNEKTOP, MOHMMaOWMA WwabnoHsl, unn ytunuta IPFIX Receiver.
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