CopepxaHue

HacTtpouka skcnopTa B opMaTe IPFIX ... e






HacTtpouka akcnopta B ¢popmaTte IPFIX

Ina ynpasneHns popmaTom 3kcnopTa nosHoro NetFlow HeobxoanmMo yka3aTb HaCTPONKY:

netflow full collector type=1

raoe

e "0" - 3kcnopT B (hopmaTe NetFlow5 (3Ha4yeHMe nNo yMonyaHuio).
e "1" - 3kcnopT IPFIX Ha UDP konnekTop.
e "2" - 3kcnopT IPFIX Ha TCP KonnekTop.

Hvxe npeactasneH wabnoH akcnopTa B hopmaTe IPFIX (Netflow v10) ona npotokona IPv4.

LLUa6noH 3kcnopTta gnsa IPv4

Ne KO‘J"I-BO Tun IANA (OnucaHue MpuMevyaHue Wcnonbsosanue
0aWT |paHHBIX B QoEStor
. AHanor B NetFlow v9
1 8 int64 0 OCTET_DELTA_COUNT IN_BYTES Wcrnonb3yeTcs
2 I8 int64 0 |PACKET DELTA COUNT ﬁ\lH?,”K"T"SB NetFlow v3 | nonbayercs
. AH_anor B NetFlow v9
4 1 int8 0 PROTOCOL_IDENTIFIER PROTOCOL Wcnonb3yeTca
5 |1 ints 0  |IP_CLASS OF SERVICE .’?8";”” B NetFlow v3 1y onesyerca
. Ananor B NetFlow v9
7 2 intlé 0 SOURCE_TRANSPORT PORT L4 SRC_PORT Wcnonb3yeTcs
8 |4 int32 0  |SOURCE_IPv4 ADDRESS Ananor 8 NetFlow va 1,1 o ercs
VR IPV4_SRC_ADDR y
. Ananor B NetFlow v9
11 |2 intlé 0 DESTINATION_TRANSPORT PORT L4 DST PORT Wcnonb3yeTcs
. Ananor B NetFlow v9
12 |4 int32 0 DESTINATION_IPV4_ADDRESS IPV4_DST ADDR Wcnonb3yeTcs
16 |4 int32 0  |BGP_SOURCE_AS NUMBER pranor 8 Netrlowvd - ycnonsayercs
. AHaJ_'IOF B NetFlow v9
17 |4 int32 0 BGP_DESTINATION_AS_NUMBER DST AS Vcnonb3yeTcs
152 (8 int64 0 FLOW_START_MILLISECOND ) Wcnonb3yetca
153 |8 int64 0 FLOW_END_MILLISECOND Wcnonb3yeTcs
10 2 int16 0 |INPUT SNMP Araror B NetFlow v3 ) 000 svereq
- Ingressinterface
14 2 int16 0 |OUTPUT SNMP Aranor 8 NetFlow v9 1 0y o ercs
- Egressinterface
. AHanor B NetFlow v9
60 |1 int8 0 IP_PROTOCOL_VERSION IP_ PROTOCOL VERSION Wcrnonb3yeTcs
20008 int64 43823|SESSION_ID Wcnonb3yeTcs
2001|- string 43823|HTTP_HOST wnnu CN_HTTPS Wcnonb3yeTcs
2002|2 intl6 43823|DPI_PROTOCOL Wcrnonb3yeTcs
2003|- string 43823|LOGIN ﬁ:iﬂ?r B Radius User- Wcnonb3yetcs
225 |4 int32 0 POST_NAT SOURCE_IPV4_ADDRESS Wcnonb3yeTcs
227 |2 intl6 0 POST _NAPT SOURCE_TRANSPORT PORT Wcnonb3yeTcs




2010/2

intl6

43823

FRGMT DELTA_PACKS

HenbTta
(bparMeHTMPOBAHHbIX
nakeToB.

Ncnonb3yeTcs

20112

intl6

43823

REPEAT_DELTA_PACK

JenbTa
peTpaHCMUCCUN.

Wcnonb3yeTcs

2012/4

int32

43823

PACKET_DELIVER_TIME

3apepxka (RTT/2) B McC
(RTT=round-trip time).

Ncnonb3yeTcs

2016|2

int16

43823

BRIDGE_CHANNEL_NUM

Homep kaHana
(vchannel) nan mocTa.
Ecnu B KOH(pUrypaumm
DPI HacTpoeHb
vchannel,

To byneT
nepenasaTbCs HOMEp
KaHana, uHa4ye Homep
MOCTa.

Ncnonb3yeTcs

int16

TCP_FLAGS

BuTebl ynpasneHuns TCP

Ncnonb3yeTcs

58

intl6

SRC_VLAN

Vlan ID

WNcnonb3yeTcs

59

intl6

DST VLAN

MoyToBLIN
npeHtuukatop VLAN

Wcnonb3yeTcs

56

mac_address

SRC_MAC

MAC-appec NCTo4HUKa

Ncnonb3yeTcs

D (O N ININ

57

mac_address

0
0
0
0
0

DST_MAC

MAC-apgpec
nony4dartensa

Ncnonb3yeTcs

2017|-

raw

43823

MPLS Lables

Wcnonb3yeTcs

132 |8

int64

0

DROPPED_BYTES

HenbTa-cyer
COpOLLIEHHbIX OKTETOB

Wcnonb3yeTcs

133 (8

int64

0

DROPPED_PACKETS

HenbTa-cyeTt
cObpoLleHHbIX NaKeToOB

Wcnonb3yeTcs

2019|1

int8

43823

originalTOS

OpuruHasnbHoe
3HaveHue tos un3 IP
3aroJioBka

Wcnonb3yeTcs

Hvxe npeactasneH wabnoH skcnopTa B hopmaTe IPFIX ona npotokona IPv6.
B naHHom wabnoHe oTcyTcTBYIOT Nons: SOURCE_IPV4_ADDRESS,
DESTINATION_IPV4_ADDRESSs, POST_NAT _SOURCE_IPV4_ADDRESS,
POST _NAT SOURCE_TRANSPORT _PORT, - v NpuCyTCTBYIOT CaegytoLime:

LWa6bnoH akcnopTta pgnsa IPve

Ne g:;;no Tun paHHbix [IANA OnucaHue NMpuMmevyaHue
. AHanor B NetFlow v9
27|16 int128 0 SOURCE_IPV6_ADDRESS IPV6_SRC_ADDR
28|16 int128 0  |DESTINATION_IPV6_ADDRESS|/\Hasor 8 NetFlow v
- - IPV6_DST ADDR

Ons npunema, obpaboTkm n xpaHeHus IPFIX pekomeHAyeTCsS MCNOAb30BaTb
MporpaMMHbIA NPoayKT onsa cbopa ctaTucTmkn QoE Store u Mpadmyecknin nHTepdeinc

DPIUI2.

Onsa cbopa nHgpopmaunmn B hopmaTte IPFIX nogonpeT nobon yHnsepcanbHbix IPFIX
KOJIIeKTOop, NOHUMaLWmin wabnoHsl, nnn ytunuta IPFIX Receiver.



https://wiki.vasexperts.ru/doku.php?id=dpi:dpi_components:qoestor:start
https://wiki.vasexperts.ru/doku.php?id=dpi:dpi_components:qoestor:start
https://wiki.vasexperts.ru/doku.php?id=dpi:dpi_components:dpiui:start
https://wiki.vasexperts.ru/doku.php?id=dpi:dpi_components:dpiui:start
https://wiki.vasexperts.ru/doku.php?id=dpi:dpi_components:utilities:ipfixreceiver2:start
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