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HacTtpouka skcnopTa B opMaTe IPFIX ... e






HacTtpouka akcnopta B ¢popmaTte IPFIX

Ina ynpasneHns popmaTom 3kcnopTa nosHoro NetFlow HeobxoanmMo yka3aTb HaCTPONKY:

netflow full collector type=1

raoe

e "0" - 3kcnopT B (hopmaTe NetFlow5 (3Ha4yeHMe nNo yMonyaHuio).
e "1" - 3kcnopT IPFIX Ha UDP konnekTop.
e "2" - 3kcnopT IPFIX Ha TCP KonnekTop.

Huxe npeactasneH wabnoH akcnopTa B hopmaTe IPFIX (Netflow v10) nns npotokona IPv4.

LLUa6noH 3kcnopTta gnsa IPv4

Ne KOH:BO Tun IANA OnucaHue MpuMeyaHue WUcnonb3osakne
0alT | BDaHHBbIX B QoEStor
. AHanor B NetFlow v9
1 8 int64 0 OCTET_DELTA_COUNT IN_BYTES Wcrnonb3yeTcs
2 I8 int64 0 |PACKET DELTA COUNT ﬁ\l”?j"(oTrSB NetFlow v3 | nonbayercs
. AH_anor 8 NetFlow v9
4 1 int8 0 PROTOCOL_IDENTIFIER PROTOCOL Wcnonb3yeTca
5 1 ints 0  |IP_CLASS OF SERVICE ?gg“or B NetFlow v3 1y oneayerca
. Ananor B NetFlow v9
7 2 intl6 0 SOURCE_TRANSPORT_PORT L4 SRC_PORT Ncnonb3yeTcs
8 |4 int32 0  |SOURCE_IPV4 ADDRESS Ananor 8 NetFlow va 1,5 o e
VR IPV4_SRC_ADDR y
. Ananor B NetFlow v9
11 |2 intl6 0 DESTINATION_TRANSPORT_PORT L4 DST PORT Ncnonb3yeTcs
. AHanor B NetFlow v9
12 |4 int32 0 DESTINATION_IPV4_ADDRESS IPV4_DST ADDR WNcnonb3yeTcs
16 |4 int32 0  |BGP_SOURCE_AS_NUMBER pranor 8 Netrlowvd - ycnonsayercs
. AHaJ_'IOF 8 NetFlow v9
17 |4 int32 0 BGP_DESTINATION_AS_NUMBER DST AS Vcnonb3yeTcs
152 (8 int64 0 FLOW_START_MILLISECOND ) Wcnonb3yetca
153 (8 int64 0 FLOW_END_MILLISECOND Ncnonb3yeTcs
10 2 int16 0 |INPUT SNMP Araror B NetFlow v3 ) 000 svereq
- Ingressinterface
14 2 int16 0 |OUTPUT SNMP Aranor 8 NetFlow v9 1 00 o ercs
- Egressinterface
. AHanor B NetFlow v9
60 |1 int8 0 IP_VERSION IP_PROTOCOL_VERSION Wcrnonb3yeTcs
20008 int64 43823|SESSION_ID Wcnonb3yeTcs
2001|- string 43823 (HTTP_HOST unu CN_HTTPS Ncnonb3yeTcs
2002|2 intl6 43823|DPI_PROTOCOL Wcrnonb3yeTcs
2003 - string 43823|LOGIN lone User-Name 8 )0 nusyercs
Radius
225 |4 int32 0 POST_NAT SOURCE_IPV4_ADDRESS Ncnonb3yeTcs
227 |2 int16 0 POST_NAPT_SOURCE_TRANSPORT _PORT Wcnonb3yeTcs




HenbTa
2010|2 int16 43823|FRGMT _DELTA PACKS hparmeHTMpoBaHHLIX [/cnonb3yeTcs
MaKeToB.
. JenbTa
2011|2 intl6 43823 |REPEAT_DELTA PACK DETPAHCMUCCHI, Wcnonb3yeTcs
20124 int32 43823|PACKET DELIVER TIME 3apepxka (RTT/2) B MC|) 00 overeq
- - (RTT=round-trip time).
Homep kaHana
(vchannel) nnn mocTa.
Ecnu B KOHUTrypaumm
DPI HacTpoeHsl
2016|2 intl6 43823 |BRIDGE_CHANNEL_NUM vchannel, Wcnosb3yeTca
To byneT
nepefaBaTbCs HOMEP
KaHana, uHa4ve Homep
MoCTa.
6 2 intl6 0 tcpControlBits
58 |2 int1l6 0 VlanID
59 |2 intl6 0 postVlanid
56 |6 mac_address|0 Source MAC Address
57 |6 mac_address|0 Destination MAC Address
2017|- raw 43823|MPLS Lables
132 |8 int64 0 droppedOctetDeltaCount
133 |8 int64 0 droppedPacketDeltaCount
Huxe npeactasneH wabnoH akcnopTa B hopmaTe IPFIX ans npoTtokna IPv6.
B naHHoM wabnoHbl oTcyTCTBYIOT Nons: SOURCE_IPV4_ADDRESS,
DESTINATION_IPV4_ADDRESSs, POST NAT SOURCE IPV4_ADDRESS,
POST_NAT_SOURCE_TRANSPORT _PORT, - 1 NpuCyTCBTYIOT CneayloLine:
LWabnoH 3kcnopTta pnsa IPv6
Ne Kg:;o Tun paHHbIX IANA OnucaHue MpuMeyaHue
. AHanor B NetFlow v9
27|16 int128 0 SOURCE_IPV6_ADDRESS IPV6_SRC_ADDR
28|16 int128 0  |DESTINATION_IPV6_ADDRESS|"Ha/1or B NetFlow v3
- - IPV6_DST_ADDR

Ona npuema, obpaboTkm n xpaHeHus IPFIX pekomeHAyeTCs MCNOJSib30BaTh
MporpamMMHbIA NpoayKT ansa cbopa ctaTnucTmkn QoE Store u Mpadmyecknin nHTepdeinc

DPIUI2.

Onsa cbopa nHpopmaunm B hopmaTte IPFIX nogonpeT noboin yHnBepcanbHbix IPFIX
KONNEKTOP, MOHMMaOWMA WwabnoHsl, nnn ytunuta IPFIX Receiver.
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