CopepxaHue

HacTtpouka skcnopTa B opMaTe IPFIX ... e






HacTtpouka akcnopta B ¢popmaTte IPFIX

Ina ynpasneHns popmaTom 3kcnopTa nosHoro NetFlow HeobxoanmMo yka3aTb HaCTPONKY:

netflow full collector type=1

raoe

e "0" - 3kcnopT B (hopmaTe NetFlow5 (3Ha4yeHMe nNo yMonyaHuio).
e "1" - 3kcnopT IPFIX Ha UDP konnekTop.
e "2"-3kcnopT IPFIX HaTCP KonnekTop.

Hvxe npeactasneH wabnoH akcnopTa B hopmaTe IPFIX (Netflow v10) ona npotokona IPv4.

LWa6noH s3kcnopTa gnsa IPv4

Ne KOH:BO Tun IANA OonucaHue MpuMmeyaHue Wcnonb3osanue

GaMT |paHHbIX B QoEStor

. Ananor B NetFlow v9
1 8 int64 0 |OCTET_DELTA_COUNT IN_BYTES Vcnonb3yeTtcsa
2 | 8 | inte4 | O |PACKET DELTA COUNT rrianor 8 Netrlowvdycnonsayercs

. AH_anor B NetFlow v9
4 1 int8 0 |PROTOCOL_IDENTIFIER PROTOCOL Vcnonb3yeTcs
5 1 | int8 | O |IP.CLASS OF SERVICE foajore NetFlow v3 | nonb3yercs

. Ananor B NetFlow v9
7 2 int16 0 |SOURCE_TRANSPORT_PORT L4 SRC_PORT Ncnonb3yeTcs
8 | 4 | int32 | 0 |SOURCE_IPV4 ADDRESS Ananor B NetFlow v3 ;o0 o ereq

VA IPV4_SRC_ADDR y

. AHanor B NetFlow v9
11 2 intl6 0 [DESTINATION_TRANSPORT PORT L4 DST PORT Wcnonb3yeTcs

. Ananor B NetFlow v9
12 4 int32 0 |DESTINATION IPV4 ADDRESS IPV4_DST ADDR Vcnonb3yeTcs
16| 4 | int32 | 0 |BGP_SOURCE AS NUMBER pranor B Netrlowvdycnonsayercs

. AHaJ—'IOF B NetFlow v9
17 4 int32 0 |BGP_DESTINATION_AS_NUMBER DST AS Vicnonb3yeTcsa
152 8 int64 0 |FLOW_START MILLISECOND ) Ncnonb3yeTcsa
153 8 int64 0 |FLOW_END_MILLISECOND Wcnonb3yeTcs
10| 2 intlé | 0 |INPUT SNMP Araror B NetFlow v |, o 0y o ereq

= Ingressinterface
14| 2 intlé | 0 |OUTPUT SNMP Araror B NetFlow vO |, o0y o ereq
- Egressinterface

. AHanor B NetFlow v9
60 1 int8 0 |IP_VERSION IP_ PROTOCOL,_VERSION Wcnonb3yeTcs
2000, 8 int64 |43823|SESSION_ID Vcnonb3yeTca
2001 - string [43823|HTTP_HOST unun CN_HTTPS Wcnonb3yeTcs
2002 2 intl6 |43823|DPI_PROTOCOL Vicnonb3yeTcs
2003| - | string |43823|LOGIN fone User-Name 8 1) nuayercs

Radius

225 4 int32 0 |POST_NAT_SOURCE_IPV4_ADDRESS Vcnonb3yeTca
227 2 intl6 0 [POST_NAPT_SOURCE_TRANSPORT PORT Wcnonb3yeTcs




LWabnoH akcnopTta gna IPv4

Kon-eo| Tun WUcnonb3oBaHue
Ne GaiT |paHHbIX IANA OnucaHue MpumeyaHue B QoEStor
DenbTa
2010 2 intl6 |43823|FRGMT _DELTA PACKS (bparMeHTUpPOBaHHLIX (/icnosib3yeTcs
NMakKeToB.
2011 2 | intl6 |43823|REPEAT DELTA _PACK fleneta 5 cnonb3yeTcs
- - peTpaHCMUCCcnun.
: 3apepxka (RTT/2) B MC
2012 4 int32 |43823|PACKET_DELIVER TIME (RTT=round-trip time). Wcnonb3yeTcs
Homep kaHana
(vchannel) nnn mocTa.
Ecsin B KOHUrypauum
DPI HacTpoeHsl
2016| 2 intl6 |43823|BRIDGE_CHANNEL NUM vchannel, Wcnonb3yeTcs
To byneTt
nepefaBaTtbCd HOMeEP
KaHasa, nHaye Homep
MoCTa.
Huxe npeacTtasneH wabnoH akcnopTa B ¢popmaTe IPFIX ona npotokna IPv6.
B naHHoM wabnoHbl oTcyTCTBYIOT Nons: SOURCE_IPV4_ADDRESS,
DESTINATION IPV4 ADDRESSs, POST NAT SOURCE IPV4 _ADDRESS,
POST_NAT _SOURCE_TRANSPORT _PORT,- v NpuCYTCBTYIOT CneayloLine:
LWa6noH 3kcnopta pnsa IPve
Ne Kg:i;:o Tvn paHHbIX [IANA OnucaHue NMpuMmeyaHue
. Ananor B NetFlow v9
27 16 int128 0 |SOURCE_IPV6_ADDRESS IPV6_SRC_ADDR
28| 16 int128 0 |DESTINATION_IPV6_ADDRESS|;Hasior 8 NetFlow v3
- = IPV6_DST ADDR

Ona npuema, obpaboTkm n xpaHeHusa IPFIX pekomeHayeTcs MCNOAb30BaATb
MporpaMMHbIN NpoAyKT Ans cbopa ctatuctmkm QoE Store n padguyecknin nHTepgenc

DPIUI2.

KONIEKTOP, NOHMMatoWmi WwabnoHsl, nan ytunuta IPFIX Receiver.

Ons cbopa uHdopmaunn B popmaTte IPFIX nogonpeT nobon yHuBepcanbHbix IPFIX
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