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OOLlee onucaHue

CKAT DPI noonep»XvnBaeT BbIrPy3Ky CTaTUCTUKK B hopMaTax:

IPFIX (NetFlow v10)
NetFlow v5

IPFIX (NetFlow v10)

DKCMNOPT CTAaTUCTUKN ANa BunanHra, NoAHON CTaTUCTMKKU NO ceccnsam. PopMaT BbIrPy3KM ONUCaH B
pa3fene HacTponka akcnopTa B (hoopmaTe IPFIX.

Ina npuema, 0bpaboTkm n xpaHeHmsa NetFlow npegnaraem ncnosib30BaTb NPOrPaMMHbIA MPOAYKT
ans cbopa ctaTucTtukm QoE Store n rpacunydeckuin nHtepdenc DPIUIZ.

B paspene nornpoeaHus ¢ nomoLlbto IPFIX onncaH akcnopT MeTanHgopMmaumun:

ClickStream

SIP

FTP

MecceHaxxepos (XMPP)

NoYTOBbLIX NpoTOoKo0B (POP,IMAP,SMTP)
CbIpbIX HEpaCNapCeHHbIX MeTafaHHbIX

NetFlow v5

JaHHbIA hopMaT noaaep>xmBaeTcs 60NbLLMHCTBOM BecnnaTHbIX U KOMMEPYECKUX CpelcTB ansa cbopa
W aHann3a cTaTUCTrKK. Ins yaobcTBa nonb3oBaTene Mbl nocTaBnsem becnnaTtHoe MO ans
MPOCMOTPa W aHasin3a CTaTUCTUKM - CIerka afanTupoBaHHYo Bepcuio nfsen, LOMOSHEHHYIO
nHopMaumen 06 MMeHax NPOTOKOJIOB M aBTOHOMHbIX CUCTEM.

Mepenaya DPI nHdopmauum B hopmaTe netflow5 nmeet pag ocobeHHoCTeN:

1.

Ana nepegayun nHpopmauum 06 ncnosib3yemMom NpoToKose ncnosib3yeTcs none dstport (Homep
nopTa). Korga 3To BO3MOXXHO MUCMOJIb3YEeTCA HOMEP MopTa, 3aKpernJieHHbIN 3a MPOTOKOI0M
accoumnaumen IANA, HO A1 NPOTOKO0B CO CBOOOAHBIM HOMEPOM (TOPPEHTLI, CKalmn u T.M.)
BblAeJIeH CneunanbHbIli HOMep B BepXHEM Anana3oHe (49152-65534), 3ape3epBMpOBaHHOM
IANA ona npmBaTHbIX MOPTOB. ECAIM NPOTOKON onpenesnTb He yOanocb, EMy Ha3HaA4YaeTCs
Homep nopTa 65535.

. CTaTtucTtumka no MPOTOKOJ1aM MnepenaeTcd B arpermpoBaHHoOM Bnae, T.€. DPI HakannneaeTt

CTaTUCTUKY MO NPOTOKOJY, 06beanHAa MHDOPMALIMIO MO pa3HbIM CECCUSAM, @ MOTOM C 3a4aHHON
NepuoanYHOCTbIO NepefaeT ee Ha KOJIJIEKTOP. ITO NO3BOJISET CYLLECTBEHHO CHU3UTbL 06beM
nepefaBaeMon MHGopmaumnen.

VH(popMaums o HanpaeneHUsx nepefaeTcs B noje dst as (HoMep aBTOHOMHOW CUCTEMbI)
CTaTucTuka no HanpasneHWAM NepeaaeTcs B arpermpoBaHHoM Buae, T.e. DPl HakanavnsaeT
CTaTUCTUKY Mo HanpasneHuto (Homepy AS), 0bbeanHAs NHGOPMaLMIO MO Pa3HbIM CECCMaM, a
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MOTOM C 3aaHHOW NepnoANYHOCTbLIO NepefaeT ee Ha KOJINEKTOp. TO No3BonseT
CYLLEeCTBEHHO CHU3UTbL 0b6beM nepefaBaemMont MHpoOpMaLmen.
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