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HacTpouku

CucTtema No3BOSET 3anucbiBaTb Tpaduk no BbibpaHHbIM NpoTokonam B PCAP-hopMmaTe, a Takxe
normpoBaTb MeTafaHHble HTTP 3anpocos, SIP, FTP.

PCAP

AkTusmpoBaTh 3anuck Tpadguka no IP nam CIDR (0.0.0.0/0 - gna 3anuncu Bcero Tpaduka)
ajb save 1p=192.168.0.0

OT0 ropa4ym NapameTp 1 AaHHbIN CMMCOK MOXXHO U3MEHSATL Ha neTy KomaHaon service fastdpi
reload

ajb save ip paboTaeT He3aBucumo OT aboHeHTa Ha CaMOM BXOAE U MULIET BeCb
aboHeHTCKMI TpadmK 4O TOr0 Kak K HeMy Oblin NMPYMEHEHbI CEPBUCHI U MOJINCUHT .

Ecnv ykasaTb HaCTpoeyHbI NapaMeTp
ajb _reserved=

TO NamMaTb nog bydep 3anncu pesepeupyeTcs 3apaHee (Npu ctapte DPI) n CTaHOBUTCS BO3MOXKHbIM
aKTMBMNPOBATb N OCTAHABANBATb 3aNNCb AAHHbLIX Ha NeTYy, U3MEHAA 3HaYeHne napameTpoB
ajb_save_url, ajb_save_udpi n ajb_save_ip

Onsa 3anucu gaHHbix B PCAP thopMaTe B KOHUrypaunoHHo ganne /etc/dpi/fastdpi.conf
HaCTpaunBaloTCA cregytoume napameTpbl:

ajb save udpi=
ajb save udpi proto=0SPFIGP:ospf-lite
ajb udpi path=/var/dump/dpi

roe

e ajb _save udpi=1 - aKkTUBMPOBaTL 3aMUCb TparKa MO CNUCKY NPOTOKOJI0B

e ajb_udpi_path=/var/dump/dpi - mecTo pa3meLLeHNs (aiioB C 3anNncbio (MO YMONYaHNUIO
/var/dump/dpi)

e ajb_save udpi_proto=0SPFIGP:0spf-lite - CNCOK 3anncbiBaeMbIX MPOTOKO/IOB B BUE TECTOBbIX
N LNGPOBLIX NAEHTUDUKATOPOB, A5 3aNNCK BCEro Tpadrka NCNONb3yeTCs napameTp
everything

Ons npumeHeHMa napaMeTpoB BeINoHUTL service fastdpi reload

@ TakXXe MOXHO nogkawyaTb ycnyry 12 (3anucb Tpaduka) WHAUBUAYANbHO MO


https://wiki.vasexperts.ru/doku.php?id=dpi:dpi_options:opt_statistics:statistics_info:start
https://wiki.vasexperts.ru/doku.php?id=dpi:dpi_options:opt_statistics:statistics_info:start
https://wiki.vasexperts.ru/doku.php?id=dpi:dpi_options:opt_li:li_ctrl:start

{!\ KaXxaoMy aboHeHTYy.

Macka co3faHusi UHOEKCOB ANa pcap (ainos:

¢ 0 - He co3patoTcA
e1l-nolPvd

e 2-1o IPvb

e 3-1mo IPv4 nno IPv6

ajb pcap ind mask= He co3falTcs

ajb pcap ind mask= no IPv4

ajb pcap ind mask= no IPvo6

ajb _pcap_ind mask= no IPv4 nno IPv6

970 rops4yee noJie 1 AaHHbLIA CIUCOK MOXHO U3MEHATL Ha N1eTy KoMaHon service fastdpi reload

HTTP

Ana 3anucu meTagaHHbIX HTTP 3anpocoB B KOHDUrypaumoHHoM daine /etc/dpi/fastdpi.conf
HaCTpamMBalTCA Cnefyolme napameTpbl:

ajb save url=-

ajb save url format=ts:prg:login:ipsrc:ipdst:host:path:ref:uagent:cookie:tph
ost:blockd:method

ajb url path=/var/dump/dpi

ajb url ftimeout=

roe

e ajb _save url=-1 - akTMBMPOBaTb 3aNUCb MeTagaHHbIX HTTP
e ajb_url_path=/var/dump/dpi - MecTo pa3meLLeHuns (hanaos C 3anNnCbio (Mo YMON4YaHUo
/var/dump/dpi)
e ajb_url ftimeout=30 - NnepnoAN4YHOCTb 3aNnUCK
e ajb _save url format=ts:prg:login:ipsrc:ipdst:host:path:ref:uagent:cookie:tphost:blockd:method -
CMUCOK 3anncbiBaeMbIX MeTafaHHbIX, rae
o ts - BpeMeHHasa MeTKa
o prg - id akTUBHbIX B AaHHbIX MOMEHT CEPBMUCOB
o login - login aboHeHTa
o jpsrc - IP agpec NCToYHMKa 3anpoca (aboHeHTa)
o jpdst - IP agpec nony4yatens 3anpoca (xocTa)
o host - nms xocTa (none Host/CNAME/SNI/QUIC)
o path - nyTb K 3anpawmBaeMoMy Ha xocTe pecypcy (URI)
o ref - ICTOYHUK Nepexoda (none Referer)
o uagent - Tun 6pay3sepa (none User-Agent)
o cookie - kykn (none Cookie)
o ssid - npeHTNMKaTop ceccum (ana ceasm ¢ gaHHsiMu Netflow/IPFIX no obbemam)
o tphost - Tun paHHbIX B none Host (HTTP=1/CNAME=2/SNI=3/QUIC=4)
o blockd - 6utoBas Macka, npusHak 6nokmposku/nepeagpecauun (0x3 - gns HTTP, Ox1 -


https://wiki.vasexperts.ru/doku.php?id=dpi:dpi_options:opt_li:li_ctrl:start

015 0OCTasbHOro)
o method - meton 1 - GET, 2 - POST, 3 - PUT, 4 - DELETE (none poctynHo ¢ Bepcun 6.0)

SSL/TLS

Ons 3anncu metagaHHbix SSL/TLS 3anpocoB B KOHGUrypaunoHHom danne /etc/dpi/fastdpi.conf
HaCTpaunBalTCA crefytowme napameTpsbl:

ajb save ssl=-

roe Macka naros coxpaHeHus SSL :

e 0 - HEe COXpaHATb
e 1-sni(SSL)

e 2 -cname

e 4 -sni(QUIC)

T.e. -1 - nncaTtb BCe

ajb save ssl format=ts:prg:login:ipsrc:ipdst:host:tphost:blockd:method
ajb ssl path=/var/dump/dpi
ajb ssl ftimeout=

rape

e ajb_save ssl=-1 - akTMBMPOBATb 3anNnCb MeTagaHHbIX SSL/TLS
e ajb_ssl path=/var/dump/dpi - MecTo pa3meLLeHns PanioB C 3anncbto (N0 yMon4yaHuo
/var/dump/dpi)
e ajb _ssl ftimeout=30 - Nepnoan4HOCTb 3anucu
e ajb_save ssl format=ts:prg:login:ipsrc:ipdst:host:path:ref:uagent:cookie:tphost:blockd:method -
CMMWCOK 3annCbiBaeMbIX MeTadaHHbIX, F4e
o ts - BpeMeHHas MeTKa
o prg - id akTUBHbIX B AaHHbIX MOMEHT CEPBMCOB
o login - login aboHeHTa
o jpsrc - IP agpec NCTOYHMKa 3anpoca (aboHeHTa)
o jpdst - IP agpec nonyyaTensa 3anpoca (xocta)
o host - nms xocTa (none Host/CNAME/SNI/QUIC)
o path - nyTb K 3anpawmBaeMoMy Ha xocTe pecypcy (URI)(Tam rae npumeHnmo)
o ref - NCTOYHUMK nepexofa (none Referer)(Tam rae NnpuMeHNMO)
o uagent - Tun 6pay3sepa (none User-Agent)(Tam rae npMMeHMMo)
o cookie - kyku (none Cookie)(Tam rge npMMeHNMO)
o ssid - naeHTugukaTop ceccun (ana ceasm ¢ gaHHbiMu Netflow/IPFIX no obbemam)
o tphost - Tun gaHHbIX B none Host (HTTP=1/CNAME=2/SNI=3/QUIC=4)
o blockd - butoBas Macka, npm3Hak 6nokuposku/nepeagpecaumm (0x3 - gna HTTP, 0x1 -
015 0OCTasbHOro)
o method - meton 1 - GET, 2 - POST, 3 - PUT, 4 - DELETE (none poctynHo ¢ Bepcun 6.0)(Tam
rae npuMeHnmo)



SIP

Ons 3anncu metagaHHbix SIP B KOHGUrypaunoHHoM anne /etc/dpi/fastdpi.conf HacTpanBatoTcs
cnegymoline napameTpsbl:

ajb save sip=

ajb sip ftimeout=

ajb _sip path=/home/sip

ajb save sip format=ts:ssid:ipsrc:ipdst:login:msg:scode:from:to:callid:uagen
t

rape

e ajb_save sip=1 - akTUBMPOBaTb 3annCb MeTagaHHbIX SIP
e ajb _sip_path==/home/sip - MeCcTo pa3meLLeHs Pannos C 3anNUCbto (N0 YMONYaHUIO
/var/dump/dpi)
e ajb _sip_ftimeout=15 - NnepMoaN4YHOCTb 3anmcu
e ajb_save sip_format=ts:ssid:ipsrc:ipdst:login:msg:scode:from:to:callid:uagent - cnucok
3annCbiBaeMbIX MeTafaHHbIX, rae
o ts - BpeMeHHas MeTKa
o ssid - npeHTnnKaTop ceccmm (ana ceasm ¢ aaHHsiMu Netflow/IPFIX no obbemam)
o ipsrc - IP aboHeHTa
o pdst - IP cepBepa
o login - LOGIN aboHeHTa
°© msg - TN coobLeHns
o scode - cTaTyc-Ko4
o from - HOMep/MAEHTUDUKATOP Bbi3biBatoLLEro abOHEHT
o to - HoMep/MAEeHTU(NKATOP BbI3bIBAEMOro abOHEHT
o callid - nvieHTUnKaTop BbI30BA
o uagent - Tun aboHeHTCKoro yctponcrea (User-Agent)
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