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HacTtpouka nokanbHou 3anucu PCAP u
ctatuctukum no ClickStream, SIP

CucTteMa No3BOSET 3anucbiBaTb Tpaduk no BbibpaHHbLIM NpoTokonam B PCAP-hopMaTe, a Takxe
NlormpoBaTb MeTafdaHHble HTTP 3anpocos, SIP, FTP.

PCAP

AkTVBUpOBaTb 3anucb Tpaduka no IP unn CIDR (0.0.0.0/0 - gns 3anmncu Bcero Tpaguka)
ajb save 1p=192.168.0.0

3TO0 ropsa4min NnapameTp U OaHHbIN CIUCOK MOXHO M3MEHSTbL Ha N1eTy KoMaHaon service fastdpi
reload

ajb _save ip paboTaeT He3aBMCMMO OT aboHeHTa Ha CaMOM BXO4e W MuLeT BeCb
abOHEHTCKMI TpadvK 10 TOro Kak K HeMY OblI MPUMEHEHbI CEPBUCHI N MOANCUHT.

Ecnv ykasaTb HaCTpoeyHbI NapaMeTp
ajb _reserved=

TO NamMaTb nog bydep 3anucu pesepeupyeTcs 3apaHee (Npu ctapte DPI) 1 CTaHOBUTCS BO3MOXKHbIM
aKTUBMPOBATb M OCTaHaBJ/IMBATb 3aMuCb AaHHbIX Ha NeTy, U3MeHSA 3Ha4YeHne napaMeTpoB
ajb_save _url, ajb_save udpi n ajb_save _ip

Ons 3anncu gaHHbix B PCAP chopmaTe B KOHUrypaunoHHo danne /etc/dpi/fastdpi.conf
HaCTpauMBalTCA CneaytoLine napameTpsl:

ajb save udpi=
ajb save udpi proto=0SPFIGP:ospf-lite
ajb udpi path=/var/dump/dpi

roe

e ajb_save udpi=1 - aKkTUBMPOBATbL 3aMnUCb TpacmKa Mo CrncKy NpPoTOKO/0B

e ajb_udpi_path=/var/dump/dpi - mecTo pa3meLLeHns (anos C 3anncblo (Mo yMoI4aHUo
/var/dump/dpi)

e ajb save udpi_proto=0SPFIGP:ospf-lite - CMMCOK 3annCbiBaeMbIX MPOTOKOJIOB B BUAE TECTOBbIX
NV LNGPOBLIX MAEHTUMUKATOPOB, A5 3aNUCK BCero Tpadrka NCNoNb3yeTcs napameTp
everything

[na npuMmeHeHns napameTpoB BbiNoJHUTL service fastdpi reload
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Takxe MOXHO MnoAkaw4YaTb ycayry 12 (3anucb Tpaduka) MHAUBUAYAJSIbHO MO
Ka)kaoMmy aboHeHTy.

Macka co3[aH1s NHOEKCOB ANs pcap (aiiios:

¢ 0 - He co3paloTCA

e 1-nolPv4

e 2-1o IPvb

e 3-1mo IPv4d n no IPv6

ajb pcap ind mask= He co3falTcs

ajb _pcap_ind mask= no IPv4

ajb pcap ind mask= no IPvo6

ajb pcap ind mask= no IPv4 nno IPv6

3TO0 rops4ee rnoJje u AaHHbIN CMUCOK MOXXHO M3MEHSATb Ha NieTy KoMaHaon service fastdpi reload

HTTP

Ons 3anncu metagaHHbix HTTP 3anpocoB B KOH(UrypaunoHHom anne /etc/dpi/fastdpi.conf
HaCTpaunBalOTCA CneayloLine napameTpsbl:

ajb save url=-

ajb save url format=ts:prg:login:ipsrc:ipdst:host:path:ref:uagent:cookie:tph
ost:blockd:method

ajb url path=/var/dump/dpi

ajb url ftimeout=

rape

e ajb_save url=-1 - akTMBMPOBATb 3anNuUCb MeTagaHHbIX HTTP
e ajb_url path=/var/dump/dpi - MecTo pa3meLLeHns (PanioB C 3anncbto (N0 yMoN4yaHuo
/var/dump/dpi)
e ajb_url_ftimeout=30 - NnepnogN4HOCTb 3anucu
e ajb_save_url_format=ts:prg:login:ipsrc:ipdst:host:path:ref:uagent:cookie:tphost:blockd:method -
CMMUCOK 3annCbiBaeMbIX MeTadaHHbIX, Fae
o ts - BpeMeHHas MeTKa
o prg - id akTUBHbIX B AaHHbIX MOMEHT CEPBMCOB
o login - login aboHeHTa
o jpsrc - IP agpec NCTOYHMKa 3anpoca (aboHeHTa)
o jpdst - IP agpec nonyyaTensa 3anpoca (xocTa)
o host - nms xocTa (none Host/CNAME/SNI/QUIC)
o path - nyTb K 3anpawmBaeMoMy Ha xocTe pecypcy (URI)
o ref - NICTOYHMK nepexoga (none Referer)
o uagent - Tun 6pay3sepa (none User-Agent)
o cookie - kyku (none Cookie)
o ssid - npeHTNMKaTop ceccmm (ana ceasm ¢ aaHHbiMn Netflow/IPFIX no obbemam)


https://wiki.vasexperts.ru/doku.php?id=dpi:dpi_options:opt_li:li_ctrl
https://wiki.vasexperts.ru/doku.php?id=dpi:dpi_options:opt_li:li_ctrl

o tphost - Tun paHHbIX B none Host (HTTP=1/CNAME=2/SNI=3/QUIC=4)

o blockd - butoBasi Macka, npusHak 6nokumposku/nepeaspecauun (0x3 - gns HTTP, Ox1 -
L7191 0CTaJIbHOro)

o method - meTon 1 - GET, 2 - POST, 3 - PUT, 4 - DELETE (none gocTynHo ¢ Bepcum 6.0)

SSL/TLS

Ina 3anncu meTagaHHbIX SSL/TLS 3anpocoB B KOHDUrypaunoHHoM taine /etc/dpi/fastdpi.conf
HaCTpamMBalTCA CneayoLline napameTpbl:

ajb save ssl=-

roe Macka naros coxpaHeHus SSL :

e 0 - He CoOXpaHATb
e 1-sni(SSL)

e 2 -Chame

e 4 -sni(QUIC)

T.e. -1 - nucaTb BCE

ajb save ssl format=ts:prg:login:ipsrc:ipdst:host:tphost:blockd:method
ajb ssl path=/var/dump/dpi
ajb ssl ftimeout=

roe

e ajb _save ssl=-1 - akTMBMPOBATb 3aNUCb MeTagaHHbIX SSL/TLS
e ajb_ssl path=/var/dump/dpi - MmecTo pa3meLLeHNs hanios C 3anNUCbIo (M0 YMONYaHUIO
/var/dump/dpi)
e ajb_ssl_ftimeout=30 - NepnoanN4HOCTb 3anncu
* ajb save ssl format=ts:prg:login:ipsrc:ipdst:host:path:ref:uagent:cookie:tphost:blockd:method -
CMUCOK 3anncCbliBaeMbIX MeTadaHHbIX, rae
o ts - BpeMEHHas MeTKa
o prg - id aKTUBHbIX B AaHHbIX MOMEHT CEpPBMCOB
o login - login aboHeHTa
o jpsrc - IP agpec NCToYHMKa 3anpoca (aboHeHTa)
o jpdst - IP agpec nonyyaTensa 3anpoca (xocrta)
o host - nms xocTa (none Host/CNAME/SNI/QUIC)
o path - NyTb K 3anpawmnBaemMomy Ha xocTe pecypcy (URI)(Tam raoe npyumeHnmo)
o ref - NCTOYHKK nepexopa (none Referer)(Tam rae npyuMeHMMO)
o uagent - Tun 6pay3epa (none User-Agent)(Tam rae npMMeHMMo)
o cookie - kyku (none Cookie)(Tam rae NpUMeHMMO)
o ssid - npeHTnnKaTop ceccmm (Ana ceasm ¢ gaHHsiMu Netflow/IPFIX no obbemam)
o tphost - Tn paHHbIX B none Host (HTTP=1/CNAME=2/SNI=3/QUIC=4)
o blockd - butoBas Macka, npm3sHak bnokuposku/nepeagpecaumm (0x3 - gna HTTP, 0x1 -
AN5 OCTaNbHOro)
o method - meTon 1 - GET, 2 - POST, 3 - PUT, 4 - DELETE (none focTynHo C Bepcum 6.0)(Tam
roe npMMeHnMo)



SIP

Ons 3anncu metagaHHbix SIP B KOHGUrypaunoHHoM anne /etc/dpi/fastdpi.conf HacTpanBatoTcs
cnegymoline napameTpsbl:

ajb save sip=

ajb sip ftimeout=

ajb _sip path=/home/sip

ajb save sip format=ts:ssid:ipsrc:ipdst:login:msg:scode:from:to:callid:uagen
t

rape

e ajb_save sip=1 - akTUBMPOBaTb 3annCb MeTagaHHbIX SIP
e ajb _sip_path==/home/sip - MeCcTo pa3meLLeHs Pannos C 3anNUCbto (N0 YMONYaHUIO
/var/dump/dpi)
e ajb _sip_ftimeout=15 - NnepMoaN4YHOCTb 3anmcu
e ajb_save sip_format=ts:ssid:ipsrc:ipdst:login:msg:scode:from:to:callid:uagent - cnucok
3annCbiBaeMbIX MeTafaHHbIX, rae
o ts - BpeMeHHas MeTKa
o ssid - npeHTnnKaTop ceccmm (ana ceasm ¢ aaHHsiMu Netflow/IPFIX no obbemam)
o ipsrc - IP aboHeHTa
o pdst - IP cepBepa
o login - LOGIN aboHeHTa
°© msg - TN coobLeHns
o scode - cTaTyc-Ko4
o from - HOMep/MAEHTUDUKATOP Bbi3biBatoLLEro abOHEHT
o to - HoMep/MAEeHTU(NKATOP BbI3bIBAEMOro abOHEHT
o callid - nvieHTUnKaTop BbI30BA
o uagent - Tun aboHeHTCKoro yctponcrea (User-Agent)
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