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HacTtpouka nokanbHou 3anucu PCAP u
cTaTUCTUKM no HTTP, SSL/TLS, SIP

CncTtema nNo3BoJsigeT 3anucbiBaTh Tpaguk no BelbpaHHbIM nNpoTokonam B PCAP-hopmaTe, a Takxe
normposaTb MeTagaHHble HTTP 3anpocos, SSL/TLS, SIP.

PCAP

PCAP no IP u CIDR

AkTmBMpOBaTL 3anncb Tpaduka no IP nam CIDR (0.0.0.0/0 - onsa 3anuncm Bcero Tpaguka)
ajb save 1p=192.168.0.0

OT0 ropa4ymi NapameTp 1 AaHHbLIN CMMCOK MOXXHO U3MEHSTL Ha neTy KoMmaHaon service fastdpi
reload

ajb save ip paboTtaeT He3aBucumo OT aboHeHTa Ha CaMOM BXOAE U NMULIET BeCb
aboHeHTCKMI TpadmK 4O TOr0 Kak K HeMy Oblin NMPYMEHEHbI CEPBUCHI U MOJINCUHT .

Ecnv ykasaTb HaCTpoeYHbI NapaMeTp
ajb _reserved=

TO NamMaTb nog bydep 3anncu pesepsupyeTcs 3apaHee (Npu ctapte DPI) 1 CTaHOBUTCS BO3MOXKHbIM
aKTMBMNPOBATb N OCTAHABANBATb 3aNNCb AAHHbLIX Ha NeTYy, U3MEHAA 3HaYeHne napameTpoB
ajb_save_url, ajb_save_udpi n ajb_save_ip

Ansa 3anucu gaHHbix B PCAP thopmaTe B KOHUrypaunoHHo ganne /etc/dpi/fastdpi.conf
HaCTpauBaloTCA cregytoume napameTpbl:

ajb save udpi=
ajb save udpi proto=0SPFIGP:ospf-lite
ajb udpi path=/var/dump/dpi

roe

e ajb_save udpi=1 - aKkTUBMPOBaTbL 3aNnUCb TpamKa Mo CrUCKY NPOTOKO0B

e ajb_udpi_path=/var/dump/dpi - mecTo pa3meLLeHNs (aiios C 3anncbio (MO YMONYaHMUIO
/var/dump/dpi)

e ajb_save udpi_proto=0SPFIGP:o0spf-lite - CNNCOK 3anncbiBaeMbIX MPOTOKO/I0B B BUE TECTOBbIX
N LNGPOBLIX NAEHTUDUKATOPOB, A5 3aNNCK BCEro Tpadrka NCNONb3yeTCs napameTp
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everything

Ana npumeHeHUs napameTpoB BbINONHUTL service fastdpi reload

Takxe MOXHO nogkaw4yaTb ycnyry 12 (3anucb Tpaguka) MHOWBUAYAJIbHO MO
Ka)xaomy aboHeHTy.

Macka co3gaHus MHOEKCOB A4 pcap (anios:

¢ 0 - He co3patoTCA

e 1-nolPvd

e 2-no IPv6

e 3-mo IPv4 n no IPv6

ajb pcap ind mask= He co3patoTcs

ajb pcap ind mask= no IPv4

ajb pcap ind mask= no IPv6

ajb pcap ind mask= no IPv4 nno IPv6

3To ropsiyee nose N AaHHbIA CMUCOK MOXHO M3MEHSATh Ha NeTy KoMaHaow service fastdpi reload

PCAP no VLAN

YnpasneHue 3anunceto PCAP ro VLAN ocywecTenseTcs napameTpoMm:
ajb save vlan

Bo3MOXHble 3HaYeHUS:

e n — 3anucb B PCAP TosbKO C ycsioBmeM vlan-id == n (qing 3anucbiBaTbCs He byneT, faxe
ecnm svlan-id == n)

e n.m — 3anucb B PCAP Tonbko npn svlan-id == n, cvlan-id == m

e n.0 — 3anucb B PCAP npn svlan-id == n, cvlan-id == any

MoooepXXnBaeTCa OfHa akTUBHas 3anncb oTbopa Aas 3anncu.
PoTauus ocywecTBiseTcs Ha 06LWumx ycnosmax (aHanornyHo ajb save ip).

HTTP

Ans 3anncu metagaHHbix HTTP 3anpocoB B KOH(UrypaunoHHoM anne /etc/dpi/fastdpi.conf
HaCTpamMBalOTCA CneayioLine napameTpbl:

ajb save url=-
ajb save url format=ts:prg:login:ipsrc:ipdst:host:path:ref:uagent:cookie:tph
ost:blockd:method
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ajb url path=/var/dump/dpi
ajb url ftimeout=

roe

e ajb _save url=-1 - akTMBMPOBATb 3aNUCb MeTagaHHbIX HTTP

e ajb_url_path=/var/dump/dpi - MmecTo pa3meLLeHns (hanios C 3anNnUCbio (Mo yMON4aHUo
/var/dump/dpi)

e ajb_url ftimeout=30 - NnepnoaAN4YHOCTb 3aNuncK

e ajb save url format=ts:prg:login:ipsrc:ipdst:host:path:ref:uagent:cookie:tphost:blockd:method -

CMUCOK 3anncbiBaeMbIX MeTafaHHbIX, rae
o ts - BpeMeHHasa MeTKa
o prg - id aKTUBHbIX B AAaHHbIX MOMEHT CEPBMCOB
o login - login aboHeHTa
o jpsrc - IP agpec NCTOYHMKa 3anpoca (aboHeHTa)
o jpdst - IP agpec nony4yatens 3anpoca (xocTa)
o host - nms xocTa (none Host/CNAME/SNI/QUIC)
o path - nyTb K 3anpawmnBaemMomy Ha xocTe pecypcy (URI)
o ref - ICTOYHUK Nepexoda (none Referer)
o uagent - Tun 6pay3sepa (none User-Agent)
o cookie - kyku (none Cookie)
o ssid - npeHTNMKaTop ceccum (ana ceasm ¢ gaHHsiMn Netflow/IPFIX no obbemam)
o tphost - Tn paHHbIX B none Host (HTTP=1/CNAME=2/SNI=3/QUIC=4)
o blockd - butoBas Macka, npu3Hak bnokuposku/nepeaagpecaummn (0x3 - gna HTTP, 0x1 -
AN5 0CTaNnbHOro)
o method - meTopn 1 - GET, 2 - POST, 3 - PUT, 4 - DELETE (none gocTynHo ¢ Bepcum 6.0)

SSL/TLS

Ina 3anucu meTagaHHbIX SSL/TLS 3anpocoB B KOHDUrypaunoHHoM taine /etc/dpi/fastdpi.conf
HaCTpamMBalTCA CneayoLline napameTpbl:

ajb _save ssl=-

roe Macka niaros coxpaHeHms SSL :

e 0 - He COXpaHATb
e 1-sni(SSL)

e 2 -Cchame

e 4-sni(QUIC)

T.e.-1-nucatb BCe
ajb save ssl format=ts:prg:login:ipsrc:ipdst:host:tphost:blockd:method
ajb ssl path=/var/dump/dpi

ajb ssl ftimeout=

roe



e ajb _save ssl=-1 - akTMBMPOBATb 3aNUCb MeTagaHHbIX SSL/TLS

e ajb_ssl_path=/var/dump/dpi - MecTo pa3meLLeHUs (hanios C 3anNncCbio (Mo yMON4aHUo
/var/dump/dpi)

e ajb_ssl_ftimeout=30 - nepnoAN4HOCTb 3anucu

* ajb save ssl format=ts:prg:login:ipsrc:ipdst:host:path:ref:uagent:cookie:tphost:blockd:method -
CMUCOK 3anncbliBaeMbIX MeTadaHHbIX, rae

[¢]
[¢]
[e]
[¢]
[¢]

o

SIP

ts - BpeMeHHaa MeTKa

prg - id aKTUBHbIX B laHHbIX MOMEHT CEepBUCOB

login - login aboHeHTa

ipsrc - IP agpec CTo4YHMKa 3anpoca (aboHeHTa)

ipdst - IP agpec nony4atens 3anpoca (xocTa)

host - nms xocTa (none Host/CNAME/SNI/QUIC)

path - nyTb K 3anpawmBaemMoMy Ha xocTe pecypcy (URI)(Tam rae npumeHnmMo)

ref - NCTOMHMK nepexofda (none Referer)(Tam raoe npUMeHNMO)

uagent - Tun 6pay3epa (none User-Agent)(Tam rae npMMeHmMmo)

cookie - kykn (none Cookie)(Tam rge npuMeHUMO)

ssid - npeHTudunkaTop ceccun (ans ceasm ¢ aaHHoiMm Netflow/IPFIX no o6bemam)
tphost - TN oaHHbIX B none Host (HTTP=1/CNAME=2/SNI=3/QUIC=4)

blockd - butoBas Macka, npusHak 6nokmposku/nepeaspecauun (0x3 - gns HTTP, Ox1 -
415 OCTaNbHOro)

method - metop 1 - GET, 2 - POST, 3 - PUT, 4 - DELETE (none gocTynHo ¢ Bepcum 6.0)(Tam
roe npuMeHuMo)

Ina 3anucu meTagaHHbIX SIP B KOHGUrypaunoHHoM tanne /etc/dpi/fastdpi.conf HacTpanBatoTcs
cnegylolime napameTpsbl:

ajb save sip=

ajb sip ftimeout=

ajb sip path=/home/sip

ajb save sip format=ts:ssid:ipsrc:ipdst:login:msg:scode:from:to:callid:uagen

t

roe

e ajb _save sip=1 - akTUBMPOBATb 3aNnCb MeTadaHHbIX SIP

e ajb_sip_path==/home/sip - MmecTo pa3mMeLleHnsa (HanaoB C 3annUcbio (N0 yMOJIHAHMIO
/var/dump/dpi)

e ajb sip ftimeout=15 - nepnoaANYHOCTb 3aNunCK

e ajb save sip_format=ts:ssid:ipsrc:ipdst:login:msg:scode:from:to:callid:uagent - cnncok
3annCbiBaeMbIX MeTaflaHHbIX, rae

o

[¢]

o

[¢]

[¢]

ts - BpeMeHHas MeTKa

ssid - npeHTudunkaTop ceccun (ans cessm ¢ aaHHbiMu Netflow/IPFIX no o6bemam)
ipsrc - IP aboHeHTa

ipdst - IP cepsepa

login - LOGIN aboHeHTa

msg - TN coobLleHns



[¢]

[¢]

o

scode - cTaTyC-Koq

from - HoMep/naeHTU(OUKATOpP Bbi3blBatOLLEro aboOHEHT
to - HoMep/MaeHTUGMKaTOpP BbI3bIBAEMOr0 aboHEHT
callid - npeHTugrkaTop BbI30Ba

uagent - Tun aboHeHTCKoro yctponcrea (User-Agent)
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