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dkcnopT Clickstream, Meta nucgpopmauum,
DNS B ¢popmaTe IPFIX

Ina aHann3sa gaHHbix Clickstream (cBegeHus o nocelweHnsx aboHeHTaMm cTpaHuy, web cantos) u SIP
(cBepEHUA 0 Voip NeperoBopax) Ha BHELHUX CUCTEMAX, MOXKHO 3KCNOPTMPOBATL 3TW AaHHbLIX MO
ceTtu B popmaTe IPFIX.

Co CNUCKOM COOTBETCTBUA MeXAY NPOTOKOSIOM 1 HOMepoM nopTa B NetFow5 MOXXHO 03HaKOMUTbLCSA
3[ecChb.

Ona cbopa nHgpopmaumm B hopmaTe IPFIX nogonaet nobon yHnBepcanbHbin IPFIX KonnekTop,
noHMMatoWwmnin wabnoHsl, nan ytunmta IPFIX Receiver.

Ana npuema, obpaboTkm n xpaHeHums ClickStream pekomeHAyeTCs UCNO/b30BaThb NPOrPamMMHbIN
npoaykT ons cbopa ctatucTukm QoE Store n rpacduyecknin nHtepdenc DPIUIZ.

Mpn HepocTaTOYHOM KadvecTBe KaHana cesa3un mexay CKAT u NetFlow/IPFIX konnektopom CKAT
NPONyCKaeT OTMNPaBKy YaCTu CTaTUCTUKW A5 COXPaHEHNSA MPOU3BOAUTENLHOCTW. [pn Nponycke
yaHka nHpopmaumm B fastdpi alert.log BeiBoanTcs coobieHune:

[NFLW] very long operation ...

C Bepcum 12.0 nosiBunacb CTaTUCTMKA OTNpaBku nHpopmaumm no NetFlow/IPFIX (nononHuTensHas
cekuus B fastdpi_stat.log):

[STAT 1[2022/11/20-17:55:03:213770] Statistics on NFLW export
{a/b/c%/d/e}

a - KOJINYeCTBO BbIMONHEHUS LUKIIOB OTNPABKMN

b - KOAM4eCcTBO LMKNOB OTMNPABKKU, KOrAa BPEMS, 3aTPavYeHHOe Ha OTMNPaBKY MPeBbICAIIO
nepuop BbIMONHEHNS LUKII0B

C - MNPOLEHT MNpeBbILEeHNs KONMYecTBa LMKIO0B OTrnpaBkm: 100 * b/a

d - BpemMsa B MUKPOCEKYHAAX MaKCUMasibHON NPOLOJIKUTENIbHOCTY LMKAA OTAPaBKK

€ - BpeMsa B MMKPOCEKYHAAX nepnofa OTrpaBKM CTaTUCTUKKM (3HaYeHMe napameTpa
''netflow timeout'' (mapameTp 3agaeTcs B CEKyHAax))

MNpumep:
[STAT 1[2022/11/20-17:55:03:213770] Statistics on NFLW export
{7/0/0.00%/45297us/30008163us}

HacTtpouka akcnopTta Clickstream

3kcnopT Clickstream HacTpanBaeTCsa CieflyloWwmMMmM NapameTpamu:

ipfix dev=eml
ipfix udp collectors=

2.3.4: ,1.2.3.5:
ipfix_ tcp collectors=1.2.3.6:

1.
1.


https://wiki.vasexperts.ru/doku.php?id=dpi:dpi_options:opt_statistics:statistics_info
https://wiki.vasexperts.ru/doku.php?id=dpi:dpi_components:utilities:ipfixreceiver2
https://wiki.vasexperts.ru/doku.php?id=dpi:dpi_components:qoestor
https://wiki.vasexperts.ru/doku.php?id=dpi:dpi_components:qoestor
https://wiki.vasexperts.ru/doku.php?id=dpi:dpi_components:qoestor
https://wiki.vasexperts.ru/doku.php?id=dpi:dpi_components:dpiui
https://wiki.vasexperts.ru/doku.php?id=dpi:dpi_components:dpiui

dbg log mask=0x80

roe

eml — M5 CeTeBOro nHTepenca ans 3KCnopTa.
ipfix_udp_collectors — agpeca UDP KonnekTopos.

ipfix_tcp_collectors — agpeca TCP KonnekTopos.

dbg_log_mask=0x80 — BbIBOA CTaTUCTMYECKON MHGopMauun 06 skcnopTe B JOT.

IPFIX wabnoHa akcnopTta Clickstream

®opmaT IPFIX wabnoHoB ans IPV6 oTnuyaetcs popmatom nosen IP. SOURCE n IP DESTINATION.

Neo |Kon-Bo 6anTTun gaHHbix| IANA| OnucaHue NMpumeyaHue
1103 16 IPv6 43823|IP_SOURCE ALpec oTnpaBuTens
1104 16 IPv6 43823|IP_DESTINATION|Agpec nonyyatens
®opwmart IPFIX wabnoHa akcnopra Clickstream
Ne Kg:;o Tun paHHbIX| IANA OnucaHue MpumeyaHue
1001 4 int32 43823|TIME_STAMP MeTka BpeMeHu
1002 - string 43823|LOGIN Bxon B cuctemy
1003 4 IPv4 43823|IP_SOURCE ALpec oTnpaBuTens
1004 4 IPv4 43823|IP_DESTINATION Appec nonyyaTens
1005 - string 43823 HOSTNAME/CNAME/SNI |1M# XOCTa/kaHoHueckoe
UMA/MHAMKaLNSA UMEHN CepBepa
1006 - string 43823|PATH MepeMeHHas OKpyXeHus
1007 - string 43823|REFER 3arosioBOK 3anpoca KJneHTa
1008 - string 43823 |USER AGENT Monb30BaTENbLCKUN areHT
1009 - string 43823|COOKIE Kykn
2000 8 int64 43823|SESSION_ID NoeHTudmkaTop ceccum
1010 8 int64 43823|LOCKED 3ab610KNPOBaHHBIN
1011 1 int8 43823|HOST _TYPE Tun xocTa
1012 1 int8 43823|METHOD MeTopg
1013 2 intl6 43823|PORT_SOURCE MopT oTnpasuTens
1014 2 intl6 43823|PORT_DESTINATION MopT nonyyaTtens
Homep kaHana (vchannel) nnan mocTa.
2016, 2 intl6  |43823|BRIDGE_CHANNEL NUM 55ﬂ§%2f71?%§’§5ﬂﬁp'i'za”saail‘é‘;e”"'
HOMep KaHana, nHa4ye HoMep MoCTa
Pa3smep B 6banTax Habopa LOCTYMNHbIX
1024 2 intl6 43823|CipherSuitesLen mMeTogoB wudposaHusa CipherSuites B
coobueHumm Client Hello
1025 i raw 43823 |CipherSuites Maccus CipherSui’Ees B Client Hello
(max 16 3Ha4yeHun)
58 2 int16 - |VLAN_ID VLAN
59 2 int16 - |POST VLAN_ID POST VLAN
56 6 mac_address| - |Source MAC Address
57 6 mac_address| - |Destination MAC Address



https://ru.wikipedia.org/wiki/PATH_(%D0%BF%D0%B5%D1%80%D0%B5%D0%BC%D0%B5%D0%BD%D0%BD%D0%B0%D1%8F)
https://ru.wikipedia.org/wiki/HTTP_referer
https://ru.wikipedia.org/wiki/User_agent
https://ru.wikipedia.org/wiki/Cookie

®opmart IPFIX wabnoHa sakcnopra Clickstream
Ne Kg:;o Tun paHHbIX| IANA OnucaHue MpuMeyaHue
2017 - raw 43823 |/MPLS Labels
2018 4 int32 43823|TCP Sequence
NMpuMmeyaHue:

e LOCKED = 1 - 3abnoknposaH no HTTPS, 2 - peanpekT HTTP, 3 - 3abnokmposaH rno HTTP
(nepepaeTca GUTOBON MacKom)

e HOST TYPE =1 B cny4ae HTTP, 2 — CNAME, 3 — SNI, 4 — QUIC

e METHOD = 1 — GET, 2 — POST, 3 — PUT, 4 — DELETE

Mpun BKJIIOYEHHOM HacTpoe4yHoM napameTpe http parse reply=1 gononHutensHo byner
nepenasaTbCa MHMOPMALNA U3 OTBETOB Ha 3anpockl. CBA3aTb UX C OTBETAaMM MOXXHO MO
noeHTugrkaTopy ceccum SESSION ID, yumTeiBas NopsnoK CnefoBaHUS.

®opmar IPFIX wabnoHa skcnopta Clickstream ans orseto HTTP V

Ne Kg:v;:o Tun paHHbiX| IANA OnucaHue NMpuMmeyaHue
1001 4 int32 43823|TIME_STAMP MeTKa BpemMeHuU
1002 - string 43823|LOGIN Bxop B cuctemy
1003 4 IPv4 43823|IP_SOURCE ApLpec oTnpasuTens
1004 4 IPv4 43823|IP_DESTINATION AZpec nonyyatens
1020 4 int32 43823|RESULT_CODE Ko pesysbTaTa
1021 8 int64 43823|CONTENT LENGTH KonnyecTBo nepecbliaembix 6anT
1022 - string 43823|CONTENT _TYPE Tvn nepefaBaeMbIX AaHHbIX
2000 8 int64 43823|SESSION_ID NpeHTndrkaTop ceccum
1023 - string 43823|LOCATION

Homep kaHana (vchannel) nnn
mocTa. Ecnm B KoHGurypauwmm DPI
2016 2 intl6 43823|BRIDGE_CHANNEL_NUM |HacTpoeHbl vchannel, To byneT
nepenaBaTbCs HOMEP KaHana,
NHa4ye HOMep MOCTa

58 2 intl6 - |Vlanid VLAN
59 2 intl6 - |postVlanID POST VLAN
56 6 mac_address| - |Source MAC Address
57 6 mac_adress | - |Destination MAC Address
2017 - raw 43823 |MPLS Labels

Mpn BKNIOYEHHOM HacTpoe4yHoM napameTpe ssl parse reply=1 gononHutensHo byaeT
nepenasaTbCs UHPOPMaLINA N3 OTBETOB Ha 3anpockl. CBA3aTb X C OTBETAMU MOXKHO MO
npeHTudrkatopy ceccum SESSION ID c yyeToMm nopsgKka c/ieiOBaHUS.

®dopmar IPFIX wabnoHa skcnopra Clickstream pnsa orBetoB no SSL/TLS, HTTPS 2

Ne Kg:i;:o Tun paHHbix| IANA OnucaHue MpuMeyaHue
1001 4 int32 43823 |TIME_STAMP MeTka BpemeHu
1002 - string 43823 |LOGIN Bxon B cuctemy
1003 4 IPv4 43823 |IP_SOURCE ApLpec oTnpaBuTens



https://ru.wikipedia.org/wiki/%D0%A1%D0%BF%D0%B8%D1%81%D0%BE%D0%BA_%D0%B7%D0%B0%D0%B3%D0%BE%D0%BB%D0%BE%D0%B2%D0%BA%D0%BE%D0%B2_HTTP

dopmar IPFIX wabnona skcnopta Clickstream ans orsetoB no SSL/TLS, HTTPS ?

Ne Kg:v::) Tun paHHbIX| IANA OnucaHue NMpumeyaHue
1004 4 IPv4 43823 |IP_DESTINATION AZpec nony4yartens
2000 8 int64 43823 |SESSION_ID NoeHTudurkaTop ceccun
1030 2 intl6 43823 |SSL_VERSION Bepcua SSL
1031 2 intl6 43823 |CIPHER _SUITE Habop wwndpos
1032 1 int8 43823 |COMPRESSION_METHOD |MeTopn cxaTus

Homep kaHana (vchannel) nnn
MocTa. Ecnm B KoHurypaumn DPI
2016 2 intl6 43823 |BRIDGE_CHANNEL _NUM |HacTpoeHbl vchannel, To bygeTt
nepefaBaTbCAd HOMEp KaHana,
NHa4ye HoMep MOCTa

58 2 intl6 - |Vlanid VLAN
59 2 intl6 - |postVlanID POST VLAN
56 6 mac_address| - |Source MAC Address
57 6 mac_adress - |Destination MAC Address
2017 - raw 43823 |MPLS Labels
1011 1 int8 43823 |type_host
1005 - string 43823 |cname

HacTpomnka 3KcnopTa MeTajaHHbIX

SKCNopT MeTafaHHbIX Apyrux npotokonos onga COPM HacTpanBaeTCs CiefyowmnumMm napaMeTpamu:

ipfix dev=eml

ipfix meta udp collectors=1.2.3.
ipfix meta tcp collectors=1.2.3.
dbg log mask=0x80

1500,1.2.3.5:1501

4:
6:9418

roe

eml — umsa ceTeBOro UHTepdenca ANa aKcnopTa.
ipfix_meta_udp_collectors — agpeca UDP KonnekTopos.
ipfix_meta_tcp_collectors — agpeca TCP KOnnekTopos.
dbg_log_mask=0x80 — BbIBOA CTaTUCTMYECKON MHopMauuu 06 skcnopTe B JOT.

®dopmartsbl IPFIX wabnoHa akcnopTa MeTagaHHbIX

®dopmar IPFIX wabnoHa 3kcnopTa MeTagaHHbIX SIP

Ne Kg:;o Tun paHHbIX| IANA OnucaHue NMpuMmeyaHue
1001 4 int32 43823|TIME_STAMP MeTKa BpeMeHu
1002 - string 43823|LOGIN BxoL B cuctemy
1003 4 IPv4 43823|IP_SRC Anpec oTnpasuTens
1004 4 IPv4 43823|IP_DST Afpec nony4yatens
2000 8 int64 43823|SESSION_ID NoeHTudurkaTop ceccun
3000 - string 43823 MSG_CODE Msg Koz




®opmart IPFIX wabnoHa skcnopta MetagaHHbix SIP

Ne Kg:,;-,:O Tun paHHbIX| IANA OnucaHue NMpuMmeyaHue
3001 2 intl6 43823|STATUS _CODE KoL cocTosHuS
3002 - string  |43823|URI YHUQULMPOBAHHbIN

noeHTuguKaTop pecypca

3003 - string 43823|FROM
3004 - string 43823/TO
3005 - string 43823|CALLID NoeHTudurkaTop BbI30Ba
3006 - string 43823|UAGENT KNnneHTCKoe NpuioXxeHune
3007 - string 43823|CTYPE Twun nepefaBaeMoro KOHTeHTa
3008 - string 43823|GATEWAYS Cnuncok w308

58 2 intl6 - |Vlanld VLAN

59 2 intl6 - |postVlanID POST VLAN

56 6 mac_address| - |Source MAC Address

57 6 mac_adress | - |Destination MAC Address
2017 - raw 43823|MPLS Labels
NpuMeyaHue:

IP _SRC — IP_SOURCE.
IP DST — IP DESTINATION.
GATEWAYS — cnuncok winto308 (IP nnan hostname), pasgeneHHbix 3ansaTon.

®dopmar IPFIX wabnoHa 3kcnopta MeTagaHHbiX FTP

No |[Kon-Bo 6aut|Tun pgaHHbix IANA| OnucaHue MpuMeyaHue
1001 4 int32 43823|TIME_STAMP |MeTKa BpemMeHu
1002 - string 43823|LOGIN Bxopg B cuctemy
1003 4 IPv4 43823|IP_SRC Anpec oTnpasuTens
1004 4 IPv4 43823|IP_DST ALpec nonyyaTens
2000 8 int64 43823|SESSION_ID  |MpeHTudmrkaTop ceccun
3050 - string 43823|SERVER_NAME|/mMsa cepsepa
3051 - string 43823/USER Monb3oBaTeNb
3052 - string 43823|PASSWORD  |[Maposb
3053 1 int8 43823/ MODE Pexxum
1020 4 int32 43823|RESULT CODE |Kog pe3ynbTaTa

58 2 int16 - |Vlanid VLAN

59 2 int16 - |postVlanID POST VLAN

56 6 mac_address| - |Source MAC Address

57 6 mac_adress | - |Destination MAC Address
2017 - raw 43823|MPLS Labels

MpumeyaHue: none MODE cogepxunTt Tun FTP coeguHenuns: (0 — akTUBHbIA, 1 — NaCCUBHBIN).

®opwmart IPFIX wabnoHa akcnopta MeTapaHHbIX MecceHaxepoB (XMPP)

No |Kon-Bo 6auTt|Tun aaHHbix| IANA OnucaHume NMpuMeyaHue
1001 4 int32 43823|TIME_STAMP MeTKa BpeMeHu
1002 - string 43823|LOGIN Bxon B cuctemy
1003 4 IPv4 43823|IP_SRC ALpec oTnpaBuTens



https://ru.wikipedia.org/wiki/URI
https://ru.wikipedia.org/wiki/Caller_ID
https://ru.wikipedia.org/wiki/User_agent
https://developer.mozilla.org/ru/docs/Web/HTTP/%D0%97%D0%B0%D0%B3%D0%BE%D0%BB%D0%BE%D0%B2%D0%BA%D0%B8/Content-Type

®opwmar IPFIX wabnoHa akcnopta MeTapgaHHbIX MecceHaxepoB (XMPP)

No |Kon-Bo 6auTt|Tun aaHHbix| IANA OnucaHume NMpuMeyaHue
1004 4 IPv4 43823|IP_DST AZpec nony4yartens
2000 8 int64 43823|SESSION_ID NoeHTudurkaTop ceccun
3100 - string 43823|IM_LOGIN
3101 - string 43823|IM_PASSW
3102 - string 43823|IM_SCREEN_NAME|3kpaHHoe nms
3103 - string 43823|IM_UIN YHUBepCcanbHbI UHTEPHET-HOMEpP
3104 1 int8 43823|IM_PROTOCOL Tvn ncnosib3yemMoro NpoToKosia
3105 - string 43823|IM_RECEIVERS MonyyaTens
1020 4 int32 43823|RESULT_CODE Kog pe3synbTaTa

58 2 intl6 - |Vlanld VLAN

59 2 intl6 - |postVlanID POST VLAN

56 6 mac_address| - |Source MAC Address

57 6 mac_adress | - |Destination MAC Address
2017 - raw 43823|MPLS Labels

Mpumeyanue: nosne IM PROTOCOL cogepxut Tun ncrnonb3yemoro npotokosa: 0 — ICQ, 7 — XMPP,

106 — ZELLO
®dopmart IPFIX wabnoHa skcnopta MeTagaHHbIX NOYTOBbIX NpoTokosos (POP, IMAP, SMTP)
Ne Kon-Bo 6anT | Tun paHHbix | IANA OnucaHue NMpuMmevyaHue
1001 4 int32 43823 |TIME_STAMP MeTka BpeMeHu
1002 - string 43823 |[LOGIN Bxon B cuctemy
1003 4 IPv4 43823 |IP_SRC Apnpec oTnpaBuTens
1004 4 IPv4 43823 |IP_DST Anpec nonyyaTtens
2000 8 int64 43823 |SESSION_ID NoeHTndmkaTop ceccun
3150 - string 43823 |MAIL_SENDER OTtnpasuTtens
3151 - string 43823 |[MAIL_ RECEIVER |[MonyyaTenb
3152 - string 43823 |[MAIL_CC Mony4aTesnb Konun
3153 - string 43823 |[MAIL_SUBJECT Tema nucema
3154 - string 43823 |[MAIL SERVERS Cepsepa
3155 - string 43823 |MAIL_REPLY OTBeThI Ha coobLueHus
3156 1 int8 43823 |[EVENT Tun cobbiTus
3157 1 int8 43823 |[ATTACHMENT Mpu3HaK HannM4yna BNOXKEHUA
3158 1 int8 43823 |[MAIL_PROTOCOL |[Mo4TOBbI/ NPOTOKON
1020 4 int32 43823 |RESULT_CODE Kop pe3ysbTaTta
58 2 intl6 - Vlanid VLAN
59 2 intl6 - postVlaniD POST VLAN
56 6 mac_address - Source MAC Address
57 6 mac_adress - Destination MAC Address
2017 - raw 43823 |MPLS Labels

MpumeyvaHue: nosne EVENT yka3biBaeT Tun cobbiTna: 1 — send, 2 — receive,
ATTACHMENT — npu3Hak Hann4umsa Bnoxenumsa: mail protocol =0 — smtp, 1 — pop3, 2 — imap.



https://ru.wikipedia.org/wiki/%D0%AD%D0%BB%D0%B5%D0%BA%D1%82%D1%80%D0%BE%D0%BD%D0%BD%D0%B0%D1%8F_%D0%BF%D0%BE%D1%87%D1%82%D0%B0

®dopmart IPFIX wabnoHa sakcnopTa CbipblX HEpPACNapCeHHbIX MeTagaHHbIX

Ne Kg:;o Tun paHHbIX| IANA OnucaHue MpumeyaHue
1001 4 int32 43823 TIME_STAMP MeTKa BpeMeHn
1002 - string 43823|LOGIN Bxon B cuctemy
1003 4 IPv4 43823|IP_SRC ALpec oTnpaBuTens
1004 4 IPv4 43823|IP_DST Anpec nonyyatens
2000 8 int64 43823|SESSION_ID NpeHTngmkaTop ceccum
2013 1 int8  |43823/FLW DIR ;'322;;’;3‘:23 nakera no
2014 1 int8 43823|DIR_DATA HanpaBneHvne nakeTa no ceccuu
2015 2 intl6 43823|VDPI_PROTO MpoToKoA, KOTOpbIA onpedenun dpi
2000 2 ntlé  |43823META_PROTO BHYTPEHHVI UACHTU(UKATOP

- NnpoToKONa

2901 - string 43823|RAW_DATA Cblpble faHHble

4 1 int8 - |protocolldentifier PROTOCOL

7 2 intl6 - |sourceTransportPort

11 2 intl6 - |destinationTransportPort

6 2 intl6 - |tcpControlBits
2018 4 int32 - |TCP Sequence

58 2 intl6 - |Vlanld VLAN

59 2 intl6 - |postVlanID POST VLAN

56 6 mac_address| - |Source MAC Address

57 6 mac_adress | - |Destination MAC Address
2017 - raw 43823|MPLS Labels
NpuMeyaHue:

e FLW_DIR — Hanpas/fieHue nakeTa no nHtepdencam: 0: subs -> inet, 1: inet -> subs.

e DIR_DATA — HarnpassieHue nakeTa no ceccuu: gna TCP 0: knueHT -> cepsep, 1: cepsep ->
KnueHT, ans UDP — OT KOro nepsbi NakeT 3a)MKCUPOBaH, TOT U CYATAETCA KJINEHTOM.

e VDPI_PROTO — npoTokos, onpegenswowmin DPI.

e META_PROTO — BHyTpeHHUI ngeHTudukaTop npotokona (3 — SIP, 4 — FTP, 5 — SMTP, 6 —
POP3, 7 — IMAP, 8 — XMPP, 9 — ICQ, 10 — RSS, 11 — NNTP, 12 — H323, 13 — ZELLO).

e RAW_DATA — chipble faHHbIe.

Ana arperaunmn raw data, clickstream, http reply nssl reply ¢ faHHbIMK NO CECCUAM
TpebyeTca gononHuTensHas obpaboTka nam BeinosiHeHWe 3anpoca no b ¢ knwyom Session ID,
nnu nogfepxka B ytuaute rcollector.

HacTpouka akcnopta DNS-oTBeToB uau DNS-3anpocos

SkcnopT DNS HacTpanBaeTcs cnefyowmnMm napaMeTpamu:

ipfix dev=eml
ipfix dns udp collectors=1.

2.3.4:1234
ipfix dns tcp collectors=1.2.3.6

:4567



roe

e eml — 1MA ceTeBOro nHTepdenca AN 3KCropTa.
e ipfix_dns_udp_collectors — agpeca UDP konnekTopos.
e ipfix_dns_tcp_collectors — agpeca TCP KonnekTopos.

®opmaT IPFIX wabnoHos ans IPV6 oTnuyaetcs popmatom nosen IP. SOURCE n IP DESTINATION.

No | Kon-Bo 6auT | Tun paHHbix| IANA | OnucaHme MpuMeyaHue
1103 16 IPv6 43823 |IP_SOURCE Anpec oTnpasutens
1104 16 IPv6 43823 |IP_DESTINATION|Anpec nonyyaTens

®dopmar IPFIX wabnoHa skcnopta DNS

Ne Kg:;o Tun paHHbiX| IANA OnucaHue MpumeuyaHue
1001 4 int32 43823|TIME_STAMP MeTka BpeMeHu
1002 - string 43823|LOGIN Bxon B cuctemy
1003 4 IPv4 43823|IP_SOURCE Appec oTnpaBuTens
1004 4 IPv4 43823|IP_DESTINATION Anpec nonyyaTtens
1013 2 int16 43823|SOURCE PORT
1014 2 int16 43823|DESTINATION PORT
2000 8 int64 43823|SESSION_ID NpoeHTudgurkaTop ceccum
3200 1 int8 43823|UDP/TCP TpaHcnopT: 0 — UDP, 1 — TCP
3201 - string 43823|DOMAIN
3202 2 intl6 43823|RRCLASS
3203 2 intle 43823|RRTYPE
3204 4 int32 43823|TTL
3205 - raw 43823|RDATA

58 2 intl6 - |Vlanld VLAN

59 2 intl6 - |postVlanID POST VLAN

56 6 mac_address| - |Source MAC Address

57 6 mac_adress | - |Destination MAC Address
2017 - raw 43823|MPLS Labels

Homep kaHana (vchannel) nnn mocTa.
2016 2 intl6  |43823|BRIDGE_CHANNEL NUM Sﬁﬂﬁniiﬁi‘ﬁ”aryy,ffT“ﬂZpDeﬂa'lZil‘éie”"'
HOMep KaHafa, nHa4ye HoMep MoCTa

AﬂbTepHaTMBOVI ABIAETCA COXPaHEHNE OaHHbIX B JIOKaJIbHOM TEKCTOBOM JIOT€:

* ajb_save_dns — cnar 3anucy B TeKCTOBbIV alis.

ajb_save_dns=1 — no ymonyaHuto, otnpaska DNS-oTBeTOB no IPFIX
ajb_save_dns=2 — no3sonseT BkAOYMTL 0TNpaBky DNS-3anpocos no IPFIX

e ajb_dns_ftimeout — TaiMayT (B MMHYTax) NepeklOYeHNs Ha CReayoLWmnin dain.
* ajb_dns_bufsize — bydep 3anucu B chain.

e ajb_dns_fsize — orpaHunyeHue Ha pa3mep anna.
* ajb_dns_path — nyTb k 3anucbiBatowemy danny.

MNepeknoyeHne Ha cnenyLwmnn ann NpoucxoanT, Koraa pasmep ana 4OCTUTHET




ajb _dns fsize nnu pann HenycTom n npowno Bpemsa ajb dns ftimeout
ajb save dns format: ¢popmaT 3anucy B TEKCTOBLIN (hain

e ts — Bpewms.

e ipsrc — ip_source.

e ipdst — ip_destination.
e ssid — session_id.

e login — noruvH.

e host — name, KOTOpOro 3anpawnBain NHHOPMaLINIO.
e rrtype — RR types.

e rrclass — RR class.

o ttl —TTL.

e rdlen — pa3mep rdata.

e rdata — pecypc.

psrc — port source.

e pdst — port destination.

e transport — kak nonyyeH DNS 3anpoc.

Mo ymonyaHuio:
ts:ssid:login:ipsrc:ipdst:psrc:pdst:transport:host:rrtype:rrclass:ttl:rdlen:r
data

OTnpaBka template B IPFIX

1. TpaHcnopTHbIN NnpoToKoa TCP.
Template oTnpasnseTcs 0AnH pa3 nocse yctaHosneHus TCP-ceccuu.

2. TpaHcnopTHbIA NpoTokon UDP.
Template oTnpasnseTcs no ymonyaHuio Kaxasle 20 cekyHA. PerynvpyeTtcs napameTpoMm
ipfix udp template timer.

1) 2

’

Ona BapuaHTa c IPv6 cM. Bbille OTan4me
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