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9kcnopT B ¢popmaTe IPFIX

Ina aHann3a gaHHbiX Clickstream (cBegeHus o noceleHnsx aboHeHTaMm cTpaHuy, web cantos) u SIP
(cBeneHUs 0 voip neperoBopax) Ha BHELHUX CUCTEMAX, MOXXHO 3KCMOPTUPOBATL 3TW OAaHHbIX MO
cetn B popmarte IPFIX.

Co CnNMCKoM COOTBETCTBMSA Mexnay npoTokKoJIoM N HOMEPOM NOpTa B NetFow5 MOXXHO 03HAaKOMUTLCA
30€eCh.

Ina cbopa nHpopmaumm B popmaTe IPFIX nogonaet nobon yHnBepcanbHbin IPFIX KonnekTop,
noHMMarowmnin wabnoHsel, nam ytunuta IPFIX Receiver.

Ona npuema, 06paboTkm n xpaHeHuns ClickStream pekoMeHAayeTCs UCMoNb30BaTh MPOrPaMMHbIN
npoaykT onsa cbopa ctatuctukm QokE Store n rpacduyeckmnin nHtepgenc DPIUIZ.

Mpn HepoCTaTOYHOM KavecTBe KaHana cBs3un mexay CKAT u NetFlow/IPFIX konnektopom CKAT
nponyckaeT OTNpaBKy 4YaCTu CTaTUCTUKKN 4J1 COXPaHEeHUs Npon3BoaunTesibHOCTU. [pu nponycke
4aHka nHpopmaumm B fastdpi alert.log BeiBoanTCs coobiieHue:

[NFLW] very long operation ...

C Bepcun 12.0 noaBmnacb CTaTUCTUKa oTnpaBku nHhopmaumm no NetFlow/IPFIX (qononHmMTenbHas
cekuus B fastdpi_stat.log):

[STAT 1[2022/11/20-17:55:03:213770] Statistics on NFLW export
{a/b/c%/d/e}

a - KOJINYeCTBO BbIMOJHEHUS LUKIIOB OTNPABKN

b - KONM4ecTBO LMKNOB OTMNPaBKKU, KOrAa BPEMS, 3aTPa4YeHHOE Ha OTMNPaBKY MPeBbICKUIIO
nepuop BbIMONHEHUSA LIMKII0B

C - MPOLEHT NpeBbILLeHNs KoNNMYyecTBa LMKIO0B oTrpaskm: 100 * b/a

d - BpemMsa B MUKPOCEKYHAAX MakKCUMasibHON NPOAOHIKUTENIbHOCTY LIMKAA OTAPaBKK

€ - BpeMs B MUKPOCEKYHIax nepuoa OTrpaBKy CTaTUCTUKN (3HAYeHVe napameTpa
‘'netflow timeout'' (nmapameTp 3agaeTcs B CeKyHAax))

Mpumep:
[STAT 1[2022/11/20-17:55:03:213770] Statistics on NFLW export
{7/0/0.00%/45297us/30008163us}

HacTtpouka akcnopta Clickstream

SkcnopT Clickstream HacTpanBaeTCs CiedyLWmMmMmM napameTpamu:

ipfix dev=eml

ipfix _udp _collectors=1.2.
ipfix_ tcp collectors=1l.2.
dbg log mask=0x80

3.4: ,1.2.3.5:
3.6:


https://wiki.vasexperts.ru/doku.php?id=dpi:dpi_options:opt_statistics:statistics_info:start
https://wiki.vasexperts.ru/doku.php?id=dpi:dpi_components:utilities:ipfixreceiver2
https://wiki.vasexperts.ru/doku.php?id=dpi:dpi_components:qoestor:start
https://wiki.vasexperts.ru/doku.php?id=dpi:dpi_components:qoestor:start
https://wiki.vasexperts.ru/doku.php?id=dpi:dpi_components:qoestor:start
https://wiki.vasexperts.ru/doku.php?id=dpi:dpi_components:dpiui:start
https://wiki.vasexperts.ru/doku.php?id=dpi:dpi_components:dpiui:start

roe

eml — nMs ceTeBOro MHTepdeica 4ns sKcnopTa.

ipfix_udp_collectors — agpeca UDP KonnekTopos.
ipfix_tcp_collectors — agpeca TCP KonnekTopos.
dbg_log_mask=0x80 — BbIBOA CTaTUCTMYECKON MHGopMauun 06 skcnopTe B NOr.

IPFIX wabnoHa akcnopTta Clickstream

®opmaT IPFIX wabnoHos ans IPV6 oTnuyaetcs popmatom nonen IP. SOURCE n IP DESTINATION.

Ne |Kon-Bo 6anTTun gaHHbix| IANA| OnucaHue NMpumeyaHue
1103 16 IPv6 43823|IP_SOURCE Appec oTnpasutens
1104 16 IPv6 43823|IP_DESTINATION|Anpec nonyyaTens
®opmart IPFIX wabnoHa akcnopra Clickstream
Ne Kg:‘;:o Tun paHHbIX| IANA OnucaHue NMpuMmeyaHue
1001 4 int32 43823|TIME_STAMP MeTka BpeMeHu
1002 - string 43823|LOGIN Bxon B cuctemy
1003 4 IPv4 43823|IP_SOURCE ALpec oTnpaBuTens
1004 4 IPv4 43823|IP_DESTINATION Appec nonyyatens
1005| - string  |43823|HOSTNAME/CNAME/SN| |/1MA XOCTa/KkaHoHmueckoe
UMSA/MHAMKAUNA UMEeHN cepBepa
1006 - string 43823 |PATH MepeMeHHas OKpYyXeHns
1007 - string 43823 |REFER 3aronoBOK 3anpoca KaneHTa
1008 - string 43823|USER AGENT Monb30BaTENbLCKUN areHT
1009 - string 43823|COOKIE Kyku
2000 8 int64 43823|SESSION_ID NoeHTudurkaTop ceccun
1010 8 int64 43823|LOCKED 3a610KMPOBaHHbIN
1011 1 int8 43823|HOST _TYPE Tun xocTa
1012 1 int8 43823METHOD MeTon
1013 2 intl6 43823|PORT_SOURCE MopT oTnpasuTens
1014 2 intl6 43823|PORT_DESTINATION MopT nony4yaTtens
Homep kaHana (vchannel) nnn mocTa.
Ecnn B KoHurypauum DPI
2016 2 intl6 43823 |BRIDGE_CHANNEL_NUM |HacTpoeHsbl vchannel, To byaeT
nepenasaTbCsl HOMEP KaHasa, uHave
HOMep MoCTa
Pa3mep B 6anTax Habopa AOCTYMHbIX
1024 2 intl6 43823 |CipherSuitesLen meTonoB wugposaHua CipherSuites B
coobuieHmm Client Hello
1025 ) raw 43823 |CipherSuites Maccus CipherSuiEes B Client Hello
(max 16 3Ha4veHnn)
58 2 intl6 - |Vlanld VLAN
59 2 intl6 - |postVlanID POST VLAN
56 6 mac_address| - |Source MAC Address
57 6 mac_adress | - |Destination MAC Address
2017 - raw 43823|MPLS Labels



https://ru.wikipedia.org/wiki/PATH_(%D0%BF%D0%B5%D1%80%D0%B5%D0%BC%D0%B5%D0%BD%D0%BD%D0%B0%D1%8F)
https://ru.wikipedia.org/wiki/HTTP_referer
https://ru.wikipedia.org/wiki/User_agent
https://ru.wikipedia.org/wiki/Cookie

®opmart IPFIX wabnoHa sakcnopra Clickstream
Ne Kg:;_o Tun paHHbIX| IANA OnucaHue NMpuMmevyaHue
2018 4 int32 43823|TCP Sequence
NMpuMmevyaHue:

e LOCKED — 6uToBas Macka, COAEPXUT NPU3HaK Toro, 6bin nn pecypc 3abnoKMpoBaH Mam
nepeagpecosaH (0x3 aons HTTP, 0x1 gns ocTtanbHOro).
e HOST TYPE =1 B cnyyae HTTP, 2 — CNAME, 3 — SNI, 4 — QUIC.
e METHOD = 1 — GET, 2 — POST, 3 — PUT, 4 — DELETE.

Mpw BKNIOYEHHOM HacTpoeyHoM napameTpe http parse reply=1 gononHutensHo byaet
nepefaBaTbCs MHMOPMaLMA U3 OTBETOB Ha 3anpockl. CBA3aTb UX C OTBETAaMM MOXXHO MO
naoeHTudrkaTopy ceccum SESSION ID, yumTbiBas NopsnoK CefoBaHuUS.

®opmar IPFIX wabnoHa akcnopra Clickstream pns oreetos HTTP ¥

Ne Kg:i;:o Tun paHHbIX| IANA OnucaHue NMpuMeyaHue
1001 4 int32 43823|TIME_STAMP MeTka BpeMeHu
1002 - string 43823|LOGIN Bxopn B cuctemy
1003 4 IPv4 43823|IP_SOURCE ALpec oTrnpasuTens
1004 4 IPv4 43823|IP_DESTINATION Appec nonyyatens
1020 4 int32 43823|RESULT_CODE Kogn pesysbTaTa
1021 8 int64 43823|CONTENT LENGTH KonnyecTBo nepecbliaeMbix 6anT
1022 - string 43823|CONTENT_TYPE Tun nepefaBaeMbIX AaHHbIX
2000 8 int64 43823|SESSION_ID NpeHTndrKaTop ceccum
1023 - string 43823 |LOCATION
Homep kaHana (vchannel) nnn
MocTa. Ecnmn B KoHurypaumm DPI
2016 2 intl6 43823|BRIDGE_CHANNEL NUM |HacTpoeHbl vchannel, To byaeT
nepenaBaTbCsA HOMEP KaHana,
NHa4ye HoMep MOCTa
58 2 intl6 - |Vlanid VLAN
59 2 int1l6 - |postVlanID POST VLAN
56 6 mac_address| - |Source MAC Address
57 6 mac_adress - |Destination MAC Address
2017 - raw 43823|MPLS Labels

Mpun BKIIOYEHHOM HacTpoe4yHOM napameTpe ssl parse reply=1 gononHutencHo byner
nepefaBaTbCs MHGOPMaLMA U3 OTBETOB Ha 3anpockl. CBSA3aTb UX C OTBETAaMMU MOXHO MO
noeHTugukatopy ceccum SESSION ID c yyeToM nopsigka cnefnoBaHus.

®opmar IPFIX wabnona 3kcnopta Clickstream pns orsetos no SSL/TLS, HTTPS

Ne Kg:;o Tun paHHbIX| IANA OnucaHue MpuMeyaHue
1001 4 int32 43823 TIME_STAMP MeTka BpeMeHu
1002 - string 43823 |LOGIN Bxopg B cuctemy
1003 4 IPv4 43823 |IP_SOURCE ALpec oTnpaBuTens
1004 4 IPv4 43823 |IP_DESTINATION ApLpec nonyyaTens



https://ru.wikipedia.org/wiki/%D0%A1%D0%BF%D0%B8%D1%81%D0%BE%D0%BA_%D0%B7%D0%B0%D0%B3%D0%BE%D0%BB%D0%BE%D0%B2%D0%BA%D0%BE%D0%B2_HTTP

dopmar IPFIX wabnona skcnopta Clickstream ans orsetoB no SSL/TLS, HTTPS ?
Ne Kg:v::) Tun paHHbIX| IANA OnucaHue NMpumeyaHue
2000 8 int64 43823 |SESSION_ID NoeHTndgurkaTop ceccun
1030 2 intl6 43823 |SSL_VERSION Bepcuma SSL
1031 2 intl6 43823 |CIPHER_SUITE Habop wwndpos
1032 1 int8 43823 |COMPRESSION_METHOD |MeTopn cxaTus
Homep kaHana (vchannel) nnn
MocTa. Ecnmn B KoHurypauumn DPI
2016 2 intl6 43823 |BRIDGE_CHANNEL_NUM |HacTpoeHbl vchannel, To bygeT
nepenasaTbCsl HOMEp KaHana,
NHa4ye HOMep MOCTa
58 2 intl6 - |Vlanld VLAN
59 2 intl6 - |postVlanID POST VLAN
56 6 mac_address| - |Source MAC Address
57 6 mac_adress - |Destination MAC Address
2017 - raw 43823 |MPLS Labels
1011 1 int8 43823 |type_host
1005 - string 43823 |cname

HacTpomnka 3KcnopTa MeTafgaHHbIX

IKCNOPT MeTafaHHbIX APYrux NpoTokonoB anas COPM HacTpanBaeTcs clelyownuMm napaMmeTpamu:

ipfix dev=eml
ipfix_meta udp collectors=1.
ipfix meta tcp collectors=1.
dbg log mask=0x80

roe

NN

.3.4:
.3.6:9418

eml — 1Msa ceTeBOro UHTepdenca oas sKcnopTa.
ipfix_meta_udp_collectors — agpeca UDP KonNEKTOPOB.
ipfix_meta_tcp_collectors — agpeca TCP KoniekTopos..
dbg_log mask=0x80 — BbIBO4 CTaTUCTUYECKON UHDOPMaLUKM 06 3KChopTe B Or.

®dopmatbl IPFIX wabnoHa akcnopTa MeTagaHHbIX

1500,1.2.3.5:1501

®opmart IPFIX wabnoHa sakcnopta MeTagaHHbiX SIP

Ne Kg:;o Tun paHHbIX| IANA OnucaHue NMpuMeyaHue
1001 4 int32 43823|TIME_STAMP MeTka BpeMeHu
1002 - string 43823|LOGIN Bxon B cuctemy
1003 4 IPv4 43823|IP_SRC AfLpec oTnpaBuTens
1004 4 IPv4 43823|IP_DST Anpec nony4yatens
2000 8 int64 43823|SESSION_ID NoeHTngurkaTop ceccun
3000 - string 43823|MSG_CODE Msg Koz
3001 2 intl6 43823|STATUS _CODE KoL cocTosHuS




®opmart IPFIX wabnoHa skcnopta MetagaHHbix SIP

Ne Kg:,;-,:O Tun paHHbIX| IANA OnucaHue NMpuMmevyaHue
3002 - string  |43823|URI zzgffﬁgﬁggigszgcypca
3003 - string 43823|FROM
3004 - string 43823|TO
3005 - string 43823|CALLID NaoeHTudmkaTop BbI3OBa
3006 - string 43823 |UAGENT K/ineHTCKoe npusioXKeHune
3007 - string 43823|CTYPE Tvn nepenaBaeMoro KOHTEHTa
3008 - string 43823|GATEWAYS Cnncok Wwno308

58 2 intl6 - |Vlanld VLAN

59 2 intl6 - |postVlanID POST VLAN

56 6 mac_address| - |Source MAC Address

57 6 mac_adress - |Destination MAC Address
2017 - raw 43823|MPLS Labels
NMpuMmevyaHue:

IP SRC — IP_SOURCE.
IP DST — IP DESTINATION.
GATEWAYS — cnucok w308 (IP nnn hostname), pa3aeneHHbIX 3anaTon.

®opmart IPFIX wabnoHa sakcnopta MetagaHHbix FTP

No |[Kon-Bo 6aut|Tun pgaHHbix IANA| OnucaHue NMpuMeyaHue
1001 4 int32 43823|TIME_STAMP |MeTKa BpemMeHH
1002 - string 43823|LOGIN Bxon B cuctemy
1003 4 IPv4 43823|IP_SRC ALpec oTrnpaBuTens
1004 4 IPv4 43823|IP_DST Anpec nony4yatens
2000 8 int64 43823|SESSION_ID  |MpeHTudurKaTop ceccun
3050 - string 43823|SERVER _NAME|/ma cepsepa
3051 - string 43823 /USER Monb3oBaTenb
3052 - string 43823 PASSWORD  |[Maposib
3053 1 int8 43823|MODE Pexum
1020 4 int32 43823 RESULT CODE |Kop pe3synbTaTa

58 2 intl6 - |Vlanid VLAN

59 2 int16 - |postVlanID POST VLAN

56 6 mac_address| - |Source MAC Address

57 6 mac_adress - |Destination MAC Address
2017 - raw 43823|MPLS Labels

MpumeyaHue: none MODE cogepxuTt Tun FTP coegnHenuns: (0 — akTUBHbIA, 1 — NacCUBHBIN).

®opwmar IPFIX wabnoHa akcnopta MeTapaHHbIX MecceHpxepoB (XMPP)
No |Kon-Bo 6auTt|Tun aaHHbix| IANA OnucaHme MpuMmeyaHue
1001 4 int32 43823|TIME_STAMP MeTKa BpeMeHu
1002 - string 43823|LOGIN Bxon B cuctemy
1003 4 IPv4 43823|IP_SRC Apnpec oTripasuTens
1004 4 IPv4 43823|IP_DST AZpec nony4yartens



https://ru.wikipedia.org/wiki/URI
https://ru.wikipedia.org/wiki/Caller_ID
https://ru.wikipedia.org/wiki/User_agent
https://developer.mozilla.org/ru/docs/Web/HTTP/%D0%97%D0%B0%D0%B3%D0%BE%D0%BB%D0%BE%D0%B2%D0%BA%D0%B8/Content-Type

®opwmar IPFIX wabnoHa akcnopta MeTapgaHHbIX MecceHaxepoB (XMPP)

No |Kon-Bo 6auTt|Tun aaHHbix| IANA OnucaHume NMpuMeyaHue
2000 8 int64 43823|SESSION_ID NoeHTndmkaTop ceccmm
3100 - string 43823|IM_LOGIN
3101 - string 43823|IM_PASSW
3102 - string 43823|IM_SCREEN_NAME|2kpaHHoe nms
3103 - string 43823|IM_UIN YHuBepCanbHbIN MHTEPHET-HOMEpP
3104 1 int8 43823|IM_PROTOCOL Tvn ncnosib3yemMoro NpoToKosia
3105 - string 43823|IM_RECEIVERS MonyyaTens
1020 4 int32 43823|RESULT_CODE Kop pe3ysibTaTa

58 2 intl6 - |Vlanld VLAN

59 2 intl6 - |postVlanID POST VLAN

56 6 mac_address| - |Source MAC Address

57 6 mac_adress | - |Destination MAC Address
2017 - raw 43823|MPLS Labels

Mpumeuanue: nose IM PROTOCOL cogepxut Tun ncrnons3yemoro npotokosa: 0 — ICQ, 7 — XMPP,

106 — ZELLO/
®opmar IPFIX wabnoHa akcnopta MeTagaHHbIX NO4TOBbLIX NpoTokosoB (POP, IMAP, SMTP)
Ne Kon-Bo 6anT | Tun paHHbix | IANA OnucaHue MpuMmevyaHue
1001 4 int32 43823 |TIME_STAMP MeTKa BpeMeHu
1002 - string 43823 |LOGIN Bxon B cuctemy
1003 4 IPv4 43823 |IP_SRC ALpec oTnpaBuTens
1004 4 IPv4 43823 |IP_DST Anpec nonyyaTtens
2000 8 int64 43823 |SESSION _ID NpoeHTudgurkaTop ceccum
3150 - string 43823 |MAIL_SENDER OTtnpasuTens
3151 - string 43823 |[MAIL_RECEIVER |[MonyyaTenb
3152 - string 43823 |[MAIL_CC MonyyaTenb Konum
3153 - string 43823 |MAIL_SUBJECT Tema nucbma
3154 - string 43823 |[MAIL_SERVERS Cepsepa
3155 - string 43823 |MAIL_REPLY OTBeThI Ha coobLLeHUs
3156 1 int8 43823 EVENT Tun cobbiTus
3157 1 int8 43823 |[ATTACHMENT MpU3HaK HaNN4na BIOXKEHNS
3158 1 int8 43823 MAIL_PROTOCOL |lMo4TOBbI/ MPOTOKON
1020 4 int32 43823 |[RESULT CODE Koga pesynbTaTta
58 2 intl6 - Vlanid VLAN
59 2 intl6 - postVlanID POST VLAN
56 6 mac_address - Source MAC Address
57 6 mac_adress - Destination MAC Address
2017 - raw 43823 |MPLS Labels

Mpumeuanue: none EVENT yka3sbiBaeT Tun cobbitus: 1 — send, 2 — receive,
ATTACHMENT — npu3Hak Hann4yumsa sBnoxenumsa: mail protocol =0 — smtp, 1 — pop3, 2 — imap.



https://ru.wikipedia.org/wiki/%D0%AD%D0%BB%D0%B5%D0%BA%D1%82%D1%80%D0%BE%D0%BD%D0%BD%D0%B0%D1%8F_%D0%BF%D0%BE%D1%87%D1%82%D0%B0

®dopmart IPFIX wabnoHa sakcnopTa CbipblX HEpPACNapCeHHbIX MeTagaHHbIX

Ne Kg:;o Tun paHHbIX| IANA OnucaHue MpumeyaHue
1001 4 int32 43823 TIME_STAMP MeTKa BpeMeHn
1002 - string 43823|LOGIN Bxon B cuctemy
1003 4 IPv4 43823|IP_SRC ALpec oTnpaBuTens
1004 4 IPv4 43823|IP_DST Anpec nonyyatens
2000 8 int64 43823|SESSION_ID NpeHTngmkaTop ceccum
2013 1 int8  |43823/FLW DIR ;'322;;’;3‘:23 nakera no
2014 1 int8 43823|DIR_DATA HanpaBneHvne nakeTa no ceccuu
2015 2 intl6 43823|VDPI_PROTO MpoToKoA, KOTOpbIA onpedenun dpi
2000 2 ntlé  |43823META_PROTO BHYTPEHHVI UACHTU(UKATOP

- NnpoToKONa

2901 - string 43823|RAW_DATA Cblpble faHHble

4 1 int8 - |protocolldentifier PROTOCOL

7 2 intl6 - |sourceTransportPort

11 2 intl6 - |destinationTransportPort

6 2 intl6 - |tcpControlBits
2018 4 int32 - |TCP Sequence

58 2 intl6 - |Vlanld VLAN

59 2 intl6 - |postVlanID POST VLAN

56 6 mac_address| - |Source MAC Address

57 6 mac_adress | - |Destination MAC Address
2017 - raw 43823|MPLS Labels
NpuMeyaHue:

e FLW_DIR — Hanpas/fieHue nakeTa no nHtepdencam: 0: subs -> inet, 1: inet -> subs.

e DIR_DATA — HarnpassieHue nakeTa no ceccuu: gna TCP 0: knueHT -> cepsep, 1: cepsep ->
KnueHT, ans UDP — OT KOro nepsbi NakeT 3a)MKCUPOBaH, TOT U CYATAETCA KJINEHTOM.

e VDPI_PROTO — npoTokos, onpegenswowmin DPI.

e META_PROTO — BHyTpeHHUI ngeHTudukaTop npotokona (3 — SIP, 4 — FTP, 5 — SMTP, 6 —
POP3, 7 — IMAP, 8 — XMPP, 9 — ICQ, 10 — RSS, 11 — NNTP, 12 — H323, 13 — ZELLO).

e RAW_DATA — chipble faHHbIe.

Ana arperaunmn raw data, clickstream, http reply nssl reply ¢ faHHbIMK NO CECCUAM
TpebyeTca gononHuTensHas obpaboTka nam BeinosiHeHWe 3anpoca no b ¢ knwyom Session ID,
nnu nogfepxka B ytuaute rcollector.

DNS

SkcnopT DNS HacTpanBaeTcs cnefyowmnMm napaMeTpamu:

ipfix dev=eml
ipfix dns udp collectors=1.

2.3.4:1234
ipfix dns tcp collectors=1.2.3.6

:4567



roe

e eml — 1MA ceTeBOro nHTepdenca AN 3KCropTa.
e ipfix_dns_udp_collectors — agpeca UDP konnekTopos.
e ipfix_dns_tcp_collectors — agpeca TCP KonnekTopos.

®opmaT IPFIX wabnoHos ans IPV6 oTnuyaetcs popmatom nosen IP. SOURCE n IP DESTINATION.

No | Kon-Bo 6auT | Tun paHHbix| IANA | OnucaHme MpuMeyaHue
1103 16 IPv6 43823 |IP_SOURCE Anpec oTnpasutens
1104 16 IPv6 43823 |IP_DESTINATION|Anpec nonyyaTens

®dopmar IPFIX wabnoHa skcnopta DNS

Ne Kg:;o Tun paHHbiX| IANA OnucaHue MpumeuyaHue
1001 4 int32 43823|TIME_STAMP MeTka BpeMeHu
1002 - string 43823|LOGIN Bxon B cuctemy
1003 4 IPv4 43823|IP_SOURCE Appec oTnpaBuTens
1004 4 IPv4 43823|IP_DESTINATION Anpec nonyyaTtens
1013 2 int16/43823|SOURCE PORT
1014 2 int16/43823|DESTINATION PORT
2000 8 int64 43823|SESSION_ID NpoeHTudgurkaTop ceccum
3200 1 int8 43823|UDP/TCP TpaHcnopT: 0 — UDP, 1 — TCP
3201 - string 43823|DOMAIN
3202 2 intl6 43823|RRCLASS
3203 2 intle 43823|RRTYPE
3204 4 int32|143823|TTL
3205 - raw 43823|RDATA

58 2 intl6 - |Vlanld VLAN

59 2 intl6 - |postVlanID POST VLAN

56 6 mac_address| - |Source MAC Address

57 6 mac_adress | - |Destination MAC Address
2017 - raw 43823|MPLS Labels

Homep kaHana (vchannel) nnn mocTa.
20162 int16 43823|BRIDGE_CHANNEL NUM Sﬁﬂﬁniiﬁi‘ﬁ”aryy,ffT“ﬂZpDeﬂa'lZil‘éie”"'
HOMep KaHafa, nHa4ye HoMep MoCTa

AﬂbTepHaTMBOVI ABIAETCA COXPaHEHNE OaHHbIX B JIOKaJIbHOM TEKCTOBOM JIOT€:

* ajb_save_dns — cnar 3anucy B TeKCTOBbIV alis.
ajb_dns_ftimeout — TaimayT (B MMHYTax) NepekoYeHNs Ha CeayoLWmin dain.
ajb_dns_bufsize — 6ydep 3anucu B hann.
ajb_dns_fsize — orpaHuyeHune Ha pa3mep ¢aiina.
ajb_dns_path — nyTb K 3anucbiBatoLleMy dainy.

MepekoyeHre Ha cneyowmnin hann NPoMCXoamnT, Korga pasmep anna LOCTUTHET
ajb _dns fsize nnu pann HenycTom n npowno Bpema ajb dns ftimeout

ajb save dns format: ¢popmaT 3anucy B TEKCTOBLIN (hain




e ts — Bpewms.

e ipsrc — ip_source.

e ipdst — ip_destination.
e ssid — session id.

e login — noruH.

e host — name, KOToporo 3anpawmnBann NHHOPMaLINIO.
e rrtype — RR types.

e rrclass — RR class.

e ttl — TTL.

e rdlen — pa3mep rdata.

e rdata — pecypc.

psrc — port source.

e pdst — port destination.

e transport — kak nosy4eH DNS 3anpoc.

o ymonyaHuio:
ts:ssid:login:ipsrc:ipdst:psrc:pdst:transport:host:rrtype:rrclass:ttl:rdlen:r
data

1) 2

’

Ona BapuaHTa ¢ IPv6 CM. Bbille OTAn4me
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