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3 3kcnopT B popmaTe IPFIX

Ina aHann3a gaHHbiX Clickstream (cBegeHus o noceleHnsx aboHeHTaMm cTpaHuy, web cantos) u SIP
(cBeneHUs 0 voip neperoBopax) Ha BHELHUX CUCTEMAX, MOXXHO 3KCMOPTUPOBATL 3TW OAaHHbIX MO
cetn B popmarte IPFIX.

Co CnNMCKoM COOTBETCTBMSA Mexnay npoTokKoJIoM N HOMEPOM NOpTa B NetFow5 MOXXHO 03HAaKOMUTLCA
30€eCh.

Ana cbopa nHgpopmaumm B hopmaTte IPFIX nogonaet nobon yHnBepcanbHbin IPFIX
KOJIIeKTOop,MoOHUMaWmin wabnoHsl, nnn ytunuta IPFIX Receiver.

Ana npuema, 0bpaboTkm n xpaHeHusa ClickStream pekoMeHAyeTCs UCNOb30BaTh MNPOrPaMMHBIN
npoaykT onsa cbopa ctatuctukm QokE Store n rpacduyeckmnin nHtepgenc DPIUIZ.

HacTtpouka akcnopTta Clickstream

9kcnopT Clickstream HacTpavBaeTCsa cieflyloWwmMMmM NapameTpamMu:

ipfix dev=eml

ipfix udp collectors=1.2.3.4:1500,1.2.3.5:1501
ipfix tcp collectors=1.2.3.6:9418

dbg log mask=0x80

roe

e eml - MA CETEBOro nHTepdenca Aas 3KcnopTa.

ipfix_udp_collectors - anpeca UDP KonnekTopos.

ipfix_tcp_collectors - agpeca TCP K0//1eKTOPOB.

dbg log_mask=0x80 - BbIBOL CTaTUCTN4ECKON NH(OopMaLmm 06 3KCcnopTe B NOr.

IPFIX wabnoHa s3kcnopTta Clickstream

®opmaT IPFIX wabnoHos ans IPV6 oTnuyaetcsa popmatom nonen IP. SOURCE w IP_DESTINATION.

Ne | Kon-Bo 6aut | Tun paHHbix| IANA | OnucaHue MpuMmeyaHue
1103 16 IPv6 43823 |IP_SOURCE Apfpec oTnpaBuTens
1104 16 IPv6 43823 |IP_DESTINATION|Anpec nonyyaTens
®opmart IPFIX wabnoHa sakcnopra Clickstream
Ne Kgn:so Tun IANA OnucaHmne NpumeyaHne
aunT AaHHbIX
1001 4 int32 43823|TIME_STAMP MeTka BpeMeHu
1002 - string 43823|LOGIN Bxon B cuctemy
1003 4 IPv4 43823|IP_SOURCE Apnpec oTnpaBuTens
1004 4 IPv4 43823|IP_DESTINATION Appec nony4vartens



https://wiki.vasexperts.ru/doku.php?id=dpi:dpi_options:opt_statistics:statistics_info:port_proto
https://wiki.vasexperts.ru/doku.php?id=dpi:dpi_components:utilities:ipfixreceiver2
https://wiki.vasexperts.ru/doku.php?id=dpi:dpi_components:qoestor:start
https://wiki.vasexperts.ru/doku.php?id=dpi:dpi_components:qoestor:start
https://wiki.vasexperts.ru/doku.php?id=dpi:dpi_components:qoestor:start
https://wiki.vasexperts.ru/doku.php?id=dpi:dpi_components:dpiui:start
https://wiki.vasexperts.ru/doku.php?id=dpi:dpi_components:dpiui:start

®opmart IPFIX wabnoHa sakcnopra Clickstream

Ne Kg:;o na:"H"Hx IANA OnucaHmne NMpumeuanue

1005| - string  |43823|HOSTNAME/CNAME/SNI |1M# x0CTa/kaHoHu eckoe
UMA/MHOMKaLNSA UMEHN CepBepa

1006 - string 43823|PATH [MepeMeHHas OKpyXeHus

1007 - string 43823|REFER 3arosioBOK 3anpoca KJneHTa

1008 - string 43823 |USER AGENT Monb30BaTENILCKUIN areHT

1009 - string 43823|COOKIE Kykn

2000 8 int64 43823|SESSION_ID NoeHTugumkaTop ceccmm

1010 8 int64 43823|LOCKED 3a610KMPOBaHHbI

1011 1 int8 43823|HOST _TYPE Tun xocTa

1012 1 int8 43823/METHOD MeTton

1013 2 intl6 43823|PORT_SOURCE MopT oTnpasuTens

1014 2 intl6 43823|PORT_DESTINATION MopT nony4atens
Homep kaHana (vchannel) nnm mocTa.
Ecnun B KoHuUrypauum DPI HacTpoeHb!

2016 2 intl6 43823|BRIDGE_CHANNEL_NUM|vchannel, To byneT nepenasaTtbcs
HOMep KaHafla, nHa4ye HoMep MOCTa.
Ncnonb3yeTtca B QoEStor.

MNpumeyanmne: LOCKED - 6utoBas Macka, COAEPXXUT NPU3HaK Toro, bl nn pecypc 3abnokmposaH
nnun nepeagpecosaH (0x3 gna HTTP, Ox1 onsa ocTanbHOro).
HOST TYPE = 1 B cnyyae HTTP, 2 - CNAME, 3 - SNI, 4 - QUIC.
METHOD = 1 - GET, 2 - POST, 3 - PUT, 4 - DELETE.

Mpn BKNIOYEHHOM HacTpoe4yHOM napameTpe "http parse reply=1" pononHutensHo byper
nepefaBaTbCs MH(MOPMaLMA U3 OTBETOB Ha 3anpockl. CBA3aTb UX C OTBETAaMM MOXXHO MO
naeHTudrkatopy ceccum SESSION_ID, yumTbiBas Nopsifiok cnefoBaHusS.

®opwmar IPFIX wabnona 3kcnopra Clickstream ans orsetos HTTP ¥

No | Kon-Bo 6auT | Tun paHHbix | IANA OnucaHue MpuMmeyaHue
1001 4 int32 43823|TIME_STAMP MeTka BpeMeHU
1002 - string 43823|LOGIN Bxopg B cuctemy
1003 4 IPv4 43823|IP_SOURCE ALpec oTnpaBuTens
1004 4 IPv4 43823|IP_DESTINATION |Agpec nony4yaTtens
1020 4 int32 43823|RESULT_CODE Ko pesysbTaTta
1021 8 int64 43823|CONTENT LENGTH Konun4ecTBo nepeckiiaembix 6ant
1022 - string 43823|CONTENT_TYPE  [Tun nepepaBaeMblX AaHHbIX
2000 8 int64 43823|SESSION_ID NoeHTngurkaTop ceccun

Mpun BKIOYEHHOM HacTpoe4yHOM napameTpe "ss|_parse reply=1" pononHutensHo byner
nepefaBaTbCsA MHGOPMaLMA U3 OTBETOB Ha 3anpockl. CBSA3aTb UX C OTBETAaMM MOXHO MO
noeHTugukatopy ceccum SESSION_ID ¢ yyeToM nopsiika cinefoBaHus.

®opmar IPFIX wabnona 3kcnopta Clickstream pns orsetos no SSL/TLS, HTTPS

Neo | Kon-Bo 6auT | Tun paHHbix | IANA OnucaHue NMpuMmeyaHue
1001 4 int32 43823 TIME_STAMP MeTka BpemMeHU
1002 - string 43823 |LOGIN Bxopg B cucrtemy



https://ru.wikipedia.org/wiki/PATH_(%D0%BF%D0%B5%D1%80%D0%B5%D0%BC%D0%B5%D0%BD%D0%BD%D0%B0%D1%8F)
https://ru.wikipedia.org/wiki/HTTP_referer
https://ru.wikipedia.org/wiki/User_agent
https://ru.wikipedia.org/wiki/Cookie
https://ru.wikipedia.org/wiki/%D0%A1%D0%BF%D0%B8%D1%81%D0%BE%D0%BA_%D0%B7%D0%B0%D0%B3%D0%BE%D0%BB%D0%BE%D0%B2%D0%BA%D0%BE%D0%B2_HTTP

dopmar IPFIX wabnona skcnopTta Clickstream ans orsetoB no SSL/TLS, HTTPS ?

Neo | Kon-Bo 6auT | Tun paHHbix | IANA OnucaHue NMpuMmevyaHue
1003 4 IPv4 43823 |IP_SOURCE Appec oTnpasuTens
1004 4 IPv4 43823 |IP_DESTINATION Alpec nonyyaTtens
2000 8 int64 43823 |SESSION_ID NaoeHTugunkaTop ceccumn
1030 2 intl6 43823 |SSL_VERSION Bepcusa SSL
1031 2 intl6 43823 |CIPHER SUITE Habop wwndgpos
1032 1 int8 43823 | COMPRESSION_METHOD|MeTopn cxkaTus

HacTpomnka aKcnopTa MeTafaHHbIX

DKCNopT MeTafaHHbIX Apyrux npotokonos anga COPM HacTpanBaeTCs CinefyowmnumMm napaMeTpamu:

ipfix dev=eml

ipfix meta udp collectors=1.
ipfix meta tcp collectors=1.

dbg log mask=0x80

roe

2.3.
2.3.

4:
6:

1500,1.2.3.5:1501
9418

eml - M CeTEBOro UHTepdenca Anaa skcnopTa.
ipfix_meta_udp_collectors - anpeca UDP KonnekTopos.
ipfix_meta_tcp _collectors - anpeca TCP KonJ1eKTOpOB.
dbg _log_mask=0x80 - BbIBOL CTaTUCTUYECKON MH(opMaLum 06 skcnopTe B JOT.

®opmartsbl IPFIX wabnoHa akcnopTa MeTagaHHbIX

®dopmar IPFIX wabnoHa 3kcnopTa MeTagaHHbIX SIP

Ne Kg:v:|:o Tun paHHbIX| IANA| OnucaHue NMpuMmevyaHue
1001 4 int32 43823|TIME_STAMP |MeTKa BpeMeHn
1002 - string 43823|LOGIN Bxon B cuctemy
1003 4 IPv4 43823|IP_SRC Anpec oTnpasutens
1004 4 IPv4 43823|IP_DST ApLpec nonyyaTens
2000 8 int64 43823|SESSION ID  |WpeHTudukaTop ceccun
3000 - string 43823|MSG_CODE  |Msg kop
3001 2 intl6 43823|STATUS_CODE Kopg cocToaHus
3002 - string 43823|URI YHMUMUMPOBAHHbLIN MAEHTUDUKATOP pecypca
3003 - string 43823|FROM
3004 - string 43823(TO
3005 - string 43823|CALLID NoeHTudmkaTop BbI30Ba
3006 - string 43823|UAGENT KnneHTCcKoe npunoxxeHune
3007 - string 43823|CTYPE Tun nepefaBaemMoro KOHTeEHTa
3008 - string 43823|GATEWAYS | Cnucok w0308
NMpuMmeyaHue:

IP_SRC - IP_SOURCE.



https://ru.wikipedia.org/wiki/URI
https://ru.wikipedia.org/wiki/Caller_ID
https://ru.wikipedia.org/wiki/User_agent
https://developer.mozilla.org/ru/docs/Web/HTTP/%D0%97%D0%B0%D0%B3%D0%BE%D0%BB%D0%BE%D0%B2%D0%BA%D0%B8/Content-Type

IP_DST - IP_DESTINATION.
GATEWAYS - cnucok w308 (IP nam hostname), pasgenieHHbIxX 3anaTou.

®opwmart IPFIX wabnoHa sakcnopta MetapaHHbix FTP
No |[Kon-Bo 6aut|Tun pgaHHbix IANA| OnucaHue NMpuMeyaHue

1001 4 int32 43823 TIME_STAMP |MeTKa BpeMeHu
1002 - string 43823|LOGIN Bxopg B cuctemy
1003 4 IPv4 43823|IP_SRC ALpec oTnpaBuTens
1004 4 IPv4 43823|IP_DST ALpec nonyyaTens
2000 8 int64 43823|SESSION_ID  |MpeHTudmrKaTop ceccun
3050 - string 43823|SERVER_NAME|/msa cepsepa
3051 - string 43823|USER Monb3oBaTesb
3052 - string 43823 PASSWORD  |[Maposib
3053 1 int8 43823|MODE Pexxum
1020 4 int32 43823 RESULT CODE |Kop pe3synbTaTa

Mpumeyanune: none MODE cogepxut Tnn FTP coegnHeHns : ( 0 - akTUBHBIA, 1 - NACCMBHbIN ).

®dopmar IPFIX wabnoHa akcnopTa MeTagaHHbIX MecceHpxepoB (XMPP)

No | Kon-Bo 6anTt | Tun gaHHbix | IANA OnucaHue NMpuMeyaHue
1001 4 int32 43823|TIME_STAMP MeTKa BpemMeHU
1002 - string 43823|LOGIN Bxon B cuctemy
1003 4 IPv4 43823|IP_SRC Appec oTnpasuTens
1004 4 IPv4 43823|IP_DST Anpec nony4yartens
2000 8 int64 43823|SESSION_ID NoeHTudgurkaTop ceccumn
3100 - string 43823|IM_LOGIN
3101 - string 43823|IM_PASSW
3102 - string 43823|IM_SCREEN_NAME 3kpaHHOe nmMs
3103 - string 43823|IM_UIN YHuBepcasibHbI UHTEPHET-HOMEpP
3104 1 int8 43823(IM_PROTOCOL Twun Ncnosib3yeMoro npoTokoJia
3105 - string 43823|IM_RECEIVERS Mony4yaTenb
1020 4 int32 43823|RESULT_CODE Kop pe3ynbTaTta

Mpumeuanue: nosie IM_PROTOCOL copepxuT TUn ncnosibyemoro npotokona: 0 -ICQ, 7 - XMPP, 106

- ZELLO/
®opwmar IPFIX wabnoHa akcnopta MeTapaHHbIX NO4YTOBLIX NpoTokonos (POP,IMAP,SMTP)
No | Kon-Bo 6anT [T un paHHbix | IANA OnucaHue NMpumeuyaHue

1001 4 int32 43823 |TIME_STAMP MeTKa BpemMeHuU
1002 - string 43823 |LOGIN Bxopg B cuctemy
1003 4 IPv4 43823 |IP_SRC Appec oTnpasuTens
1004 4 IPv4 43823 |IP_DST Anpec nonyyatens
2000 8 int64 43823 |SESSION_ID NoeHTndrkaTop ceccun
3150 - string 43823 |MAIL_SENDER OTnpasutens
3151 - string 43823 |[MAIL_RECEIVER |Mony4yaTenb
3152 - string 43823 |[MAIL_CC Mony4aTesnb Konuu
3153 - string 43823 |MAIL SUBJECT Tema nucbma
3154 - string 43823 MAIL_SERVERS  |Cepsepa



https://ru.wikipedia.org/wiki/%D0%AD%D0%BB%D0%B5%D0%BA%D1%82%D1%80%D0%BE%D0%BD%D0%BD%D0%B0%D1%8F_%D0%BF%D0%BE%D1%87%D1%82%D0%B0

®opwmar IPFIX wabnoHa akcnopTa MeTapaHHbIX NO4YTOBLIX NpoTtokonos (POP,IMAP,SMTP)
Ne | Kon-Bo 6aiT T un gaHHbIX IANA OnucaHue NMpuMeyaHue

3155 - string 43823 |MAIL_REPLY OTBeTbl Ha coobLyeHns

3156 1 int8 43823 |EVENT Tun cobbiTus

3157 1 int8 43823 /ATTACHMENT Mpu3HaK HanM4yna BNOXKEHNA

3158 1 int8 43823 MAIL_PROTOCOL |[Mo4TOBbIN NPOTOKON

1020 4 int32 43823 |RESULT_CODE Kofn pesysibTaTta

MNpumeyaHue: none EVENT yka3sbiBaeT Tun cobbitna 1 - send, 2 - receive,
ATTACHMENT - npu3Hak Hanun4yma BaoxeHusa: mail_protocol = 0 - smtp, 1 - pop3, 2 - imap.

®opwmar IPFIX wabnoHa 3kcnopTa CbipbiX HEpacNapCeHHbIX MeTagaHHbIX
Neo |Kon-Bo 6auT |T un paHHbiX | IANA | OnucaHue MpuMeyaHue
1001 4 int32 43823|TIME_STAMP |MeTKa BpeMeHu
1002 - string 43823|LOGIN Bxog4 B cuctemy
1003 4 IPv4 43823|IP_SRC Anpec oTnpaBuTens
1004 4 IPv4 43823|IP_DST ALpec nonyyaTens
2000 8 int64 43823|SESSION_ID |MpeHTudukaTop ceccun
2013 1 int8 43823|FLW _DIR HanpassieHne nakeTa No nHTepgencam
2014 1 int8 43823|DIR_DATA  |HanpasneHve nakeTa no ceccuu
2015 2 intl6 43823|VDPI_PROTO |[MpoTokon, KoTopkin onpeaenunn dpi
2900 2 intl6 43823|META_PROTO|BHYTpeHHUN naeHTUMuKaTop NpoToKoa
2901 - string 43823|RAW_DATA |Cbipble faHHble
NMpuMmevyaHue:

e FLW DIR - HanpaBfieHne nakeTta no nHtepdencam: 0 : subs -- inet, 1 : inet -- subs.

e DIR_DATA - HarnpaB/fieHue nakeTta no ceccuu: gna TCP 0 : KnueHT -— cepsep, 1 : cepsep -—
KveHT, onsa UDP - oT Koro nepsbiv NakeT 3ayUKCMPOBaH, TOT U KJIMEHTOM CYUTAETCH.

e VDPI_PROTO - npoToKO/, onpegensaowmin dpi.

e META _PROTO - BHyTpeHHUN ngeHTudunkaTop npotokona (3 - SIP, 4 - FTP, 5 - SMTP, 6 - POP3,
7 - IMAP, 8 - XMPP, 9 - ICQ, 10 - RSS, 11 - NNTP, 12 - H323, 13 - ZELLO).

e RAW _DATA - cbipble faHHble.

Ona arperauun "raw_data", "clickstream", "http_reply" v "ssl_reply" ¢ BLaHHbIMK MO CeCCUAM
TpebyeTca gononHuTenbHas obpaboTka nnm BeinonHeHWe 3anpoca no b ¢ kaw4om Session_ID, nam
noagepxxka B ytununumte rcollector.

DNS

MNapameTpbl:

* ajb save dns - (hbnar 3anncu B TEKCTOBbLIN hans.

ajb_dns_ftimeout - TanmayT ( B MUHYTaX ) NepeksoYeHNs Ha caelyowmn dainn.
ajb_dns_bufsize - 6ytep 3anucu B hann.

ajb_dns_fsize - orpaHnyeHune Ha pasmep anna.

ajb_dns_path - nyTb K 3anuceiBatoLiemy anny.



MepeknioyeHne Ha cnelyoLwmn Gann NpoucxoamnT, Korha pasmep arnna LOCTUrHET ajb_dns fsize
nnu gann HenycTom 1 npowuno spems ajb_dns_ftimeout

ajb_save dns format : popmaT 3anuncu B TeKCTOBLIN (hann

e "ts" - Bpemsq.

e "ipsrc" - ip_source.

e "ipdst" - ip_destination.
* "ssid" - session_id.

e "login" - noruH.

e "host" - name, KOToporo 3anpawmneann NHGOPMaLKio.
e "rrtype" - RR types.

e "rrclass” - RR class.

o "ttl" - TTL.

e "rdlen" - pa3mep rdata.

e "rdata" - pecypc.

e "psrc" - port source.

e "pdst" - port destination.

e "transport" - kak nposy4eH DNS 3anpoc.

Celvac:

TpaHcropT ans DNS

typedef enum en dns transport : u int8 t

edns udp = 0,

edns_tcp )

edns_max ,
en_dns_transport t;

Mo ymonyaHuio: "ts:ssid:login:ipsrc:ipdst:psrc:pdst:transport:host:rrtype:rrclass:ttl:rdlen:rdata";
IPFIX konnekTopbl. PopMaT Kak 06bI4HO:

ipfix_dns_udp collectors

ipfix _dns_tcp collectors

"dbg log_mask" nna fastdpi - icnonb3yeTcs B OCHOBHOM /151 OT/NIaflKM U NoncKa npobnem:

enum: uint64 t

brg lgmsk dpi = 0x01, BbiBo4 cTaTucTuky dpi.

brg lgmsk mem usage = 0x02, BbiBOA CTAaTUCTMKKN UCMONL30BAHNUSA NaMATHU.

brg lgmsk plc = 0x04, BbiBog cTaTuctuky Policingai.

brg lgmsk clstr wthr = 0x08, BbiBOA CTaTUCTUKM N0 pabo4mM NOTOKaM Knacrepa.

brg lgmsk ajb = 0x10, BblBOA CTAaTUCTMKKM MCMONb30BaHWS Bycdepo ajb.

brg lgmsk stat ddos = 0x20, BbiBOA cTaTUCTUKM Mo napameTpam DDOS.

brg lgmsk call udr = 0x40, BbiBog pe3ynbTaToB hyHKUMM obpaweHna k UDR B alert.
brg lgmsk ipfix = 0x80, BbiBoa cTatuctukm no IPFIX.

brg lgmsk flow = 0x100, BbiBoA gaHHbIX Mo flow ( BbIBOA ceccui



brg lgmsk ip proto = 0x200, BBbiBOA CTaTUCTUKK No Tuny IP.

brg lgmsk eth type = 0x400, BeiBog ctaTtucTukuy rno tuny Ethernet nakerta.
brg lgmsk slice stat = 0x800, BeiBop ctatuctukm no slice gna flow wm IP.
brg lgmsk dna cluster = 0x1000, OTtnanka co3naHusa DNA-knacTepa.

brg lgmsk lock stat = 0x2000, CTtaTucTuka 610KMPOBOK ANA MySibTUKNACTEpPa.
brg lgmsk all cpu stat = 0x4000, CTaTUCTUKA 3arpy>XeHHOCTUN NO BCEM AgpaM.
brg lgmsk load vchannels= 0x8000, CratncTuka 3arpysku vcahnnels.

brg lgmsk redirect = 0x10000,// Onepauuu c nepeagpecawmen.

brg lgmsk dna cluster stat= 0x20000, 3anucb ctatuctukm gna pfring zc stats.
brg lgmsk nat = 0x40000, WHuumanusaumsa NAT.

brg lgmsk bind = 0x80000, Onepauun bind.

brg lgmsk stat nat whbl = 0x100000, BoiBog ctatuctuky NAT no 6enomy 6510Ky.
brg lgmsk print ip = 0x200000, BblBOA faHHbIX N0 IP B hann ctatucTukw.

brg lgmsk print nat = 0x400000, BeiBoa AaHHbIX Mo NAT B haii CTaTUCTUKMN.

brg lgmsk check nat = 0x800000, Mposepka NAT.

brg lgmsk tm nflw ipfix = 0x1000000, BbiBog BpemeHun otnpaBkn netflow/ipfix.
brg lgmsk stat nat = 0x2000000, BoiBog cTatnuctnkm NAT B fastdpi stat.log.
brg lgmsk tod brg sync = 0x4000000, TpaccmMpoBKa CUHXPOHM3ALUN BPEMEHN
gettimeofday. <--> rtdsc

brg lgmsk ctrlopt = 0x8000000, BbiBo4 B cTaTUCUKy AaHHbIX ana CTRLOPT.

brg lgmsk auth = 0x10000000,// CTaTUCTVMKa aBTOPM3aLUNA JIOKaJIbHbLIX NOJIb30BaTeNEN.
brg lgmsk apartment = 0x20000000, CTtaTuCcTuka no anapTaMeHTam.

brg lgmsk conmon = 0x40000000, BbiBOA TpencoB MOHMTOpPa coegmHeHmn B alert.
brg lgmsk task scheduler= 0x80000000, BbiBO4 Tpencos nnaHupoBlwmnka B alert.
brg lgmsk tfrwd =0x100000000, BoiBog cTatuctukm ons trafix forward.

’

1) 2

’

ANs BapuaHTa C IPv6 CcM. Bbiwe oTanymne
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